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ONSOZ/FOREWORD

Bundan birka¢ yil 6ncesine kadar dijital insan dijital yasam kavramini bilisim teknolojileri
iiriinlerinin kullammina bagliyorduk. Endiistri 4.0, Nesnelerin interneti, Biiyiik Veri’nin yam sira
akill ev sistemleri, siiriicilisiiz araglar ile sanal sosyal aglar hayatimizi sekillendiren kavramlardi.
Bilgi Cagindan 2. Makine Cagina ge¢isi konusuyor, web 2.0 ile sosyal etkilesimlerin etkisini tartistyor
ve bunlarm tiiretim, iletisim ve egitim gibi konularda hayatimiz1 sekillendirmelerini izliyorduk. Ancak,
yakin zamanda tiim bu kavramlarin 6tesinde gercek ve sanal yasam alanlarinda inanilmaz degisimler ve
ihtiyaclarin ortaya ¢ikisina sahit olduk. Bu kavramlar hayatimizda derin etkiler yaratti. Ancak
bilisimdeki gelismeler bununla kalmayarak birey, kurum ve devletler seviyesinde etki yaratacak sanal
yasam ve siber vatan alanlari ile veri analizi ve modellemenin ¢esitli sektorlerdeki biiyiileyici etkisine
sahit olduk. Blokzincir teknolojilerinin bircok sektorde yarattigi yenilik¢i yaklagimin tiim diinyada
benimsenmesinin ekonomik, siyasal ve sosyal etkilerini gozlemledik. Oyunlastirma teknolojilerinin
ticari faaliyetlerin yani sira egitimde yarattigi etkilesimli modellerin etkilerini yasadik. Bunlarin
Otesinde web 3.0 ile hayatimiza giren yeni bir kavram olan ancak ¢ok 6nceden emekleme adimlarin
oyun sektoriinde gordiigiimiiz sanal paralel evrenlerin insasina sahit oluyoruz: Metaverse. Yani Ote
evren, diger evren ya da sanal evren...

Iletisim ve etkilesim seklimizi egitim, saglik, pazarlama, oyun ve daha bir¢ok alanda tiimden
degistirmenin yani sira bireyden, topluma, devletten kiiresel diizeye tiim diizeylerde etkili olabilecek bir
teknoloji hayatimiza girdi. Sosyallesmeden eglenceye, egitimden ticarete her alanda hayatimizi
sekillendiren teknolojiler. Siyasi hayatimiz bile dijital siyaset ya da siber politika, hatta siber uluslararasi
iligkiler, siber diplomasi ve siber ¢atismalar gibi kavramlara teslim oldu.

Biitiin bu teknolojiler kisisel, toplumsal ve kurumsal hayatimizi yeniden tasarlarken, bizleri de
yeni bilgi alanlarina yelken agmaya zorlamaktadir. Bilgi ve iletisim teknolojileri teknisyenlerden sosyal
bilimcilere, kullanicilardan politikacilara herkesin bir 6lgiide bilgi ve biling sahibi olmas1 gereken bir
alandir. Dijital alanin giivenligi bunu bir zorluluk olarak bizlere dayatmaktadir. Bu ger¢evede toplumsal
diizeyde bir siber giivenlik kiiltiirlinii olugturmak basta akademi olmak iizere tiim egitim sektoriiniin
oncelikleri arasinda yer almaktadir.

Bu kapsamda, bilisim teknolojilerindeki gelismeler bag dondiiriicii sekilde ilerlerken olusan bilgi
ve tecriilbenin paylasilmasi 6nem arz etmektedir. Bu amagla 17-19 Subat 2022 tarihinde Batman
Universitesi ev sahipliginde ilki gergeklestirilen Uluslararast Bilisim Kongresi (IIC2022), biinyesinde
barindirdigi Bilisim Fuari, Bilisim Konferans ve seminerleri, Bilisim Calistay1, ssmpozyum ve kurslari
kapsayan bir bilim senligi oldu. Batman Universitesi son zamanlarda birgok ulusal ve uluslararasi
etkinlige yaptig1 ev sahipligi ile adindan s6z ettirmektedir. Diinyanin dort bir yanindan akademi ve
endiistri arastirmacilart yapay zeka, algoritmalar, veri isleme, goriintii isleme, veri madenciligi, insan-
makine etkilesimi ve siber giivenlik gibi alanlarda yiiz yiize ve uzaktan bildiri sunumlart ile tecriibe
paylasimina davet edilmistir. Kongre’ye gonderilen bildirilerden 67 tanesi kabul alarak basilmaya hak
kazanmistir. Kongre’de ayrica, En Iyi Makale, Y1lin Girisim ve Y1lin Bilisim Odiilleri de dagitilnustur.
Kongre; Universiteler, Belediyeler, Valilik ve daha bir ¢cok kamu kurumunun yami sira hastaneler ve
cesitli 6zel sektor firmalarindan toplam 3000 iizerinde ziyaretci ile adindan s6z ettirmenin yani sira
bilinyesinde barimdirdig1 bir ¢ok etkinlik ile alaninda konsept olarak bir ilk olma 6zelligi tasimaktadir.
“Dijital Doniisiim ve Siber Giivenlik” ana temastyla yapilan Kongre Diinya’nin kadim topraklari olan
Mezopotamya’'nin besigi Hasankeyf ve Batman’da gerceklestirilmistir. Kongre'ye katilanlar; tarihi
dokusu, bereketli topraklari, yemyesil dogasi, zengin kiiltiirel ve sosyal imkanlar1 ile Batman sehrinden

VIl



Diyarbakir, Midyat, Mardin ve Siirt’e uzanan keyif dolu bir zaman gegirmeleri i¢in sosyal programlarla
agirlanmustir.

Bu bilim senliginin yapilmasinda emegi gecen basta Diizenleme Komitesi olmak {izere siirece
katki sunan tiim paydaslara tesekkiir eder, basarilarinin devamini dilerim.

Prof. Dr. idris DEMIR

Onursal Baskan
Batman Universitesi Rektorii



SUNUS/PREFACE

Bilisim teknolojilerindeki gelismelerin birey, toplum ve devletler {izerindeki siyasal, sosyal ve
ekonomik etkilerini ¢cevresel olarak hissediyorken yakin zamanda giinliik yasantimizda duydugumuz ve
bizatihi tecriibe ettigimiz Metaverse, Siber Uzay, Blokzincir-NFT Teknolojileri, Veri Isleme ve
Modelleme yani sira saglik, egitim ve sosyal hayattaki Yapay Zekd uygulamalari yeni nesillere
bambaska bir diinyanin kapilarini aralamaktadir. Bilisim teknolojilerindeki bu gelismeler egitim,
aligveris, iletisim ve etkilesim yani sira daha bir¢ok konuda insan yagamindan toplumsal diizene, devlet
politikalarindan kurum ve kuruluslarin yapisal sekillerine kadar degisimleri dayatmaktadir. Bir¢cok
anlamda yikic1 degisimlerle yeni bir diinyanin kurulmasina taniklik ediyoruz. Tanik oldugumuz bu
degisimin bir parcasi olmak, bilgi ve tecriibeleri paylasmanin yani sira 6zel sektor, kamu ve akademi
diinyasindan tiim paydaslar1 bir araya getirmek amaciyla Uluslararasi Bilisim Kongresi (I1C2022)
Batman Universitesi ev sahipliginde 17-19 Subat 2022 tarihlerinde gerceklestirildi.

Kongre biinyesinde barindirdigi Bilisim Konferansi, Bilisim Calistayl, Bilisim Fuari,
Sempozyum, kurslar, workshoplarin yam sira dagitilan En Iyi Makale, Yilin Bilisim ve Yilin Girisim
Odiilleri ile konsept olarak alaninda bir ilk olma 6zelligi tasimaktadir. “Dijital Déniisiim ve Siber
Giivenlik” ana temasiyla yapilan Kongre’de; Siber Giivenlik, Blokzincir, Oyunlastirma, Enerji Biligim
Sistemleri, Yapay Zeka, Bulut Bilisim, Biiyiik Veri, Kriptografi, Nesnelerin Interneti, Robotik ve Insan
Etkilesimi, Sanallastirma, Sanal ve Artirilmis Gergeklik gibi bir ¢ok alanda bildiri kabulii yapilmistir.
Gelen tiim bildirilerden 67 tanesi biri kurum digindan olmak iizere en az iki hakemli degerlendirme
siireglerinden sonra Bildiriler Kitabinda yaymmlanmaya hak kazanmistir. Bu bildirilerden bir kismi
bagimsiz hakem siireclerinden gegmek suretiyle bir kismi indeksli olmak {izere agik erisimli dergilerden
Balkan Journal of Elektrical and Computer Engineering, European Journal of Technique ve Journal of
Engineering and Technology gibi dergilerde yayinlanmaya deger goriilmiistiir. Bu bakimdan, Kongre’ye
sunulan bildiriler etkin bir degerlendirme ve yaymlama siirecine tabi tutulmustur.

Uluslararasi Bilisim Kongresi’ne katilim saglayanlarin timii seminerler, paneller ve Bilisim Fuari
yani sira Batman-Hasankeyf, Mardin-Midyat, Diyarbakir ve Siirt gibi tarihi dokusu olan sehirlerimize
diizenlenen gezi ve sosyal programlara katilma imkani bulmustur. Biz de Diizenleme Komitesi olarak,
kiymetli katilimeilarimizi Mezopotamya’nin kadim topraklarinda, kiiltiir ve medeniyetin besiginde El-
Cezerinin izinde diizenlenen Uluslararas1 Bilisim Kongresi 2022 (IIC2022) bilim ve teknoloji
senliginde agirlamanin mutlulugunu yasadik.

Bu baglamda, genis bir vizyon ve biiyiik bir misyonun eseri olan bu Kongre’nin diizenlenmesine
destek olan Rektdriimiiz Prof. Dr. Idris Demir ve Genel Sekreterimiz Dog. Dr. Omer Faruk Ertugrul ile
¢ok kiymetli Diizenleme Komitesi iiyeleri basta olmak iizere tiim Batman Universitesi ailesi yan1 sira
tiim sponsorlarimiza tesekkiir ederim. Bilgi islem Daire Baskanligimizin kiymetli personellerini de
Kongre siireci boyunca biiyiik bir fedakarlikla verdikleri emek, gosterdikleri sabir ve hoggoriiden dolay1
tebrik ediyor, her birine siikranlarimi sunuyorum. Bu basarili organizasyonda gosterdiginiz durus,
dayanisma ve kenetlenme ruhu daim olsun. Daire Baskaniniz olarak onur duyuyor, basarilarinizin

devamini diliyorum.

Dr. Hafzullah IS
Kongre Baskam
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APPLICATION OF MACHINE LEARNING METHODS IN CYBERSECURITY

Mesut Giiven*?
1Cyber Defense Command, Gendarmerie General Command HQ, Ankara-Turkey, mesutguven@ieee.org
* Corresponding author: mesutguven@ieee.org

Abstract: Internet grid and computer networks have already transformed the way we live. Today,
governments and commercial firms deployed their services to internet. As a result, we use internet-
connected devices in every aspect of life. Since modern life is intertwined with computers and connected
devices, maintaining the security of internet is very important and considered as a strategic
infrastructure. To maintain the stable and integral operation of cyber assets, many cybersecurity tools
and products have been developed and commercially available. Most of those cybersecurity products
make use of machine learning because classical signature-based methods are unable to detect zero-day
attacks or slightly deformed versions of known attacks. Moreover, machine learning algorithms can
also be trained to detect abnormal network traffic. In this work, we explain how machine learning, deep
learning, and transfer learning methods are being used in cybersecurity. Traditional machine learning
algorithms such as support vector machines, decision trees, etc., have been implemented to well-known
cybersecurity datasets for detecting intrusion attacks and deep neural networks have been implemented
to malware analysis. Another popular implementation of deep learning is to use models that were
trained on large image datasets in a transfer learning paradigm. In these models, malware binaries are
converted to images and pre-trained networks are fed with those images. The performance of the pre-
trained models is very promising, and they can detect malware software with high accuracy.

Keywords: Cybersecurity, Machine Learning, Deep Learning, Deep Transfer Learning, Malware
Detection

1. Introduction

The Internet has been the main medium for communication and nearly 60% of the world
population can now access to internet cloud [1]. Internet-based technologies have transformed our daily
job routine, our way of entertainment, and even human interactions. Today, people are more reliant on
their smartphones and computer devices. Moreover, the objects we use in our daily life such as vehicles,
home appliances, etc. are fully connected to the internet which is described as the Internet-of-Things
(1oT) phenomenon [2]. Modern telecommunication techniques and computer networks enabled
individuals, governments, and institutions to migrate their functions to the cyber domain. Therefore,
securing the data produced by the connected devices and ensuring stable and harmonious operation is
of utmost importance. From this point of view, internet infrastructure and cyberspace are considered
important instruments of modern warfare. Most countries and military security alliances such as North
Atlantic Treaty Organization are now accepting the cyber assets and internet as “a vital national
infrastructure, and a key driving force for national growth” [3].
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Cybersecurity is generally defined as the preservation of confidentiality, integrity, and availability
of information in cyberspace and consists of several concepts, respectively: information security,
network security, internet security, critical information infrastructure security, etc. Information security
is maintained by using endpoint protection tools such as Data Leakage Prevention (DLP) software and
Endpoint Detection Response (EDR, XDR) tools such as antivirus software. DLP is used to detect and
prevent unwanted breaches, exfiltration, or unwanted destruction of sensitive data. On the other hand,
EDR and XDR provide detection, analytics, and response across endpoint clients, servers, networks,
SIEM, and much more. Network security contains firewalls, denial of distributed service attack
mitigation solutions, proxy servers, network security monitoring tools, etc. Internet security concerns
with internet-related services.

Machine learning has been used to solve classification and regression problems in various
domains such as image processing and classification tasks, natural language processing, autonomous
vehicles, etc. In addition, one of the main application fields of machine learning algorithms is
cybersecurity. Machine learning models are useful, especially where classical signature-based malware
detection methods are insufficient to discover zero-day attacks or slightly changed versions of the known
attacks [4]. Both classical machine learning techniques such as k-nearest neighbor, decision trees,
support vector machines, etc., and state-of-art deep transfer learning models can be implemented for
malware detection. In this review, deep learning models are the focal point since they skip the time-
consuming feature extraction process and have surpassed the classical machine learning methods in
image classification tasks [5]. Deep transfer models have been trained over large image datasets. Those
pre-trained models are very successful in image classification tasks and can be used for static analysis
of malware [6]. There are some successful experiments made by using PyTorch and pre-trained models
based on Generative Pre-trained Transformer 2 which performs over assembly codes for static malware
analysis [7].

2. Datasets

Machine learning methods perform better with a high amount of data, especially, the performance
of deep neural networks gradually increases concerning the data size. The correct choice of the dataset
is very important since the realistic representation of the real world in the training dataset increasesthe
classification accuracy. Moreover, the size of the training dataset increases the classification accuracy,
especially in deep learning models.

2.1. Darpa Intrusion Detection Dataset

It is one of the earliest datasets in network traffic. It was collected and published by Cyber System
and Technology Group, formerly DARPA. This data consists of several weeks-long training and testing
data with ground truth labels about intrusion detection assessment [8].
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2.2. Kdd Cup 99 Dataset

Kdd Cup 99 dataset is the most widely used and publicly available [9]. It is created by replicating
the original DARPA 1998 dataset and contains 4 900 000 replicated attacks. Each sample contains 41
input features divided into two, respectively: basic features and higher-level features. The basic features
are directly extracted or derived from the header information of IP packets and TCP/UDP segments in
the tcpdump files of each session. High-level features contain several failed logins and root access
attempts during the session.

2.3. Nsl-Kdd Dataset

This dataset was derived from Kdd Cup 99. Nsl-Kdd was formed in the 3™ international
knowledge discovery and data mining contest. Each sample has network data characteristics of the
TCP/IP model and is labeled with 22 different attack types and 4 main clusters.

3. Traditional Machine Learning Algorithms in Cybersecurity

Traditional machine learning algorithms consist of k-nearest neighbor classifiers, support vector
machines, decision trees, neural networks, and regression models. Traditional machine algorithms are
not good to deal with big amounts of data. Depending on the throughput value, millions of packets go
through over the network. So, this makes cyberspace a data big data environment. Even though there is
some research, traditional algorithms are not the best fit for cybersecurity.

3.1. Knn

Knn is the acronym for the k-nearest neighbor classifier. This method is known as the lazy
classifier since it doesn’t require prior training and east to implement. It is a supervised method and
utilizes metric distances of known samples for predicting the new samples' labels. There are different
types of metrics. But, in general, the Euclidian model, which is a very straightforward method is used
to measure the distance between the new sample and its closest neighbors. Knn has been applied to
network datasets. For example, in a work conducted by Sharifi et al., NSL-KDD dataset was divided
into clusters for labeling, then, Knn algorithm was implemented over the set samples [10].

3.2. Support Vector Machines

Support vector classifiers are one the most successful and robust machine learning methods. It
had been the state-of-art method before deep learning algorithms surpassed all the traditional machine

3
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learning algorithms. The support vectors are the closest points between different classes. In two-
dimensional space, support vectors are lines but in three or higher dimensional spaces support vectors
become hyperplanes that enable optimal separation. For datasets that are not linearly separable, some
kernel functions are used to make them separable in a higher-dimensional space [11]. In an experiment
conducted over Kdd Cup 99 dataset, the effectiveness of an intrusion detector was tested with support
vector machines [12]. In another work, Kdd Cup 99 dataset is divided into subsets of attack types,
respectively: DoS, Probe, R2L, and U2R [13]. In this work, the trained model has good accuracy metrics
over test data but failed to detect the abnormal packets in the actual network.

3.3. Decision Trees

Decision trees are supervised machine learning models which have decision nodes and leaves.
Each leaf represents a category, and the leaves are the decisions or the outcomes. The main goal isto
create a tree-like structure for predicting the value of a target variable. The most common forms of
decision tree methods are ID3, C4.5, and CART. Unlike other methods, decision trees require little data
preparation, and they can handle both numerical and categorical data. In a work conducted by Ingre et
al., the Nsl-Kdd dataset was used with 14 features. These features were then used in a decision tree
structure [14]. The developed model is designed as an intrusion detection system to detect five different
classes. The accuracy rate for the five different classes is 83.7% and for the two different test data, 90.3%
accuracy was acquired.

4. Deep Learning Algorithms in Cybersecurity

Neural networks are based on a single perceptron unit. They were first proposed in 1957 and for a
very long time, it was believed that perceptron-based networks can only solve linear problems just like
a logistic regression classifier or linear support vector machines. Perceptrons use the threshold logic unit
which is represented in Figurel. In Figure 1, The X1, X2, Xsrepresent inputs, and W1, W2, W3 represent

weights respectively.

Figure 1. Perceptron Unit.
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But, in 1987, it was corrected that with the help of multi-layer perceptrons and activation functions
such as sigmoid, exponential linear unit, etc. artificial neural networks can be used for non-linear
problems like XOR problems [15]. In Figure 2., multi-layer perceptrons can solve XOR problems. In
this example, the multi-layer perceptron produces 0, and 1 for the input values of (0,0) and (1,1)
respectively. All connections have a weight equal to 1, except the four connections where it is seen with
red arrows.
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Figure 2. XOR classification problem and a multi-layer perceptron

Acrtificial neural networks generally consist of three segments, the input layer, hidden layers, and
output layer, respectively. The information taken from the input layer goes thorough by multiplication
with the weight and bias values among the tensors in the hidden layer. In the output layer, a result is
then produced. This process is called forward propagation. If the produced result is different than the
ground-truth label, the error is compensated by refining each connection weight and each bias term. This
process is called backpropagation. The backpropagation works well with the activation functions such
as logistic function, hyperbolic tangent function, linear unit function, etc. since they enable gradient
descent to make some progress at every step.

Before the 1990s, artificial neural networks had more than two hidden layers that were considered
deep. But after the increase in computational power, today’s networks have hundreds of hidden layers.
Thus, the term “deep” is now being defined with dozens or hundreds of hidden layers. Convolutional
neural networks followed by some dense layers or recurrent neural networks are the most used formsof
deep learning algorithms. In the following parts, the working mechanism of the convolutional networks,
the pre-trained model and some of their implementation on cybersecurity datasets will be explained.

4.1. Convolutional Neural Networks

Convolutional neural networks managed to achieve superhuman performance on visual tasks
since we have big-sized classified image datasets and computation power for training deep networks.
Convolution is an operator that slides one function over another to measure the integral of their element-
wise multiplication. An example of the convolution operation is presented in Figure3. It is impossible
to compute the convolution value of the edge elements, that’s why the convoluted image is a 4 by 4
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matrices. To mitigate information loss, commonly, some zeros or ones are added to the edges for
padding.

Kernel 3 x 3 Pixels Convoluted Image
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Figure 3. Convolution operation over the grey levels of an image.

The images are fed to convolutional layers directly. Convolutional layers are used consecutively
and through these layers, features are automatically extracted. At the end of the convoluted layers, the
information is flattened and forwarded to neural layers. The structure can easily be implemented with a
few lines of code by using modern deep learning environments such as TensorFlow [16].

In a work carried out by Wang et al., network traffic is converted to image shape and sent to a
convolutional neural network [17]. With the help of the convolutional layers, raw network traffic data
is processed, and some features extracted. In another study, the Nsl-Kdd dataset of log files is used as
an image for feature extraction [18]. In another study, binary classification of the NsI-Kdd dataset is also
carried out by a one-dimensional convolutional network [19]. Samples in the NsI-Kdd are also tested by
converting them to an RGB-like formation, then fed to convolutional networks [20]. In this work, it is
reported to achieve a better classification performance in RGB-like encoding than grayscale.

Several studies show the effectiveness of using convolutional neural networks and recurrent
neural networks together [21]. In this study, first convolutional networks are used to map the network
traffic samples of Kdd 99. Then, extracted features are fed to recurrent networks of type RNN and
LSTM. The convolutional networks with LSTM configuration reached 99,7% accuracy in a two-class
scenario of abnormal traffic versus normal traffic. In another study, convolutional networks and LSTM
recurrent layers are used together for detecting the intrusions in the DARPA 1998 dataset [22].

4.2. Using Pre-Trained Models with Transfer Learning

Deep learning algorithms have trained with very large image datasets and the classification
accuracy of the pre-trained models has already surpassed all other traditional algorithms. The idea of
using a model trained on a different dataset is called transfer learning. Generally, this is achieved by
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first, training the model on a large dataset then, freezing a portion of the layers and adding some dense
layers at the end as seen in Figure 4.

PRE-TRAINED WEIGHTS OF THE NETWORK i FINE—TBQIED ADDITIONAL LAYER(S)
A
7= N

Figure 4. Transfer Learning structure, pre-trained part weights belong to the ResNet.

Transfer learning speeds up the training time and enables to use of deep networks on small-sized
datasets where fine-tuning the optimal weights is not possible. Even though there are relatively large
cyber datasets for network traffic and malware, they are still small when compared to image datasets
such as ImageNet. Thus, using pre-trained models in malware detection scenarios produces effective
classification accuracy.

In a work conducted by Li Z. et al., the features in NSL-Kdd dataset were converted to binary
vectors by using n-bits vectorization and created an eight-by-eight grayscale image for representing each
sample [23]. Using pre-trained models of ResNet50 and GoogLeNet, they acquired a classification
accuracy of 80% on NSL-Kdd dataset. In another study, the VGGNet is used by converting KDD99
dataset samples into eleven-by-eleven image format [24]. The accuracy in this work is 98.34% over the
KDD99 dataset.

In addition to studies conducted on public cybersecurity datasets, Intel Corporation carried out a
work that transfer learning is used over their malware dataset [25]. According to the published white
paper, the method first converts application binaries to malware images. Conversion is achieved by
reading eight bits and noticing them as pixel values between 0-255. Secondly, the malware images need
to be resized since the transfer learning algorithms accept only inputs of fixed sizes. For example,
ResNet expects images of size 224x224. It is stated that resizing does not cause information loss if
bilinear interpolation or nearest-neighbor algorithms are used. In the evaluation part, a Microsoft dataset
of 2.2 million hashes of malware binaries and 10 columns of data information is used. The dataset is
divided into three, respectively; 60% for training, 20% for validation, and 20% for testing. To mitigate
the overfitting, the early stopping parameter aborted the fit process after the 10th epoch. It is stated in
the study that the classification result on the test set is 99,07% with a 2,58% false-positive rate.



1Czo022
iie.hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

5. Discussion and Conclusion

Classical malware detection relies on signature-based detection. The signature matching method is
not suitable since these kinds of algorithms cannot detect zero-day attacks. Moreover, the exponentially
growing numbers of signatures make this process cumbersome. Thus, using deep learning in
cybersecurity enhances classification accuracy and helps to create more agile products. Malware
analysis consists of two approaches, static and dynamic analysis. Static analysis can suffer from the
obfuscation of the codes and dynamic analysis can be time-consuming. The malware analysis tool which
has both static and dynamic analysis capacity can perform better.

As a result, machine learning techniques have been used to detect abnormal network traffic,
malware, etc. Especially, deep learning algorithms can detect abnormal samples with a very high
accuracy rate. The pre-trained models of computer vision field such as GoogLeNet, ResNet, etc. have
been used in the detection of image-like representations of malware and the classification accuracy of
those models are promising.
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Abstract: Age and gender information is one of the important parameters used in marketing and
advertising. Determining the age and gender of the individual is important in terms of correct
advertising and orientation. Many methods that form the basis of age and gender determination have
less performance and accuracy than deep learning-based approaches. Recently, the use of deep
learning-based methods has achieved more successful results in terms of accuracy and performance in
determining gender and age compared to the old methods. In this study, age and gender determination
is made to be used in the field of advertising and marketing with deep learning-based techniques. Thus,
age and gender information, which are important parameters in advertising and marketing activities,
are determined by a deep learning-based method, and it is aimed to present advertisements appropriate
to the target customer group suitable for age and gender. In the study, firstly, face detection is performed
from images. Then, gender and age determination was made from the faces identified using the
supervised learning method. UTKFace dataset was used for model training. The UTKFace dataset
consists of 23000 images of different ethnic origins and different age and sexes. It provides an
application for advertisement suggestions suitable for the target audience by determining gender and
age in areas where real-time camera images can be obtained, such as shopping malls, car parking
stations, sports halls, in real time.

Key words: Deep Learning, Advertising, Age Detection, Gender Detection, CNN

1. Introduction

Facial image is an important source from which many demographic data such as age, gender, race
and emotional state of the person can be obtained. Age and gender determination is one of the important
methods used in the field of advertising. Determining the age and gender of the individual is important
for correct advertising and orientation [1,2].

Artificial neural networks (ANN) is a concept in which learning is modeled on a computer system.
Artificial neural networks are used in areas where fixed methods cannot be used. Artificial neural
networks have gained wide use in many areas such as financial affairs, computer vision, advertising
services. [3]. With the increase in the number of ANN layers, deep artificial neural networks emerged,
and the convolution process was included, revealing the convolutional neural network concept of deep
learning. It is used in various fields such as deep learning, object recognition, object classification, mail

spam filtering, identification, recommendation and recommendation systems, fraud detection and

10



MC2022
iie.hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

autonomous vehicles, big data analysis, speech identification, data classification. Convolutional neural
networks, which are a subclass of deep learning, are processed as input to the artificial neural network

by performing many operations such as pixel addition, pooling, shifting [4-8].

In this study, face detection from the image and gender and age detection from the detected face
were made using supervised learning method. The model trained using the UTKFace dataset was
utilized. The UTKFace dataset is a dataset consisting of 23000 data with different ethnic origins and
different age and gender [9]. The aim of the study is to present an application for different advertisement
suggestions by determining gender and age in areas where instant camera images can be obtained such
as shopping malls, vehicle stops, sports halls.

In the second part of the study, the method used, the data set, the subject of deep learning and the
development environment are included. Findings are given in the third section and the results are given
in the fourth section.

2. Material and Method

2.1. Model Architecture

The model first divides the input video into frames and detects faces on each frame. Then, the frame
is resized and included in the convolutional neural network, and age and gender are determined from the
trained model. In the convolutional neural network, after the step shifting, pooling, processes are
completed, they are included in the neural network. The model structure used in the study is given in
Figure 1 [1].

T8 T8

J Pooling
% Pooling Pooling

stride

Figure 1. Model Architecture [1]

2.2. Deep Learning
Artificial neural networks (ANN) is a concept in which learning is modeled on a computer

system. Artificial neural networks are used in areas where fixed methods cannot be used. Artificial
neural networks are used in financial affairs, computer vision, advertising services [10]. With the
increase in the number of ANN layers, deep artificial neural networks emerged, and the concept of deep
learning convolutional neural network was revealed by including the convolution process. Deep learning

is used in various fields such as advertising, computer vision, financial and financial affairs [4-8]. After
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the convolutional preprocessing of the artificial neural network is done, the Convolutional artificial
neural network (CNN) is obtained.

An example model including all CNN layers is given in Figure 2 [10].
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O
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Figure 2. An example model that includes all of the CNN layers [10]

2.3. Dataset

The UTKFace dataset is a dataset containing facial information for a certain age group (range 0
to 116 years old). It consists of more than 20,000 face images tagged with descriptions of age, gender,
and ethnicity in the dataset. Images cover many major variations such as pose, facial expression,
lighting, occlusion, resolution. This dataset can be used for various purposes. Examples include face
detection, age estimation, age progression/regression, landmark localization. Some samples of the data
set are given in Figure 3 [9].
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Figure 3. Sample images of the UTKFace dataset [9]
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2.4. Development Environment

Colaboratory (Colab) is a Google-supported platform developed to write python codes via Google
Drive. Colab offers Tesla K80 GPU processor service that allows you to use GPU and TPU for free.
Thanks to this platform, it is possible to conduct artificial intelligence training with a browser, even on
mobile phones [10].

3. Results and Discussion

In the study, face detection from the image and gender and age detection from the detected face
were made using supervised learning method. The model trained using the UTKFace dataset was
utilized. High performances were obtained when the trained model was applied to different age groups
and genders. In Figure 4, the outputs of the application and in Figure 5, the outputs of the images taken
from the training data are presented. "Erkek" in the green area in the pictures means male, the part that
says "Kadin" means female.

Kadin (25— 32

Figure 4. Application Outputs
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Figure 5. Dataset Outputs

In this study, age and gender detection from real-time image was adhered to. In the model, face
detection is performed on each frame by first dividing the input video into frames. Afterwards, the frame
is resized and included in the Convolutional Neural Network, completing the model training. Age and
gender are determined from the trained model. As a result of the study, age and gender estimation was
made with high success. As a result of the study, gender and age determination can be made with the
help of cameras in areas such as shopping centers and vehicle stops, and effective advertisement
suggestions can be made in accordance with the age distribution of the individual or the group.
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Abstract: We are presenting a novel visual Exploratory Data Analysis-EDA method called Tabular Data
to Network Graph-TD2NG (and its tool) aiming to represent tabular data with categories as an
insightful network graph. With the rise of machine learning models; we more and more see that efficient
model development relies on the understanding of the nature of the problem. Rooting from the subject
descriptive Statistics; EDA methods are composed of several mathematical and visual techniques (such
as presenting the correlation between features) that contributes to the understanding unseen qualities
of the data, by analyzing individual samples and their features. EDA stands before the development of
the actual learner model; helping data scientists to understand and interpret the data and select the
right tool(s) for the problem. Developed as a complementary tool for EDA; Tabular Data to Network
Graph method simply transforms a supervised learning problem dataset into a network of interactions;
this way data scientist enhances its ability to interpret data, its relation with the categories (classes) of
the data; all a priori developing the right machine learning model. In this paper, we will present this
approach of converting a tabular supervised learning dataset into an attributed undirected network
graph; and show how to enrich this graph for increasing its visual hintfulness towards analyzing
datasets a priori solving a machine learning problem.

Keywords: Social Network Analysis, Exploratory Data Analysis (EDA), Data Science, Tabular Data To
The Network Graph

1. Introduction

Exploratory Data Analysis is the name of the ensemble of methods and techniques which helps
researchers (ie data scientists) to understand the data and gain several information and insight before
delving into the development of a model for the task. EDA tools aim to uncover details of the data which
are often untrivial to see; this way exhibits the characteristics of it and enables a researcher to form a
hypothesis towards modeling the problem. Among the most used and traditional methods of EDA,
descriptive statistics of the raw data; feature analysis importance and dependency; analysis of the
distribution of the series belongs to features and samples can be

At this age of information overload,; it is overwhelmingly become popularized to depict real-life
phenomenons visually. Visual representations help readers of the data a compact overview and a broader
sense of the phenomenon. Networks graphs, which are mathematical objects showing relations, are
coming useful for depicting real-life paradigms including actors and their interactions with other entities
in a closed ecosystem. Network graphs are also the foundations of social networks, that are described as
consisting of a definite number of nodes (i.e. actors) connected to some of the other members via
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weighted edges which represent a sort of ‘social interaction’ based on some kind of social quality, like,
‘co-occurrence of people’ or ‘being in the same family.

With the introduction of Tabular Data to Network Graph (TD2NG), we aim to contribute EDA
methods, by complimenting them with an additional visual tool enabling researchers to analyze
categorized tabular data with a new sample-to-sample interaction perspective as in the form of a network
graph. TD2NG has been developed to work with any tabular dataset; that is consisting of both or either
has numerical and categorical features and multiclass labels. In the following section 2, we will present
the background and related work on this domain. Following, in section 3 we will present a detailed
description of the techniques for converting datasets into graphs along with an illustration on a running
demo dataset. In section 4, we will discuss the potential inferences of using this approach and present
an overview of future directions in final section 5.

2. Backround and Related Work

2.1. Supervised Learning

Supervised learning is briefly the study of automatically finding patterns from already labeled
data (makes it supervised) and applying those patterns to assign labels to unlabelled data. In a typical
scientific experiment or observation; each measurement (samples) consists of various attributes (in other
words features of the measurements) and their results are often categorized into a limited number of
cases (called classes). In the machine learning domain, the term classification implies the task of finding
the correct class for part of an experimental data; after studying and learning from a sample of the data
(called training part) itself. Any learner model follows almost the same box model presented in Fig. 1.

MODEL PREDICTION

y = ax; +bx; +cx, Xp = Cq, -, X, 2 Cpy

EDA

Descriptive statistics,
uni/multivariate
analysis, series
analysis,

PREPROCESSING

Imputation, feature
engineering, outlier
handling, scaling etc.

Figure 1 — Box diagram of traditional work routine for supervised data science research.

According to this generalization; it starts with the ‘Data’ box; where the dataset under study is
examined in terms of quality, completeness, and complementarity of its feature space and sample data
points. Tasks such as decomposition, transformation, elimination, and improvement of feature space are
some of the common methods used in this step. TD2NG is supposed to serve the data box, as a
complementary tool in EDA processes.

2.2. EDA for Supervised Learning

As we put in Fig before; the typical work routine of a supervised learning practice starts with the
thorough analysis of the data. We assert that handling of the first box, the data, is at least as important

17



czo22
e hatmuan.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

as the application of a mathematical model; since any machine learning model doesn’t fit every kind of
problem. The selection of the right model and approaches are heavily dependent on the right
identification of the dataset. Exploratory Data Analysis [1] [2] is an approach in analyzing datasets to
describe their main characteristics by employing statistical graphics and other data visualization
methods. By applying EDA techniques, a (machine learning) researcher should get a broad
understanding of data; might identify various data patterns even before applying any learner model and
also can form or revise the problem statement s/he tries to model [3].

2.3. Network Graphs and Social Network Analysis

Network graphs are mathematical objects displaying the interaction of subjects under study. It has
two main types of structures called nodes and edges. Edges are the interconnecting ties showing the
existence of a relation between source and target nodes. In some instances, edges may have a weight
property, showing the importance of the connection. In some network graphs, where the direction of the
relation matters; edges are formed as directed; meaning that a connection exists from source to target
(not from target to source). In our study; we will use undirected edges; since the measure for edge
weights is built on the mathematical similarity of two nodes and similarity is a transitive property.
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Figure 2 — Emotions Mapped by New Geography [4]: A historical piece of network graph illustration
created by J. Moreno, describing the interaction of school pupils.

Social Network Analysis (SNA) is the study of analyzing these networks in terms of their
relations. For example, in a friendship network (as in Fig. 2); the study of finding the most influencer
node (ie a person) is the study of this domain. SNA techniques are widely used in various applications
from link prediction for recommending useful connections in a ‘friendship network’; to, detecting fraud
in a ‘financial transactions’ network. SNA techniques mainly include but are not limited to tasks such
as actor detection, centrality, community (structure) detection, node, and edge capacity, and (analyzing
information) flows. Network graphs can be studied in several aspects; like the centrality and position of
their nodes; information load capacity and transitivity of their edges. Also; by analyzing the node’s
position and its edges to other nodes; we can perform unsupervised clustering (it is called communities
in SNA) on node space.

2.4. Related Work

Social network visualizations [5] provide an opportunity for humans to grasp bulk information
about the objects’ connectivity and information flow in a fast and natural way. In recent years, several
research has been done on using graph structures for illustrating tabular data. In [6], researchers
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efficiently convert tabular data belonging to geographical spatial map domain and its usefulness of
discovery of complex patterns in large spatial-social network datasets. Also, in [7], researchers
efficiently showed that split-graphs (a form of network graph) can be used as an EDA tool. To our best
knowledge, there is no tool or technique for converting machine learning tabular datasets into network
graphs for EDA processes.
In this respect, the key novelties and contributions of TD2NG are:
- Working with numerical and categorical features at once; using custom similarity metrics
- Working with tabular datasets with categories that are frequently used in machine learning
classification tasks; so enables ML researchers to gain additional perspective about data
before processing.
- Providing a single end-to-end tool converting any tabular dataset into an interactive network
graph.

3. Tabular Data to Network Graph: the Method and the Tool

TD2NG converts and graphically visualizes a tabular dataset with classes. In this chapter; we will
present detailed steps in this conversion procedure. To increase the understandability of the procedures
presented, we will visualize it as much as we can over a running example that belongs to a real-world
supervised learning tabular dataset: the Auto MPG dataset (ie the Cars dataset [8]). The Cars dataset,
which is a partial list of car models that are produced between 1970-1982 by manufacturers originated
either in the USA, Europe, or Japan. This frequently processed dataset [9] incorporates 406 samples
over 7 features (including both numerical and categorical features) and it has 3 classes (to be predicted).
Characteristics of the dataset are summarized in Table 1.

Table 1 — Characteristics of the dataset.

The Auto MPG Cars 1970-1982 Dataset
Samples Features Classes
. . . Class Class
Size Numerical Categorical Total Labels | Distribution
406 5 2 7 3 Imbalanced
AMC 1- MPG 1- Cylinders 1- USA 62%
2- Displacement | 2- Model 2- Europe 18%
3- Horsepower 3- Japan 20%
. 4- Weight
Volvo | 5- Acceleration

For the Cars dataset, the ‘Origin’ feature is selected as the class to be predicted. So in this specific
case, a machine learning researcher intends to find a predictive relationship between the features (like
in the car’s model year, weight, and acceleration) and its origin of manufacturing. This dataset will be
perfect for illustrating the capabilities of the proposed model since its sample size is comprehendible
and its context is relatable to most people.

Overview and the naming convention of the research are provided in Fig. 3. For the tabular dataset
part; traditionally individual observations of an experiment/observations are called the ‘samples’, and
their defining qualities (ie predictors) are then called ‘features’ of those samples. The categorical name
of the results of the experiments is that is to be learned (and predicted) are then called ‘classes’. After
we convert the dataset to a network graph, basically dataset ‘samples’ becomes the ‘nodes’ of the graph;
and respectively dataset ‘features’ are blended into ‘edges’ of the graph as edge weights. A node may
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have a ‘neighbor’ if there is an edge between them. Class information is used for the edge fortification
factor (to be detailed in the following sections) and also will serve as a community factor.

Samples Features Class
Car Name |MPG[ HP | [Model | Origin FO@SO

Mazda RX3| 18 | 90 |...| 1973 tabular data — network graph
Fiat131 | 28 | 86 |...| 1976 samples — nodes

BMW 2002| 26 |113]...| 1970 features — blended in edges
Ford LTD | 13 | 158]...| 1973 classes — communities B

Ford F250 | 10 | 215]...| 1970

Figure 3 — Overview flow diagram of TD2NG, also displaying naming conventions.

A final note on this section introduction on the programming environment of the TD2NG. We
have designed TD2NG as a standalone end-to-end python library (which depends partly on NetworkX
[10] and bokeh [11] libraries) which is currently hosted in GitHub. TD2NG library accepts tabular data
and produces an HTML report of EDA stages (provided as an annex). Also, for various network
visualizations of this paper, we have used the Gephi [12] library.

3.1. Data Processing

As a first step, we transform the raw dataset such that it should be processed numerically. For this
purpose; after handling missing data; we labelize categorical features and normalize numerical features.
Since those preprocessing steps are trivial, we left the details here.

3.2. Deriving Feature Importances

It is obvious that in any problem; some features might be more definitive in terms of their
predictive capability of the class, than others. Feature Importance refers to machine learning models that
calculate an importance score for given features; higher scores represent the relative “importance” of
that feature regarding the prediction of a class. In our TD2NG model, FI scores are employed as a weight
factor in similarity calculation. We have employed an off-the-shelf Fl algorithm (which is Select K Best
[13]) since it can handle datasets having features numerical and/or categorical. Select K Best algorithm
employs ANOVA F-value analyzes variance between each feature and its respective class and computes
F value which is the ratio of variation between sample means, over variation within the samples. This
way it assigns F values as features’ importance.

In Fig. 4; we presented the feature importances calculated for a batch of Cars dataset. In this
specific instance, we normalized importances, derived from the SelectKBest FI algorithm, into [0,100]
to increase readability. We can conclude that Model and Acceleration features have very limited feature
importance; whereas the Displacement and Cylinders features have the highest effect towards predicting
the class.
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Figure 4 — Feature importances, given as percentages, of the Cars dataset.

3.3. Similarity Calculation between Samples

In a conventional dataset, samples are seemingly not connected in any sense. Take the Cars
dataset; each car model listed there has no interaction with other cars. We claim that we can find a
connection between samples (like, a car model is more similar to a subset of other cars and more distant
to another subset of cars) by analyzing their values over the same set of features. In this step; we generate
an undirected network graph G; its nodes will be the samples and its edges will be constructed using a
distance metric between feature values of samples.

In our study of the construction of the graph from a dataset; the edge weights will be obtained from
the vectorial distance between samples. As we put before, TD2NG should be work for dataset having
hybrid type of features; that is numerical and/or categorical. In this sense; our definition of vectorial
distance should support both types of features. For the numerical part; we have selected to use the
euclidean distance (L2 norm), which gives the unitless straight line distance between two vectors in 2D
space. In formal terms, for n-dimensional vectors u and v, and weight vector w, the euclidean distance d
is defined as in formula d,, (w, v) = 3/¥, w;(w; — v;)2. We selected to use undirected graphs for our
problem; since the similarity between two vectors is the same following the above formula, and the
direction doesn’t matter in this sense.

For the categorical part, similarly, we use LO norm distance: which is equal to 0 (no distance) only
for the same values; and equals to 1 (maximum distance) whereas values are not the same. Following the
discussion of weights for features, the LO norm is also computed in a weighted form as in
dist_L0,,(u,v) = X w;((u; # v;) — 1) where j loop through categorical dimensions.

After computing the weighted pairwise distance between samples; we combine numerical and
categorical parts as in dist,, (u, v)? = dist_L2,,(u, v)? + dist_L0,,(u, v)? in order to get a cumulative
distance between samples u and v. We have illustrated the details of the computation for selected samples
from Cars dataset in Table 2.
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Table 2. — Details of the distance calculation for samples Ford F250 and BMW 2002.

Original Features of Dataset

Ol el MPG | Cylinders | Displacement | Horsepower | Weight |Acceleration| Model
Feature Type numerical | categorical | numerical numerical [numerical| numerical |categorical
Distance Norm Used L2 LO L2 L2 L2 L2 LO
Feature Importance W =w(1),.. w(7) 16.99 22.44 25.88 10.79 19.84 2.63 1.43
Sample Calculation
BMW 2002 (raw) 26 4 cylinders 121 113 2234 12.5 1970
BMW 2002 (norm.) U=u(1),..,u(?) 0.452 |4 cylinders 0.137 0.364 0.176 0.268 1970
Ford F250 (raw) 10 8 cylinders 360 215 4615 14 1970
Ford F250 (norm.) V=v(1),.. v(7) 0.027 |8 cylinders 0.755 0.918 0.851 0.357 1970
Distance at vector L2: d = (u-v)"2
position L0:d=0ifu=v,elsed=1 0.181 ! 0-381 0-307 0456 0.008 0
Weighted Distance wd = w*(d) 3.077 22.440 9.870 3.316 9.042 0.021 0
Distance between Ford
F250 and BMW 2002 sariwd) 6.911

With pairwise distances for each pair of samples, we get a n x n square and symmetric distance
matrix D, where n is the number of input samples. In matrix D, each element shows the distance between
corresponding vectors. Since we aim to get a weighted network; where edge weights represent the
similarity of its nodes connected, we should first convert distance scores to similarity scores; by simply
subtracting the maximum distance on distances’ series from each element. We remove self-loops (ie
diagonal elements of A) in it, we use this adjacency matrix A to generate an undirected attributed
network graph G. Note that, in transition from adjacency matrix to a graph; the existence of a similarity
score between two samples u and v creates an edge between them, and of course, the similarity score
will serve as the ‘vectorial weight’ of this particular edge in graph G.

3.4. Generation and Decoration of the Raw Network Graph

Adjacency matrix A serves as a basis for forming the raw graph; since its entries are weights of
the edges on respective nodes. Following the Cars dataset; the raw graph (which is an attributed network
graph; ie all nodes have some set of features) produced at this step, which has 392 nodes (14 nodes have
been deleted since having missing data) and 76635 edges, is illustrated in Fig. 5.

e o D) L
Figure 5 — The raw network graph belongs to the Cars dataset generated at this step.

3.5. Graph Refining: Engineering the Edges of the Graph

The raw graph generated in this step is a ‘complete graph’; that is, all nodes are connected to all
other nodes via an edge having some weight. At this step, to get a finer form of the graph, we will
engineer the edges in two steps; edge pruning and edge fortification.

To simplify the complexity of the graph, we already removed self-loops in the former section.
The term hairball graph [14] indicates that the network is heavily dominated by edges, and the
interpretability of this type of graph is low. For this respect, we should apply some edge removal strategy
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to achieve a finer graph. The strategy we have selected is a custom method that we call ‘keeping top n
maximum edges’; with this method, we simply loop through all nodes and keep the top-weighted edges
of each node, and remove the rest. The selection of number n is crucial since, if we keep it higher the
hairball state would continue; and keeping it lower may result in losing the structure of the connections.
With an empirical study, we have applied n=5 for removing edges. In conclusion; we simplified edge
space size that is decreased from 76635 to 1246 (Fig. 6).

»
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Figure 6 — The network graph with edges pruned.

Up to this step, we have used feature values of the samples but did not employ class information
of the samples, intentionally. We have left the class information since it is bearing too much descriptive
value that would disturb the balance of information flow between nodes. But, at this step, in a process
that we called ‘edge fortification’, we will finally use class information for enriching-revising the
weights of the edges. This simple strategy works as follows:

¢ If an edge connects two nodes that belong to the same class: then increase (fortify) the weight

of the edge by a percentage factor (reward factor);

o Else, ie edge connects two nodes that belong to different classes, then decrease the weight by a
factor (loss factor).

We have empirically set 5% for both the reward and the loss factors. The revised graph already
has the same number of nodes and edges but edge weights have changed. At the last step, we color the
nodes according to their class belongings and give a positional layout as illustrated in Fig. 7.
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CL-us
CL-Japan
W CL-Europe

Figure 7 — The network graph, nodes are colored via class information, the layout has given with

Fruchterman-Reingold [15] algorithm.

We deduce that the first visual clues have started to emerge, such as, we can see that the USA-
originated cars are grouped more (ie they are more similar intraclass) than cars originated either from
Europe or Japan. Another inference from the graph is that, since they often share the same cluster, cars
originating from Europe and Japan seem similar.

3.6. Network Analysis of the Graph

Now having a refined network graph, we are ready to carry out social network analysis. We aim
to extract a new set of (network) features from the Graph; so we will analyze it in three fundamental

aspects of network analysis. Those aspects and selected analytic tools are briefly presented below.
1) Centrality Metrics

2)

a)

b)
c)

d)

Betweenness centrality: Betweenness centrality of a node v is the sum of the fraction of all-
pairs shortest paths that pass through v.

Eigenvector centrality: It is the corresponding eigenvector of adjacency matrix A.

Load centrality: The load centrality of a node is the fraction of all shortest paths that pass
through that node.

Harmonic centrality: Harmonic centrality of a node v is the sum of the reciprocal of the
shortest path distances from all other nodes to v.

Edge analysis

a)
b)

c)

Degree: The degree of a node v is the number of edges to its first degree neighbors.
Weighted degree: Weighted degree of a node v is the sum of the weights of edges from v to
its first-degree neighbors.

Pagerank analysis [16]: PageRank computes a ranking of the nodes in graph G based on the
structure of the incoming links (for undirected graphs, it uses all links). It is linearly
proportional to the weight of edges coming from neighboring nodes.

3) Community structure
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a) Kernighan partition [17]: This model partitions a network into two sets by iteratively
swapping pairs of nodes to reduce the edge cut between the two sets. It always produces
bisection; that is two communities.

b)

Louvain partitions [18]: Partition a network by optimizing modularity (i.e. relative density

of edges inside communities with respect to edges outside communities). It’s a stochastic
model so found communities may vary on different executions.

After analyzing the refined graph according to the above metrics, we indeed generated a new
(alternative) set of features for samples; as illustrated in below Table 3.

Table 3 — New set of features has been merged along with already existing data features.

Samples | Original Features Social Network Analysis Features Class
Car Name [MPG| HP |..|Model | Degree | Weighted Deg. | Betweenness |Eigenvector| Load |Harmonic|Pagerank|Kernighan P.| Louvain P. | Origin
Mazda RX3| 18 | 90 |...| 1973 5 4.176 0.00000 0.00000 |0.00000| 36.802 |0.00237 | Comm#1 | Comm#1

Fiat131 | 28 | 86 |...| 1976 5 4.162 0.00078 0.00000 |0.00119| 30.105 |0.00211| Comm#2 | Comm#0
BMW 2002| 26 |113]...| 1970 8 7.299 0.00167 0.00000 [0.00068| 34.171 |0.00301| Comm.#1 | Comm# 7
Ford LTD | 13 |158]...| 1973 5 2.460 0.05744 0.00002 |0.08172| 61.741 | 0.00226 | Comm#2 | Comm#8 | USA
Ford F250 | 10 | 215]...| 1970 6 4.945 0.00090 0.00000 |0.00000| 50.763 | 0.00238 | Comm.t#2 |Comm.# 14| USA

3.7. Final Presentation of the Network Graph

For improving the interpretability of the produced network graph, we already colored nodes
according to their class belongings. Now, we might further improve the visualization by introducing the
node sizing according to SNA features. For this purpose, we selected the Pagerank metric; the higher
score on this displays the node’s relative power of influencing the network. Nodes and node names are
sized according to their Pagerank score as illustrated in Fig. 8.
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Figure 8 — The final network graph belongs to the Cars dataset: nodes are colored via class
information, sized with Pagerank score, layout given with Fruchterman-Reingold [15] algorithm.

4. Visual Deductions from the Network Graph

There are several dimensions for us to interpret a network graph, like one produced for the Cars

dataset. Here, we will present a limited version of our inferences from the graph; in two levels:

At overall graph level:

e We, first, can infer the dominance of class US.

e Class US samples are grouped more; which shows they are more similar intraclass. This might
indicate that the classification performance for the class US is expected to be higher relatively
than the other two classes.

e We also see that classes in Europe and Japan are mingled together in most of the sub-
communities. This also might indicate both they produce cars similar to each other (might of
be similar cultural characteristics on car preference?) and also we might expect lower
classification performance for these classes.
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There are many regions in the graph that Japan cars co-occur with cars from the US (as
illustrated in zoomed Fig. 9) This might indicate, at some era —possibly after the oil crisis of
the 1970s, US car producers tend to produce some of their cars as fuel saver as compact
models of traditional Japan producers.
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Toyota 1@‘! m&:‘ Cl\(:]

Dodge Aries Wagon (5=

Figure 9 — Excerpt from the final network graph, showing an overlappmg region Wlth mostly US and

Japan car models.

At individual samples level:

A higher Pagerank score indicates that some cars (like Chevrolet Nova) might be
representative of similar cars accumulated around them. That is, a group of (muscle) cars are
similar together so that they have grouped; and illustratively in Fig. 10, Chevrolet Nova can
be selected as a representative for that sub-community.
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Figure 10 — Excerpt from the final network graph, showing a region dominated by US car models.

We also can deduce that, for some nodes, the edge structure displays some sort of
unreliability. Take Fiat Strada and Datsun 210 as illustrated in zoomed Fig. 11. For both, out
of 5 connections (that are kept in the edge engineering stage before); only one of them
connects them to the same class. In a balanced dataset, we should expect the majority of top
n important edges should connect them to the same class. Considering there is some
imbalance in the Cars dataset, it is still a low ratio. This might indicate that they might be
unreliable or outliers; thus a machine learner model should consider giving less importance
to those samples for a prediction model.
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Figure 11 — Excerpt from the final network graph, showing a region mostly ‘unreliable’ nodes are
accumulated and formed a group.

5. Discussion and Future Directions

We have introduced a novel and complementary EDA tool for converting tabular data into
undirected network graphs. With the manual analysis of this network graph visualization, after a careful
network analysis, we showed that several inferences can be deduced for the sake of the machine learning
problem under study. We believe that the TD2NG tool will be a useful addition to the routine work
process of data science researchers; as a first step for describing datasets into an interconnected graph
structure. We also believe, in the future, it might have applications for outlier detection by node/data
sampling; and also could be used for the class imbalance problem via the selection of representatives
from most dominated classes of machine learner models.
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Abstract: The security, speed and capacity of communication systems are vital to the digital world,
where every device will become increasingly intelligent, automated and interconnected. Mobile
networks can be described as data highways, and in a fully connected, intelligent digital world,
everything from humans to vehicles, sensors, data, cloud resources and even robots must be
connected. Fifth generation (5G) wireless networks offer significant advances beyond 4G, but may not
meet all the connectivity demands of the future digital society. It is of great importance that the new
communication system to be developed works in full harmony with the existing communication
systems. In this study, potential 6G applications, 6G technologies were investigated and the
importance of using artificial intelligence to prevent inconsistencies that may occur in heterogeneous
networks was examined.

Keywords: Cellular Communication, 5G, 6G

1. Introduction

All cellular communication systems from the first generation (1G) to the fifth generation (5G)
have been developed to respond to the demands of user operators, as shown in Figure 1In addition to
all this, societies today are becoming more and more data dependent. Cities, homes and production
environments are expected to be equipped with sensors in the coming period, and new systems driven
by artificial intelligence in local ‘cloud' and ‘fog' environments are expected to open the door to many
new applications [1]. All these developments require wireless communication systems to be high
security, low latency and high speed. Fig. 1. shows the evolution of cellular communication
technologies.
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Figure 1. Evolution of cellular communication technologies
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With 6G, it is expected that an important step has been taken towards the full realization of the
Internet of Things (loT) concept, by enabling information sources, vehicles, devices, wearable
computers to fully communicate with each other beyond personalized communication. The fifth
generation (5G) cellular communication protocol, also known as New Radio (NR), was developed to
meet the increasing interest and demands for wireless communication technology. 5G NR set a new
headwind by proposing groundbreaking new technologies such as 'Ultra Reliable and Low Latency
Communication' (URLLC) and 'large Machine Type Communication' (mMTC). The fact that the
services in question have very heterogeneous requirements has caused the systems to become more
complicated. URLLC addresses critical applications in different vertical industries, while mMTC
requires providing energy and spectrally efficient connectivity to a large number of Internet of Things
(10T) devices. These ever-expanding requirements are moving towards a situation that cannot be met
with 5G.

The most basic feature expected from cellular communication systems is to enable high data
rates. For this reason, the most important goal is to increase the data rate in new generation
communication systems, which are developed approximately every ten years [2]. The comparison of
data rates enabled by cellular communication systems developed from 1G to 5G and the expected data
rate from 6G technology are given in Tab. I.

Table-1 Data rate comparison of communication generations

Generation Year of Development Data Bandwith
1G 1970-1980 2 Kbps

2G 1990-2004 64 Kbps

3G 2004-2010 2 Mbps

4G 2015-2019 1 Gbps

5G 2020-2022 10 Gbps

6G 2025- 1 Thps

In order to respond to such increasing demands in the future, new revolutionary
communication technologies, innovative network architectures and artificial intelligence integration
are expected. In the face of all these technological developments, which are predicted to exceed the
capacity, speed and reliability limits of existing cellular communication systems, it has become
necessary to develop a new communication protocol. In this study, the potential applications for 6th
generation communication systems, technologies that enable 6G development and the difficulties to be
overcome for machine-type communication are investigated. Section-2 includes potential applications
for 6G technology and technologies that enable 6G , section-3 conclusion and recommendations.

2. Materials and Methods
2.1. Potential 6G Applications

Fifth generation communication technologies aimed to achieve success in increasing the data rate,
providing secure communication and reducing system complexity. On the contrary, the prospects for
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2030 and beyond will bring new applications for wireless technologies with stringent requirements (in
terms of ultra-high reliability, capacity, energy efficiency and low latency) that will inevitably exceed
the capacity of existing technologies. The main goal of 6G is to ensure that these requirements are
met. Fig. 2. It gives different 6G applications according to key performance criteria (KPI) [3].

Massive Scale
Communication Smart City

Unmanned Indoor
Mobility Coverage
VR/AR

Industry 4.0
and Robotics

Holographic eHealth
Telepresence

[—latency [ Throughput
[—Reliability [ Range

Figure 2. Different 6G applications by key performance criteria (KPI)

In this section, the technologies required for the development of applications that are expected
to meet 6G goals such as high data rate, ultra-high reliability, and high coverage and to serve them in
accordance with the goals are researched. Multi-data transmission, which can reach speeds of up to
Mbps, which 5G wireless systems partially achieve, will no longer meet the demands of societies that
are completely data-dependent and need ultra-high-efficiency connectivity almost instantly.

2.1.1 Large-scale communication

Although 5G networks have been developed to support more than 1000 users per km2, it is
expected that after 2022 mobile data traffic will increase approximately 3 times and the number of
mobile devices many times [4]. This would present a very difficult picture to meet with traditional
systems that are already bottleneck in terms of spectral and traffic, causing the required Quality of
Service (QoS) to not be guaranteed. In addition, the Mbps data rates that 5G systems will try to
provide will no longer be able to meet the demands of societies that have become completely data-
dependent and need ultra-high-throughput connectivity almost instantly. For all these reasons, there is
a need to develop large-scale communication systems.

2.1.2 Augmented Reality (AR) and Virtual Reality (VR)

Wireless AR and VR systems are expected to bring breakthrough innovations in a wide range
of sectors, from remote surgical operations to online education systems, which have increased their
importance during the pandemic period, from the video game industry to overseas military operations.
VR/AR applications will face unprecedented challenges in terms of capacity, scarcity, subms latency,
and uniform experience quality (at the cell edge) posed by the increasing number of users [5]. By
meeting the heterogeneous requirements of 6G communication system, cloud and fog computing
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techniques, network and backhaul/front carrier limitations, it will ensure efficient data distribution and
offer a comfortable use to end users.

2.1.3 Hologram Technology

The hologram technology, known as the technology of the future, should reach a data rate of
4.32 Thps, at best probability, in order to serve properly and properly. In hologram technology, where
instant data transmission is the basic principle, the highest tolerable delay is in the order of subms and
thousands of synchronized viewing angles will be needed, unlike the two angles required for 4K/8K
HD audio/video and the 12 required for VR/AR [6]. In addition to all these, in order to provide a
realistic experience, the perfect transmission of all the subtleties of the five human senses will create a
greater burden on the system. All these goals and expectations will evolve throughout 6G technology
as it exceeds 5G capacity.

2.1.4 e-Health Applications

With the development of 6G technology, very important innovations and achievements are
expected in the health sector. The capacity of existing communication technologies is insufficient to
develop remote surgical operation systems, which are the focus of expectations. Remote surgical
operation systems require a high coverage area, a flawless and high-speed communication channel,
and most importantly, a communication system with ultra-high reliability. 6G developments are
expected to unlock the potential of eHealth applications with innovations such as mobile edge
computing, virtualization and artificial intelligence.

2.1.5 Machine-type communication (MTC)

The main goal of 6G development is to provide unlimited data connectivity with a network
that is resistant to inconsistencies that may occur in homogeneous and heterogeneous networks. At this
point, one of the most important technologies expected from 6G is machine-type communication.
Consumption-oriented societies around the world attach great importance to fast, cheap and reliable
production. The main design goals of a low-cost network optimized for MTC are to increase the
scalability, reliability, latency, and efficiency of the network in terms of spectral utilization and energy
consumption while reducing distribution costs [7]. MTC will be an important cornerstone of 6G
development, with the goal of providing vertical private wireless networking solutions.

2.2 Technologies that enable 6G

New generation communication technologies are characterized by filling the gaps in the areas
where the existing systems are insufficient. For this purpose, the main goal of new generation
communication systems is to provide high bandwidth, promise low delay and use spectrum efficiently.
For example, large Multiple Input, Multiple Output (MIMO) and mmWave communications are key
applications of 5G networks that serve this purpose. 6G networks are expected to rely on RF spectrum
(i.e. 6 GHz and mmWaves), as well as Thz frequency bands not yet used for cellular standards, and
Visible Light Communication (VLC), which is noted for its data security.
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Figure 3. Path losses for certain frequency spectrums

Fig. 3. [8] represents the path loss for each of these bands in typical distribution scenarios to highlight
the differences and opportunities that each part of the spectrum can exploit.

2.2.1 Terahertz Communication

Terahertz communication uses the spectrum range from 100 GHz to 10 THz. Similar to the
high-frequency mmWave waves used in 5G systems, Thz communication brings with it the
opportunities and challenges required to communicate at high frequencies [9]. The main problems that
hinder the use of signals in the terahertz frequency band in communication systems are known as
propagation loss, molecular absorption, and high penetration loss. In addition to the difficulties, it is
predicted that it will provide the parameters that form the basis of 6G technology, such as high
bandwidth and high speed, thanks to the high and unexplored frequency region it provides and the
opportunity to use micron-sized antennas.

2.2.2 Visible Light Communication (VLC)

In VLC systems, it is recommended to complement the RF communication by supporting the
use of Light Emitting Diodes (LEDs) [10] as transmitters. Thanks to this technology, it is aimed to
benefit from the visible light band, which has a very limited use in communication systems and has a
wide spectrum range. Research on VLC has revealed that it is more useful than terahertz
communication, thanks to its lower experimental platform cost. In addition to all these, the VLC
system to be installed in a room covered with opaque walls will ensure that the data stays only
between these four walls and will bring high data security. For this reason, it is expected that VLC
systems will be preferred frequently in military applications.

2.2.3 Artificial Intelligence Integrated Network

It is foreseen that the existing communication systems will be insufficient to provide the
targeted new technologies, so a new 6G network architecture is needed to be developed. In addition to
all these, even if a new communication system is developed, the use of old technologies will still
continue, so it will require structural updates in the existing mobile network designs. For example, the
high data rate provided by terahertz communication will create constraints on the underlying transport
network, which must provide both more access points to fiber and a higher capacity than today's
backhaul networks. In addition, the diversity of the different communication technologies available
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will increase the heterogeneity of the communication network. At this point, it is recommended to
adopt new approaches such as cell-free architecture and tight integration of multi-frequency and
communication technologies, 3D network architecture, energy harvesting strategies for low-power
grid operations, and advanced access-backhaul integration [11]. Fig. 4 shows the innovative network
architecture targeted in this context.

Energy harvesting
Low-power nodes
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Cloud Edge %
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Figure 4. Innovative network architecture for 6G

The complexity and heterogeneity of 6G communication systems and existing systems in the
network architecture will increase the need for optimization systems and the importance of using an
optimization system. Although the application of smart communication methods in smart networks has
already been discussed in the field of 5G, 6G systems are expected to be more heterogeneous and
require much higher system requirements than 5G [12]. For this reason, it is expected that artificial
intelligence technologies will play a more prominent role in the system by going beyond the signal
classification and modulation prediction applications applied for 5G systems.

3. Conclusion

In this study, promising applications that are likely to be needed in the future and demanded
beyond 5G-6G are examined. It has been seen that the applications in question will have very
ambitious demands in parameters such as high speed, low delay, high reliability, and the reasons for
these demands are examined. It has been seen that traditional communication systems will be
insufficient to meet these expectations. At this point, the opportunities and challenges brought by a
new generation communication system (6G) that needs to be developed have been revealed. In
addition to the promises of technologies such as hologram technology, intercontinental surgical
operation, machine-type communication, which are aimed to be developed with 6G, technologies such
as the use of terahertz spectrum, artificial intelligence integrated network architecture, which will
allow these technologies to be developed, are examined. It is foreseen that 6th generation
communication systems will be developed by using these technologies in the next ten years.
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Abstract: This study aimed to determine the similarities between researchers registered with ARBIS
system by using data mining and social network analysis methods. A researcher registered with the
ARBIS system can access the information of other researchers -those have common research fields- by
using the query service on the system. However, since the querying can only be done according to
scientific research areas only, the information of hundreds of people is listed. A researcher cannot
identify the researchers those have common research fields by examining the list. Thanks to our
proposed approach, when a researcher's name is searched, the most similar thirty researchers are
shown with a network graph. Thus, the researcher visually examines the degree of closeness of the
person closer to him and, if necessary, can contact with him. The following technologies were used to
develop this application: MySQL for data storage, PHP for backend programming, R for data analysis
and data mining, and D3js JavaScript library for data visualization.

Keywords: Data Mining, Search Engines, Data Visualization

1. Introduction

Nowadays, the concept of social networking is frequently used and with the spread of the
Internet, each community establishes its own unique network. Many analytics are performed through
these networks to create knowledge about issues such as advertising, sales, customer and human
behavior. The ARBIS system has been developed by TUBITAK in order to keep the information of
researchers in Turkey and to connect researchers with each other.

With this study, it was aimed to determine the similarities between the researchers registered in
the ARBIS portal in Turkey according to the similarity in their study areas and to visualize them in
graphs. In this way, an application called Researcher Network has been developed by using the social
networking concept, which has become widespread nowadays for researchers.

In ARBIS, researcher information was obtained by gathering each field of activity under the
Technical Sciences field of activity one by one. After the preprocessing stage, a query system using
data mining techniques was developed. The results are presented in graph form. With graph
representation, it is aimed for a researcher to identify other researchers similar to himself.

2. Related Works

2.1. Academic Search Engines

In the literature, there are some studies aimed at connecting people active in the academic field
with each other. The  web application of Microsoft ~ company named
http://academic.research.microsoft.com shown in Figure 1 is an example in this area. Academic staff
who have similar publications to the searched person and who have common publications are shown
with graphs [1]. In this application, by clicking on each node in the diagram, the relevant academic
staff were investigated. However, this application has been terminated by Microsoft after a while and
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results are given in text format instead of graph chart. On May 4, 2021, Microsoft announced that the
Microsoft Academic Search web site and APIs would be completely retired on 2021 December [2].

& Microsoft Academic Searc. X \
\—

€« C [} academic.research.microsoft.com
i Uygulamalar Spiceworks - My Tic...

AéamTIc | Fields of Study

Search

All Fields of Study Authors  Publications  Conferences  Journals  Keywords  Organizations

Agriculture Science

Top authors Most viewed authors

Arts & Humanities

Biology
Chemistry

Eric Lander
Massachusetts Institute of Technoio

Eric Lander

Massachusetts Institute of Technolo
Richard S J Frackowiak (Rich)
Centre Hospitalier Universitaire Va

Edward Witten

Computer Science

=g

Institute for Advanced Study

R [ |

Karl Friston Bradiey Efron
Economics & University College London Stanford University
Business =
- Shizuo Akira (FERSE) Werner Muller
Engineering 3 Osaka University University of Manchester

Figure 1. Microsoft academic search site screenshot.

In the academic search application developed by the Higher Education Institution (YOK),
academic staff registered in the institution's own database can be searched [3]. With the application

shown in Figure 2, academic staff can be searched according to academic name, university name and
theses.

€ ) & akademikyok.gov.tr/AkademikArama C || Q Arama B 3+ A ©

\‘ YOKAKADEMIK

ABANT IZZET BAYSAL UNIVERSITESI EQitim Bilimleni ve Ogretmen Yetistirme Adli Tip
ABDU Fen Bilimieri ve Matematik Agac Islen
ACIBADE Filoloji

ADANA BILIM VE TEKNOLOJI UNIVERSITESI Guzel Sanatiar Aile Planiamasi

Figure 2. Screenshot of the YOK academic search web site.

When an academic is searched in the YOK search engine, the link of the relevant academician
with the co-authors are displayed using the "People Collaborating™ link. In this system, diagram links
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are the number of jointly published articles and papers. Data science techniques are not used while
generating charts in the YOK search system. The connections established through the names on the
publications are visualized. The people whose names are mentioned in the articles of a sample
academician questioned in the YOK search system are shown on the graph in Figure 7.

Kisi Bilgisi u n

ARASTIRMA
GOREVLISI
MEHMET FATIH
KARAASLAN
YILDIZ TEKNIK
UNIVERSITESI/FEN-
EDEBIYAT FAKULTESI/
ISTATISTIK BOLUMU

ISTATISTIK TEORISI
ANABILIM DALI

Figure 3. Graphical representation of YOK in academic search engine.

2.2. Types of Social Network

Social networking is the definition of the connection to which people are connected. Social
network analysis is frequently used in many fields such as sociology, anthropology, social psychology,
communication, economics and mathematics. In the representation of social networks; nodes represent
individuals and / or organizations, and links / edges indicate relationships between nodes.
Relationships can be unilateral and / or mutually weak or strong (Figure 4).

vertex

Figure 4. Graphical representation of social networks.

The topology of networks, social networks are classified into three types. These; central, multi-
centered and distributed network topologies (Figure 5).
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Centered Multi Centered Distributed
Figure 5. Classification of Social Networks [4].

Central Networks (Star Topology): In the central network, all nodes are connected to a single
node. There is no connection between the branches. These networks are hierarchical and there is only
one authority.

Multi-centered Networks (Tree Topology): It is the interconnection of the centers of many
central networks. An example of a multi-center network is the airway system. Each point transmitted
in the airway system forms the center of a separate network.

Distributed Networks (Mesh Topology): A distributed network has no center. Each node is
independent. There are many ways to go from one node to another. An example of this network is the
roads and torrent sharing network. Apart from these topologies, there are dense, sparse, core-
periphery, high-connected and small word topologies [4].

3. Data Collection and Pre-processing

3.1. Data Collection

In order to gather the researchers and related activity on the ARBIS system, the relevant field of
activity should be queried. In this study, inquiries were limited in the main field of activity of
“Technical Sciences”. All main areas of activity are subdivided. 1095 sub-areas were identified in the
system and the sub-area under which the activity area belongs was recorded in a database table.

Data Load software was used to retrieve data from the ARBIS portal. Although this program is
designed for automatic data input into ERP applications, it can be also used for data collection. In a
web application, many operations can be performed such as clicking on a predefined screen
coordinate, entering data into this field, and pressing ENTER key [5]. Data Load software is used for
automatic data input into an application and the Classic version is free and available in website. In this
study, Data Load program was used to gather the activity fields by clicking on ARBIS portal
programmatically.

1095 activity areas under the Technical Sciences were questioned by executing data load
program commands as if they were being interrogated by a human being. Each query result is saved as
an html file.

3.2. Parsing and Saving Data into MySQL Database
The files downloaded by Data Load Software are pre-processed. The HTML tags are removed

and remaining data were saved into a MySQL table using PHP programming language. The MySQL
database structure is given in Figure 6.
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kategorilerdb arastirmacidb iliskidb
id MEDIUMINT |Al |PK id INT Al |PK id BIGINT Al |PK
katno MEDIUMINT ad VARCHAR | 100 katid MEDIUMINT
ustid MEDIUMINT | SO soyad |VARCHAR | 100 arastirmaciid |INT
mainmenuad | VARCHAR | 200 email |VARCHAR | 200
menuad VARCHAR | 200
altmenu VARCHAR S5|Evet, Hayir
sno MEDIUMINT

Figure 6. MySQL database table structure.

In the PHP application, the text files were parsed and the information of the researchers was
extracted. The name, surname and email of the researchers were obtained and stored in the relevant
tables in the database. The information about the field of activity of each researcher is stored in
another table.

4. Researcher Network Search Engine Implementation

4.1. Application Server Software Infrastructure

The R programming language was used as a Data Mining Engine. Our R scripts determine the
similarities (neighborhoods) of the researchers. PHP programming language is used for the
development of server side web application. R language codes are executed inside the PHP
programming language via the exec command [6]. This allows us to run ".r" files that contain the R
commands in the Rscript application as a batch file. The following is a sample code for executing R
files in PHP using the exec command.

<?php exec("Rscript *.R" $return); ?>

The R program executes the commands in the file “.r “, and writes the data analysis results into
a text file in series. The PHP program takes the results from the text file and translates them into JSON
format. The JSON file is processed in the client side browser with Javascript language, and a visual
chart graph is generated in the web browser. The block diagram of the system is given in Figure 7.

PHP Web

(o)) = Interface =>=> e
v ™r ﬂ
= ¢ N
\__/ Gr

) aph

csv ——) | R Scripts Visualization

e S

Figure 7. Block diagram of the academic search engine system.

As can be seen in Figure 7, the R programming language is not intended to get information
directly from the MySQL database. Instead, the relevant fields in the database are converted into CSV
(comma separated value) file and given as input to R scripts. This is preferred because the
communication between the R programming language and the database does not provide fast and
efficient results. A CSV file containing the name, surname, email and fields of activity of the
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researcher was generated using the PHP language. In this file, if a researcher has activity in the
relevant column, it is coded as 1 otherwise 0. Since the generated MySQL database is intended read-
only, the CSV file is prepared for one time only after the data is gathered. CSV file content is shown in
Figure 8.

srastirmaci 28 3@ 3 S 35 36 38 9 <@ 4
1 ABOI . KUKNER - kukner@itu.edu.tr 1 e e e e e @ e e e
2 ABDL-ATILGAN-Cashing@lsdigmail.com 1 Q B @ Q @ @ e e e
3 ABOUL MAFEZ-ABOUL MAFEZ-abdul.hafezfihky.edu.tr 1 Q e e e e e Q e ¢
K -‘-E.‘).;((L:‘.-E./imf-.:'.-a:«.gu:ek:ré.vd:,au'.e:..'.r 1 e e e e e e Q e e
S  ABOULKADIR.BILISIN.kadirdilisik@gmalil.com 1 e e @ e e e e e e
[ ABOULKADIR-GULLU-agullugazi.edu.tr 1 @ @ @ Q @ @ e @ ¢
7  ABOULKADIR-OICAN-dkadirzcn@gmoil.com 1 @ e @ e e @ @ @ e
8 ABOULKADIR - TURAN- abdulkadir . turan@yapikredsi.con.tr 1 @ e L e e e e e e

Figure 8. Table view of CSV file.

The screenshot of the application developed in this study is given in Figure 9. In this
implementation, an AJAX (Asynchronous JavaScript and XML) call is made from the client side to
the server side after each character typed into the search field. In this way, the list of researchers
matching the text entered in the search box is queried in the database. If ENTER is pressed at this
stage, the researcher's information is sent from the form to the server. On the server, this researcher's
similarity calculation is made. Similarity calculations can also be made by selecting any researcher
from the drop-down list.

- (& www.yeneryazilim.com
i** Uygulamalar Spiceworks - My Tick:  EF} Windows 7/8 de sir

v
Arastirmaci Agi Arama Motoru

Bu arama motoru Yasin YENER tarafindan Maltepe Universitesi Fen Bilimleri Enstitiisii
Bilgisayar Miihendisligi Boliimii Yiiksek Lisans Tezi kapsaminda olugturulmustur.

Tez Danigmani: Dog. Dr. Turgay Tugay BiLGIN

. E Litfen Arama bélimiine Arastirmaci adini giriniz
turgay t v

TJURGAY TAYMUZ
TURGAY TEKINAY
TURGAY TEMEL
TURGAY TURKER
TURGAY TUGAY BILGIN

Figure 9. Researcher network search engine web application.

The CSV file is prepared in such a way that the ID number of the person in the database and the
line number in the CSV file are the same. In this way, by using the person's ID number, it is
determined with which line of the CSV file the graph will be created. The process of reading data from
CSV file with R language is coded as follows.

6,9

csvfile=read.table(“csvfile.csv”, sep=";",quote= “\")

K-NN (K-nearest neighbor) algorithm was preferred for determining the most similar
researchers. In the R program, the FNN library is imported to run the K-NN algorithm. The FNN
Library downloaded from the CRAN site is made available by calling the library command.

library(FNN)

Implementation of the K-NN algorithm in the FNN library is named ‘“knnx”. The “brute”
method in the knnx function is used to find the nearest neighbor. The parameters are “csvm” in the
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matrix structure, the row to be queried, the number of closest neighbors and the type of algorithm are
used. An example form of function call is given below.

knndata=get.knnx(csvm,query , k=30, algorithm=c(brute))

When the "get.knnx” function completes its work, it returns the neighborhood matrix named
“knndata  with the line index number and calculated distance information. The contents of the
variable “knndata” are shown in Figure 10.

> knndata=get. knnx(csvm,query , k=30, algorithm=c("brute"))
> knndata

$nn. index

[,11 [,21 [,31 [,4] [,5] (,6] [,71 [,8 [,9] [,10] [,11] [,12] [,13] [,14] [,15] [,16]
[1,] 10402 10395 7155 12033 7403 10226 11856 14840 14896 14949 537 10169 10319 10987 12025 12085

[,17] [,18] [,19] [,20] [,21] [,22] [,23] [,24] [,25] [,26] (,27] [,28] [,29] [,30]
[1,] 12900 13345 13483 9464 10179 10192 10306 11442 11464 12006 12086 12875 12904 12939
$nn.dist
[,1] [,2] [,3] [,4] [,5] [,6] [,7] [,8] [,9] [,10] [,11]
1,1 0 3.741657 4.123106 4.123106 4.242641 4.242641 4.242641 4.242641 4.242641 4.242641 4.358899
[,12] [,13] [,14] [,15] [,16] [,17] [,18] [,19] [,20] [,21] [,22]
[1,] 4.358899 4.358899 4.358899 4.358899 4.358899 4.358899 4.358899 4.358899 4.472136 4.472136 4.472136
[,23] [,24] [,25] [,26] [,27] [,28] [,29] [,30]
[1,] 4.472136 4.472136 4.472136 4.472136 4.472136 4.472136 4.472136 4.472136

Figure 10. The contents of the knndata variable.

Line number 1 “$ nn.index” holds the index numbers. The “$ nn.dist” holds the similarity
between the person i and person j. The closer to 0 means the greater the similarity. These values are
written to the text file and the results are transferred to server-side software developed with PHP.

4.2. K-NN Algorithm

The K-Nearest Neighbor algorithm (K-NN) is one of the methods of supervised learning that
solves the classification problem. In the method; by calculating the similarities of the data to be
classified to the behavior data in the learning set; assigned to classes according to the threshold value
determined with the average of k data considered to be the closest. The important thing is that the
characteristics of each class are clearly defined in advance. The performance of the method is
influenced by the number of closest neighbors, threshold value, similarity measurement and adequate
number of normal behaviors in the learning set [7]. The K-NN algorithm generally uses Euclidean
distance (Equation 1). Euclidean distance is the application of Pythagorean theorem in n-dimensional
space.

d(p.q) = d(q.p) = V(g —p)? + (@2 —p2)* + -+ (qn —P,)? = (1)

The K-NN algorithm is often confused with the K-Means algorithm. K-means is an
unsupervised learning algorithm used for clustering problem whereas K-NN is a supervised learning
algorithm used for classification and regression problem. K-NN Algorithm is based on feature
similarity and K-means refers to the division of objects into clusters. In the Distance/Similarity
calculation process, metrics such as euclidean distance and Manhattan distance, which are used in k-
means and hierarchical clustering methods, can be used. The K-NN algorithm consists of five steps
[8].

First, the K value is determined.

Euclidean distance from all other objects to the target object is calculated.
Distances are sorted and the nearest neighbors are found.

The nearest neighbor categories are determined.

The category of the majority of the nearest neighbors is selected.

agrwbdE
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4.3. Graph Visualization Web Application

The data returned from the R application in text format is processed with the software
developed with PHP, and a JSON data file is created. A javascript library called “D3js” is used to
generate client-side graphs on the web browser screen [9]. D3js application uses JSON formatted file
as database and generates graph with this information.

While creating the JSON file, the offset values are discretized. Continuous distance values are
divided into 4 separate segments between minimum and maximum. The closest segment is closest to
the center, and the farthest segment is reflected in the circular graph as the furthest from the center.
The JSON file also holds the researchers’ Name, Surname, email and group number. The Javascript
application places this information in the appropriate places on the nodes and creates a graph.

The screen shot of the developed application is shown in Figure 11. In the search field, “Turgay
Tugay Bilgin” was entered as a researcher and as a result of the analysis made for this researcher, a
graph is seen on the right.

»  ADIL ALPKOCAK
p  AHMET ERCAN TOPCU

»  AHMET FATIH MUSTACOGLU

»  ALI UGUR

B ALI KEMAL TASCI

 ATAKAN KURT

I CAGATAY CATAL

I CAGDAS EVREN GEREDE
»  CANAN GIRGIN
p CEMTUTYOL
B CENGIZ CELIK
p  CENK DERINOZLU
o FERHAT OZGUR CATAK

»  GALIP AYDIN
> GEYLANI KARDAS
b GURHAN GUNDUZ
» HIDAYET TAKCI

. HUSEYIN PEHLIVAN
p  iLvascicexii 2
B KEMAL YUKSEK zZiya@atiim edu.tr
»  KERIM OZTEMEL
»  KORAY PAKVUREK

»  MEHMET OZAN KUSMEN

»  MEHMET SIDDIK AKTAS
B MURAT NOHUTCU
> TANSEL OZYER
p TOLGA BERBER

P TURGAY TUGAY BILGIN
p  ZEVNEL ABIDIN TOKUOGLU
b ZIVA KARAKAYA

Figure 11. Graph visualization web application.

As can be seen in the graph, the researcher named “Tolga” is placed closer to Turgay Tugay
Bilgin because it is closer to Turgay Tugay Bilgin in terms of the similarity of the study fields. When
the mouse is placed on a node, the name, surname and email information of the relevant researcher is
displayed on a blue dialog box.

5. Conclusions and Recommendations

While the YOK academic search application draws graphs only according to the co-author
information, the application we developed in this study produces graphs according to the working
areas of the researchers. It has been proven that the application developed within the scope of this
study can accurately calculate the closeness (similarity) of the researchers with each other according to
the criteria of the fields of activity in the ARBIS application. The network of researchers was created
by using the similarities obtained by the K-NN algorithm. The researcher can see other researchers
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similar to himself visually according to the degree of similarity and can communicate when necessary.
Using the similarities obtained through the K-NN algorithm, the network of researchers was formed.
The researcher can visually see other similar researchers according to the degree of similarity and
provide communication when necessary.

The graphs created in this study are generated by discovering the researchers who most closely
resemble the fields of activity that people have entered for themselves. All analyses were performed
with the assumption that the correct information was entered into the system.

Thanks to the developed application, among the 40000 researchers, a researcher can quickly get
the answer to the question “Who works in similar areas with me?”. If the researchers declare faulty or
incomplete activities about themselves, incorrect graphs may be generated.

This application performs the analysis process during the query. Meanwhile, the CSV file is
processed with the application prepared in the R programming language. This process takes an
average of 10-12 seconds. Therefore, it takes approximately 13-15 seconds to create a researcher's
diagram. In future studies, performance improvements will be made to shorten the waiting time.

In addition, only the information of researchers in the field of "Technical Sciences" was used in
this study. In future studies, it is considered to be extended to all other fields such as Health Sciences,
Social Sciences and Humanities, Agricultural Sciences and Basic Sciences.
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Abstract: In this study, nonlinear large-signal model and linear small-signal model of the DC-DC buck-
boost converter, which is operating in continuous current mode, has been built using the switching flow-
graph (SFG) method. The obtained models can be used either in nonlinear or linear closed loop
controller designs for this converter. Switching converters are variable structured systems with linear
subsystems and each subsystem can be represented by a flow graph. SFG is built by combining flow
graphs of subsystems using switching branches. With the SFG method, nonlinear large-signal model
and linear small-signal and steady-state models of a switching circuit can be obtained and the modeling
of high-order power electronics circuits can also be done with this method. In order to verify the DC-
DC buck-boost converter model made in this study, both the switching circuit and obtained models were
simulated using the PSIM software. The simulation results from PSIM has shown that the step responses
obtained from the main switching circuit and from the large-signal model of the buck-boost converter
overlap. Similarly, the frequency responses of the small-signal model of the buck-boost converter
completely match the frequency responses of the switching circuit. These findings confirms that the
small-signal model obtained from SFG is verified.

Keywords: Switching Flow-Graph, Large-Signal Model, Buck-Boost Converter

1. Introduction

Recently, DC-DC converters are mostly used in industrial applications such as power supplies,
spacecraft power systems, automobiles [1,2]. DC-DC buck-boost converters are widely used in systems
where the input voltage is highly variable. For example, in battery powered systems the buck-boost
converter works as a buck converter when battery voltage is higher than the voltage that the circuit needs
(full-charge state), and also works as a boost-converter when battery voltage is lower than the voltage
that the circuit needs (low-charge state). Due to this feature, buck-boost converter is said to be one of
the widely used converter in portable systems [3].

This article focuses on modeling buck-boost converter with switching flow-graph (SFG)
technique and then simulating the obtained models for verification. This technique gives a greatly
simplified mathematical and graphical representation of systems based on the flow-graph. It also has the
great advantage of making it very easy to get the desired transfer function of the system when a controller
design is needed. In addition, it is possible to measure the nonlinear and dynamic behavior of switching
converters using this method [4]. In order to obtain an effective controller for a DC-DC converter, a
good modeling of the converter is needed [5]. Similarly, modeling has to be done in order to obtain the
frequency response of the converter. Since power electronics converters contain nonlinear elements,
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such as switches and diodes, the converter with these elements must be linearized before modeling [4].
After the linearization of the converter, the detailed model of the system can be extracted, and its
frequency response can be examined [6].

Although a switching converter is a nonlinear system, it can be separated into two linear circuits,
one with the switch in the open position and the other with the switch in the closed position. In Figure
2 (a) and (b), these two linear subcircuits are illustrated by means of two separate switching flow-graphs.

By combining the two subgraphs using the switching branches, as seen in Figure 2 (c), the converter is
fully obtained [7,8].
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ig '
l 1 + | IR
.
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(b)
i
9
l ‘r iC + lp
+
Vg v, L T: C v, >R
(c)

Figure 1. (a) DC-DC buck-boost converter, (b) Equivalent circuit when the switch is closed, (c)
Equivalent circuit when the switch is open.
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2. Materials and Methods

2.1. DC-DC Buck-Boost Converter

The output voltage of the DC-DC buck-boost converter can be higher or lower than the input
voltage. The converter has two operating modes. These are when the switch is in open state and when
the switch is in closed state. The output voltage has reverse polarity with the input voltage. Figure 1(a)
shows the general representation of the buck-boost converter. Here, v,, v, and v, are input voltage,
inductor voltage and output voltage, respectively. S is the switch, L, C, and R are the inductor, capacitor,
and load resistor respectively. iy, i;, ic and i are the input current, inductor current, capacitor current
and load current respectively. The two equivalent circuits of the mentioned operating modes of the
converter are shown in Figure 1 (b) and (c).

2.2. Switching Flow-Graph

According to the general rules of the SFG modeling technique, there are two separate models for
each operating mode corresponding to the on and off state of the switch. By combining these two sub-
models, the combined SFG model of the converter is obtained. If the elements in the converter are
considered ideal, the combined SFG topology can be written mathematically as following [9].

G :KGON-I_K,GOFF (1)

K and K’ are switching functions and can be defined as following.

1, 0<t<tpyy

K = (2)
0, otherwise
1, t <t<T

K = { ON 3)
0, otherwise

Gon and G, pp are graph models of the two operating modes, when the switch is closed and when
the switch is open, respectively. From the equations that are obtained by applying Kirchoff VVoltage Law
(KVL) and Kirchoff Current Law (KCL) to the circuit, the switching flow-graph model of the buck-
boost converter as shown in Figure 2 can be obtained [10,11].
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Figure 2. (a) Sub-circuit for switch closed, (b) Sub-circuit for switch open, (c) Combined circuit.

2.3. Large-Signal Model

In the process of obtaining the state space average of a switching DC-DC converter, the large-
signal model is obtained by subtracting the switching harmonics from the waveforms of the converter,
leaving only DC signals and low frequency AC signals. This makes it possible to examine the general
behavior of the circuit without doing very complex operations. In addition, simulations take place much
faster and more efficiently, as switching transitions and fluctuations are eliminated. This provides
significant advantages in simulations of larger systems with switching converters [3].

According to the SFG modeling technique and switching function theory, the large-signal model
of a switching branch can easily be obtained as shown in Figure 3. Let x(t) and y(t) be the input signal
and output signal of a switching branch, respectively, and K(t) as the switching function when the
switch is closed. As can be seen from Figure 4 (a), x(t) is transmitted to the output only when K (t) =
1 while the signal y(t) is not zero during the time t, . Therefore, the large-signal model of the switching
function K can be assumed as a multiplication and can be represented as in Figure 4 (b) [1]. The same
rule applies when the switch is open.

Thus, by replacing the switching branches in Figure 2 (c) with the corresponding large-signal
models in Figure 4 (b), the large-signal SFG model of the converter can be obtained. With this approach,
the large-signal SFG model of the buck-boost converter is created as seen in Figure 5.
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Figure 3. K and K" switching branches.
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Figure 4. (a) Input signal, switching function and output signal representations, (b) Large-signal
models for switching branches.

When x(t) signal is given as input to the switching branch K, then output signal y(t) becomes
equal to x(t) during 0 < t < tyy and equal to 0 during toy < t < T. If the small fluctuations in the
x(t) signal are neglected, the average value of the y(t) output signal can be calculated as follows [9].
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1 ton(t)
y(t) = mfo x(t)dt

1 [row ()
@), “

y(@) = x(t)d(t)

y(@) = x(t)

Similarly, when x(t) signal is given as input to switching branch K', then output signal y(t)
becomes 0 during 0 < t < typ, and equal to x(t) during toy <t < T. In this case, the average value
of the output signal y(t) can be written as following.

1 T(t)
y() = o) toN(t)x(t)dt
L (5)
y(t) = X(t) m dt
ton

y() = x()d'(t)

Here, d'(t) = 1 — d(t) for the converter operating in continuous current mode.

Figure 5. Large-signal model for the DC-DC buck-boost converter.

By simulating the large-signal model with a simulation program, circuit dynamics can be
examined, and it becomes easier to have a global knowledge of the dynamic behavior of the system.
With this information, a stable operating region can be determined [12].

2.4. Steady-State Model

A steady-state switching model can be derived from the large-signal switching branch model.
Assuming the input signal and the duty ratio are constant, then d(t) = D for the K switching branch in
steady-state and d'(t) = D' for the K' switching branch. Input signal x(t) = X, output signal y(t) =Y

51



IC2022

e hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

[4]. In this case, the steady-state models of the K and K' switching branches are obtained as shown in
Figure 6.

x(t)o—g—o yit) — X 0_13_0 Y

K' D'
x(t)o oy(t) = Xo——>—oY

Figure 6. Steady-state models of switching branches

By replacing the switches in the switching flow-graph model of the converter in Figure 2 (¢) with
the steady-state models of switching branches and assuming s—0, the steady-state model of the
converter is obtained.

Figure 7. Steady-state model of the DC-DC buck-boost converter.

Relations between state variables can be obtained directly from the steady-state model.

V, =V,(1-D)+V,D (6)
IC=%+IL(1—D) (7
lg=1.D (8)

Since the average value of the inductor voltage and the capacitor current is zero in the steady-
state state, equations (9), (10), and (11) are obtained by simplifying equations (6), (7), and (8).

V, D
L__ D (10)
V,  R(1-D)?

Iy,  D?

V, R(1-D)? an
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2.5. Small-Signal Model

Assuming that the disturbance signals (t), d(t), y(t) are added around the operating points X,
D, and Y, then the large-signal equations are as following.

d(t) =D +d(t)
d'(t)=D"—d(t)
x(t) =X +x(¢t)
y(®) =Y +3(¢)

(12)

Substituting equation (12) in equations (4) and (5), the equations for small-signal disturbances
can be obtained as following [5].
For K switching branch,

Y490 = (X +20) (D +d(®)

- . (13)
Y+ y(t) =XD+Xd(t) + x(t)D + x(t)d(t)
For K' switching branch,
Y490 = (X +2(0) (D' - d®) 14

Y + $(t) = XD’ — Xd(t) + 2(t)D' — 2(t)d(t)

Removing the DC terms and neglecting the 2" order disturbances, the small-signal switching
functions for K and K' are obtained as following.

P(t) = Xd(t) + 2(t)D (15)
() = —Xd(t) + 2(t)D’ (16)
The small-signal representations of these functions are as following.

x(t) 2(t)

y® 70!

() de)

Figure 8. Small-signal model of K and K" switching branches [5].

Substituting the small-signal switching functions in the switching branches of the flow-graph
model in Figure 2 (c), gives the small-signal model of the DC-DC buck-boost converter.

53



IC2022
e hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

Figure 9. Small-signal model of DC-DC buck-boost converter.

By applying the flow-graph algebra and the Mason gain formula to the small-signal model in
Figure 9, the transfer functions of the buck-boost converter can be obtained [13].

o D(1-D)/LC
9,  s2+s/RC+(1-D)%/LC a7n
@_le/c—(Vg—Vo)u—D)/Lc (18)

d  s?2+4+s/RC+ (1 -D)?/LC

D
- 7 (s +1/RC) 19

9, s%2+s/RC+ (1-D)2/LC

~>

s(g=Y%) , (g —%)  1.1-D)
L RLC LC (20)
s2+s/RC+ (1 —-D)?/LC

ISy g

Although these transfer functions are the same as those obtained using the state-space averaging
technique, SFG is an easier and faster method for obtaining small-signal models of switching converters

[5].
3. Results and Discussion

Modeling of power electronics circuits such as DC converters is relatively easy with the SFG
method and gives visual information about a switching-mode converter. Other studies show that
experimental results with high accuracy are obtained using the SFG model [14].

The simulations were made in the PSIM software. To verify the large-signal model of the
converter, the simulation results of the switching circuit and the large-signal model are compared. The
simulation parameters are given in Table 1.
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Table 1. Simulation Parameters

Parameters Values
Input voltage 1 12v
Load resistor R 5Q
Inductor L 1 mH
Capacitor C 100 pF
Duty cycle D 0.25
Switching frequency f; 40 kHz

In Figure 10, the capacitor voltage response of both the switching circuit and the SFG large-signal
model can be seen, when increasing the input voltage from 12 V to 18 V at time instant of 11 ms. As
can be seen in the figure, the responses obtained from the large-signal model of the buck-boost converter
and from the switching circuit completely overlap.

7 — Switched circuit response
— SFG large-signal model response
6.5 /m\
6 _
5.5

4%5 /
N

3.5

Capacitor voltage (V)

0.01 0.012 0.014 0.016 0.018 0.02
Time (s)
Figure 10. Capacitor voltage step responses of the switched circuit and the large-signal model
due to the step input voltage change of the buck-boost converter.

In Figure 11, the inductor current response of both the switching circuit and the SFG large-signal
model can be seen, when increasing the input voltage from 12 V to 18 V at time instant of 11 ms. As
can be seen in the figure, the responses obtained from the large-signal model of the buck-boost converter
and from the switching circuit completely overlap.
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Figure 11. Inductor current step responses of the switched circuit and the large-signal model due
to the step input voltage change of the buck-boost converter.

The capacitor voltage step responses of both the switching circuit and the SFG large-signal model
can be seen in Figure 12, when an increase of 0.25 in duty cycle applied for the buck-boost converter.
Similarly in Figure 13, the inductor current step responses can be seen for the same duty cycle same
change. As can be seen in the figure, the responses obtained from the large-signal model of the buck-
boost converter and from the switching circuit completely overlap.

L R A B Switched circuit response
r — SFG large-signal model response

Capacitor voltage (V)

0.01 0.012 0.014 0.016 0.018 0.02
Time (s)

Figure 12. Capacitor voltage step responses switched circuit and the large-signal model due to
the step change in the duty cycle of the buck-boost converter.
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6 | Switched circuit response
—— SFG large-signal model response

Inductor current (A)

0.01 0.012 0.014 0.016 0.018 0.02
Time (s)
Figure 13. Inductor current step responses of the switched circuit and the large-signal model due
to the step change in the duty cycle of the buck-boost converter.

Examining Figures 10, 11, 12 and 13, confirms that the large-signal model obtained from SFG is
verified. The transfer functions obtained using the small-signal model of the buck-boost converter
shown in Figure 9 are given in equations (17)-(20). The frequency response of the transfer functions
from (17) and (18) and the frequency response of the switching circuit are shown in Figure 13 and Figure
14,

% 0 — Switched circuit response
g T | N ----SFG small-signal model response
5.)_ -20 N
o \
()
S -40 AN
= N\
= N /
= A
< -60
a {
5 -80
o
5
o
2 -100
'.S ~N
o
£
10 102 103 10* 10°
Frequency (Hz)

Figure 14. Input-to-output amplitude response of the switched circuit and the small-signal
model of the buck-boost converter.
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Figure 15. Input-to-output phase responses of the switched circuit and the small-signal model of
the buck-boost converter.

Figure 14 and 15 show input to capacitor voltage amplitude and phase responses of the buck-
boost converter respectively. Similarly, in Figure 16 and 17, input to output amplitude and phase
responses of the buck-boost converter are shown respectively. As can be seen in the figures, the
frequency responses of the small-signal models of the buck-boost converter completely match the
frequency responses of the switching circuit. Examining the figures confirms that the small-signal model
obtained from SFG is verified.
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Figure $80Control-to-output amplitude response of the switched circuit and the small-signal model of
the buck-boost converter.
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Figure 17. Control-to-output phase responses of the switched circuit and the small-signal model of the
buck-boost converter.

4. Conclusion

The switching flow-graph technique provides a common graphical representation of the large-
signal, small-signal and steady-state models in switching converters. Examining the simulations that are
made using PSIM software, it has been shown that the step responses obtained from the main switching
circuit of the buck-boost converter and the step responses obtained from the large-signal model overlap.
Similarly, it has been shown that the amplitude and phase responses obtained from the switching circuit
overlap with the amplitude and phase responses obtained from the small-signal model. Using this
method, more complex systems can be modeled, and closed-loop controllers can be designed for these
systems.
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Abstract: Conventional elections became one of the main problems of countries from all around the
globe. Some key and basic elements could not be provided such as security, transparency, and
anonymity. In addition, the traditional way wastes too much money and time. Hence, online voting
systems are getting more popular in the modern world. An online voting system generally depends on
blockchain technology to overcome these problems. This paper analyzes the problems and proposes
some possible solutions using blockchain technology. Moreover, the advantages of the Avalanche

platform compared to other methods are discussed.

Keywords: Blockchain, Smart Contract, e-Voting, Online Voting, Electronic Voting

1. Introduction

An election is a simple mechanism that enables people to choose an option among a number of
options. This mechanism can be used in a small organization, community, or in a political election.
These are very crucial events as it affects the life of people, the future of the organizations, or the
countries. Therefore, voting systems have to provide security and privacy, and this increases the
participation of people to attend the elections because their trust rises.

In political elections, the budget or the power of a party should not play any role in terms of
manipulating the votes. In today’s world, governments spend too much money just to organize an
election. Firstly, they are paper-based, and many people hold a duty just to protect the votes because
there is a big risk that some people steal the papers or manipulate them. Secondly, counting the votes
takes time, and it may lead to big chaos at the end of the day. Sometimes, it takes days just to count the
votes and announce the result. For example, the mayoral election in Istanbul in 2019 has been canceled
due to security issues [1]. Another problem is that people living outside of their country or city face
many challenges while attending elections. If they live in a foreign country, there may not be a council
in every big city. This process cost them a lot of time and money.

Big companies, organizations, and engineers around the globe have been trying to solve these
issues. Using modern technologies, they have come up with great alternatives to overcome security
issues in voting. They have offered to use e-voting just to make the process simple, and instead of many
people doing the whole process manually and spending too much time. Online voting systems have the
potential to be more reliable compared to the traditional centralized system. Online voting was
introduced in Estonia in 2005, and at the 2019 parliamentary election, the country has successfully used
it [2]. The decentralized network can be a great replacement and solution for all these problems, and
blockchain technology may provide that attribute.
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Bitcoin gained tremendous popularity in the last decade, and some cryptosystems such as
Ethereum have been able to take the community’s attention with the possible solutions it may bring.
People’s awareness has increased about blockchain technology and its key benefits. One of the benefits
that comes with this technology is the decentralized apps that may dramatically change the industries
including finance, game, automotive, healthcare, and government. Online voting is one of the systems
that researchers have been trying to improve the main factors of voting; security, integrity, anonymity,
and processing time.

The remaining part of the paper is organized as follows. Section 2 clarifies how blockchain
technology works, its main features and components. How an e-voting system works using blockchain
technology is discussed in Section 3. In the following section, some challenges are analyzed, and how
these challenges can be solved using the Avalanche platform is evaluated. In the final section, Section
5, we summarize the proposed system and conclude with future directions.

2. Blockchain Technology

Blockchain is a chain of blocks that contain three values; transaction data, a hash, and a
timestamp, and all the blocks are connected to each other cryptographically. The technology creates a
series of blocks, and each block contains its own hash code, the hash code of the previous block, and
the transactions as shown in Fig. 1. The list of blocks increases continuously, and it is impossible to
change the data unless someone has at least 51% of computational power in the network.

Block 3 Block 4 Block 5

HASH: Elv.. Ac2l HASH: 51j...jisn HASH: Uh2._. gt52
Previous block Previous block Previous block
HASH:

HASH: Blwv._. g84 HASH: 8lv.. Ac?l 511...11sn
Transaction Transaction Transaction
Ss5dcd8sddc ddsdvsisdovs Adcacacdds
Transactiom Transaction Transactionm
SddvsdvdBsd Csdd849s9dc Sd%casdcaxxd

Figure 1. Chain of blocks

In today’s world, the first things that come to people's mind about blockchain technology are
cryptocurrencies and smart contracts. Bitcoin was introduced in 2008 and became the most used and
popular cryptocurrency in the world. However, the idea of a chain of blocks that are cryptographically
secured was born in 1991 by Stuart Haber and Scott Stornetta [3]. A number of scientists did their
research in this area in the following years. However, a person with the pseudonym Satoshi Nakamoto
was the only person at the tipping point.
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Following Bitcoin, Ethereum was invented in 2014. This brought with it the smart contract, and
Blockchain 2.0 was born. This mechanism provides a peer-to-peer network, and it uses cryptography to
encrypt and decrypt the data to hide it from others.

Smart contracts carried blockchain into many sectors. This is a program that runs on some of the
blockchain technologies such as Ethereum, and it is designed to be executed automatically by a network
of computers when predetermined conditions are met according to the terms of a contract. Tracing the
transactions is possible, but it cannot be reversed. The peer-to-peer distributed network contains the
code and a contract. There are many benefits of smart contracts. Firstly, they are efficient, fast, and
accurate. Secondly, it is secure, as attackers have to change all the chains to change only one record
which is almost not possible. Thirdly, it is trustable and transparent. This is because the third party will
not be involved in this system, and the records are all encrypted and shared with every single participant.

3.  Avalanche Platform

Avalanche is a blockchain smart contract platform. This platform is the fastest in this industry in
terms of time-to-finality. It is scalable, customizable, and secure. In addition, the platform can provide
its users with very high performance. It has three main goals. Firstly, making a blockchain for each
application specifically, and spanning private and public deployments [4]. Secondly, developing highly
scalable distributed applications. Lastly, using special rules, contracts, and smart assets to build complex
digital assets. The important properties of this platform are its scalability, security, decentralization,
democracy, governability, interoperability, and flexibility.

Table 1. Consensus: Classical vs Nakamoto vs Avalanche [5]

Classical Nakamoto Avalanche

Scalable - + +
Robust - + +
Highly Decentralized - + +
Low Latency + - +
High Throughput + - +
Lightweight + - +
Sustainable + - +
Resilient against - - +
51% Attack

Avalanche is designed to be remarkably efficient, scalable, and robust. It possesses the ability to
support a global network and supplies very high transactions per second with unusually low latency,
shown in Table 1.

Classical and Nakamoto consensus algorithms can secure a blockchain network against 51%
attack. However, Avalanche can resist the attackers even when they have 80% of computational power
in the network. This is the first system that provides that much high security. Moreover, this platform
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provides unprecedented decentralization. Most importantly, there is no separation between users,
miners, and developers. One of the biggest problems of blockchain platforms is time. It may take a very
long time just to get the confirmation of the transactions. Avalanche consensus protocol solves that issue
as well. Itis very clear how successful this system is when compared with other blockchain technologies.
A comparison table can be seen in Table 2.

Table 2. Other Blockchains and Avalanche [6]

Bitcoin Ethereum Polcadot Avalanche
Transactional 7 tps 14 tps 1500 tps >4500 tps
Throughput
Transactional 60 min 6 min 60 sec <2 sec
Finality
Energy Efficient No, ASIC- No, GU-Optimal | No, CPU-Optimal Yes, CPU-
Optimal Optimal
Number of 3 Pools w/>51% | 2 Pools w/>51% | <200 nodes relay Thousands of
Validators hash rate hash rate chain nodes
Sybil Protection PowW PowW PowW PoS
Safety Threshold 51% 51% 33% 80%

parameterized

4. An Online Voting System on Blockchain

Online voting can be defined as a voting system using some electronic hardware and software
running on computers to record and count the ballots cast by people. E-voting itself cannot provide basic
factors that need to be satisfied. The combination of e-voting and blockchain technology can be the best
alternative to conventional voting systems in terms of security, reliability, efficiency, transparency, and
speed.

In 2016, the American opposition party claimed that the US election had been hacked by Russian
hackers [7]. Considering the fact that the US is one of the biggest countries in the world, the possibility
that their presidential election might have been hacked is an unacceptable embarrassment. The main
reason for these kinds of vulnerabilities is that the traditional voting system has one central authority,
and this makes it easy to change or delete the votes. On the other hand, the blockchain technology is
decentralized, data is not stored in one node, and it is almost impossible to change the data from all the
nodes.

The proposed voting system works as follows. Firstly, the administration creates an election, and
the system will give them a hash code as an election id. Then, they share this id with candidates so they
can send a request to be a candidate, and the voters so they should be registered in the system. During
the voting, the voter must pass the voter authentication as shown in Fig. 2. Then, their vote will be
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encrypted and added to a block. The managers are able to see the current voting result and can share

them with the public.

Management

1 A

o o0 o oo

v — Gy
o

el [
“'
Vote Counting Resulis

Figure 2. Architectural overview of the system
5. Concluding Remarks and Future Work

Blockchain is a modern technology that has been gaining momentum in the world. It has many
features that may change the flow of events and processes in our life. Online voting system is one of its
potential applications. This article proposed a solution using the Avalanche blockchain platform and
online voting system. The suggested system can be used in any organization or community. The main
reasons we use Avalanche are its speed, security, low latency, and efficiency. For future work, the
consensus algorithm may be improved, and the system can be used as a combination with other systems
to increase the performance.
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Abstract: In recent years, the idea of using deep learning-based systems for the detection and
treatment of various diseases has attracted a lot of attention. Epilepsy is a common neurological
disorder worldwide. Although various methods have been developed for the diagnosis of this disease,
which affects daily life in many ways and negatively, definite success has not been achieved in this
regard. The idea of using deep learning methods for the detection of epilepsy is promising for the
future. In this study, preictal, ictal and postictal states of intracranial EEG signals were classified by
applying five different classification architectures to low frequency scalograms in a Convolutional
Neural Networks (CNN) based system. These classifiers are XGBClassifier, GaussianNB, LinearSVC,
Random forest classifier, SGD Classifier. The frequency of EEG signals contains important
information. EEG has become an indispensable method to detect pathological conditions and
anomalies and to examine the brain activities of healthy individuals. Model-adapted wavelet
transform is used to improve feature selection, hypothetical testing, and classification. Epileptic IEEG
data from 16 patients with a dataset sampling frequency of 512 Hz were used. Accuracy and F1-score
parameters were used for experimental studies. The results obtained are 94.54% accuracy and
94.53% F1-score value for XGBClassifier.

Keywords: Epilepsy, CNN, Electroencephalogram (EEG)

1. Introduction

All organs in the human body are interconnected with the nervous system and constantly
generate bioelectric signals that contain important information about the instantaneous state and
functioning of the relevant organ. With the help of these signals, information about the normal states
of the organs and their working principles can be obtained. In addition, organs send information to the
nervous system via bioelectric signals when abnormal conditions occur. It is possible to diagnose
diseases by recognizing an abnormal situation in any organ through bioelectric signals. Thanks to the
nervous system, the signals carried to the brain, which is the management and decision-making organ
of the human body, are evaluated here and necessary processes are initiated. In this context, the
interest in the brain is increasing. EEG [1], developed by Hans Berger in 1924, aims to measure the
reflections of bioelectric signals generated by neurons in the brain that occur on the scalp. The
frequency of EEG signals contains important information. Various signal processing techniques have
been developed to use this information. Recently, it has become possible to detect pathological
symptoms through EEG signals by utilizing signal processing techniques. EEG has become an
indispensable method to detect pathological conditions and anomalies and to examine the brain
activities of healthy individuals. As the number of EEG measurement channels increases, the obtained
signals contain more parameters and thus become more complex, more sensitive analyses can be
made.
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Epilepsy is a neurological disease that occurs as a result of an unusual and involuntary
discharge of the electrical charge of nerve cells in the brain. The symptom of epilepsy is usually
chronic seizures that occur suddenly as a result of disruption of the nervous system's chain of
command. However, among all types of epilepsy, the number of types observed with chronic seizures
is quite low. It is thought that more than 50 million people in the world have epilepsy. 80% of the
diseases occurred in developing countries [2]. Many methods, especially EEG, are used for the
detection and treatment of epilepsy. In traditional diagnostic methods, a decision is made by
comparing the signals obtained as a result of the EEG procedure applied to suspicious patients with
reference samples taken from healthy people. In recent years, artificial intelligence-based deep
learning techniques have attracted attention for the diagnosis of epilepsy with the development of
technology. In this context, various studies have been carried out in the literature. On the other hand,
Shirmeister et al. [3] applied a CNN-based classification to EEG signals in their study. It can be said
that this study is a successful guide for EEG-based brain mapping. Acharya et al. [4] used the CNN
model for automatic detection and diagnosis of seizures using EEG signals, and an accuracy rate of
88.67% was achieved.

In this study, iEEG data of 16 patients was used in the Sleep-Wake—Epilepsy Center of the
Department of Neurology at Inselspital Bern University [5]. Epileptic EEG images were modeled with
five different CNN-based classification architectures and the accuracy rates of each classification
architecture were considered. It is aimed to determine the most efficient classification model that can
be used for the diagnosis of epilepsy disease. The remainder of the study is organized as follows:
Section 2 covers the materials and methods used in the study, Section 3 results and discussions.

2. Materials and Methods
2.1. Dataset

In this study, the data set from the Sleep-Wake—Epilepsy Center of the Department of
Neurology at Inselspital Bern University was used to classify epileptic IEEG data. The dataset
includes epileptic data from 16 patients with a sampling frequency of 512 Hz. Its data consists of 180
sec period Preictal, 13-154 sec ictal and last 180 sec period postictal class. Each of the epileptic data
is divided into these three classes. At the same time, scalogram images were obtained by dividing
them into sub-bands. Since the entropy values of the segments and delta subbands are close, scalogram
images of the delta subband of each segment were obtained [6]. It was then applied to the input of the
CNN model for classification. The data set was used as 70% training and 30% test set. The data used
in the training phase were not used in the testing phase.

2.2 Electroencephalogram (EEG)

EEG is a method of measuring the reflections of the bioelectrical signals formed in the neurons in the
brain on the scalp. Signals received from many electrodes placed on the scalp are made meaningful by

passing through various signal processing steps as shown in Fig. 1.
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Figure 1. EEG block diagram

The diagnosis of epilepsy is possible as a result of careful analysis of EEG signals. While not
every deterioration in EEG signals indicates epilepsy, not every type of epilepsy may cause
deterioration in EEG signal. For this reason, EEG samples taken from the patient should be examined
meticulously and carefully.

2.3 Convolutional Neural Network

The Convolutional Neural Network (CNN) proposed by Lecun et al. [7]. A model used to
manipulate data that has structures in the form of a grid, such as images. It can be said that the most
useful aspect of CNN, which is designed to learn spatial hierarchies of features from low-level to high-
level models, automatically and adaptively, leads to a reduction in the number of parameters. Another
important aspect of CNN is to get abstract features when the input is spread to deeper layers. For
example, in image classification, edge features can be detected in the first layers, simpler shapes in the
second layers, and higher-level features in the later layers. Fig. 2. shows the basic CNN architecture.
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Figure 2. Basic CNN architecture
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Here, the convolutional layer and pooling layer extract deep features from the input data and
transmit them to the fully dependent layer in order to ensure that the system gives accurate and fast
results. The fully dependent layer transmits these features to the output layer.

2.4 Wavelet Transform and Scalogram Generation

Continuous wavelet transform (CWT) is a widely preferred method for pattern detection. An
approximate wavelet is obtained by subtracting the seizure pattern from a single channel of the
recording, and the CWT coefficients are obtained from the wavelet transform adapted to the data-
dependent pattern [8]. From these CWT coefficients, properties such as average power, coefficient of
variation, square root mean and power spectral density are obtained. These features are used as input
data to the fuzzy classifier to classify the signal in pre-seizure, seizure, and post-seizure status. Fig. 3.
shows examples of scalogram images.

Preiktal Iktal Postiktal

Figure 3. Preictal, ictal and postictal scalogram image examples

Scalogram images, which are defined as the absolute values of continuous wavelet
coefficients, have two axes, frequency and time. All scalogram images were obtained in MATLAB
software as stated by Bayram et al. [6]. Each image is 3 channel RGB and 224x224 in size.

2.5. Performance parameters

In this study, Accuracy and Fl-score parameters were used to measure the classification
performance of the algorithms in the test set.

TP+ TN
Accuracy = ———————— Q)
TP+FP+TN+FN
ecision x recall
F1 — score = 2x BEEE0n * 22— 2
precision+recall
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The higher the Accuracy value, which is the most common evaluation metric, the better the
classification performance. The F1-score parameter is used to prevent an incorrect model selection in
the data set that is not evenly distributed.

3. Results and Discussion

Five different classification algorithms were used to determine the preictal, ictal and postictal
states of epilepsy, an important disease characterized by seizures due to sudden abnormal electrical
discharges in the brain. These are XGBClassifier [9], GaussianNB [10], LinearSVC [11], Random
forest classifier [12], SGD Classifier [13]The obtained classification accuracy is shown in Tab. 1.
When Table 1 is examined, it is seen that the XGBClassifier algorithm achieves better classification
accuracy with a value of 94.54%.

Table-1 Performance evaluations of algorithms

Model Accuracy F1 Score
XGBClassifier 0,945455 0,945352
LinearSVC 0,927273 0,927273
SGDClassifier 0,927273 0,927273
RandomForestClassifier 0,909091 0,908234
GaussianNB 0,836364 0,837403

Quantitative EEG analysis is an important tool for extracting timing parameters and a
frequency component. A suitable method of analyzing highly dynamic, nonlinear and non-stationary
EEG signals requires the use of flexible and non-subjective measurements.

4. Conclusion

In this study, low-frequency IEEG data was used and scalar images were obtained for each of
the data using continuous wavelet transform. Obtained pre-ictal, ictal and postictal scalogram images
were trained in five different algorithms. In the study, delta subband scalogram images, which are low
frequency subbands, were used. In the study, 94.54% accuracy and 94.53% F1-Score values were
obtained with the XGBClassifier algorithm. Considering the results obtained from the experimental
studies, it is clear that it is quite successful in classifying the preictal, ictal and postictal states of the
EEG signal using time and frequency properties.

5. References
[1] C.D.Binnie and P. Prior, “Electroencephalography.,” Journal of Neurology, Neurosurgery &

Psychiatry, vol. 57, no. 11, pp. 1308-1319, 1994.
[2] E. Beghi, “The epidemiology of epilepsy,” Neuroepidemiology, vol. 54, no. 2, pp. 185-191, 2020.

71



ImC20z2

iie.hatman.edu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

[3] Schirrmeister, L. Gemein, K. Eggensperger, F. Hutter and T. Ball, “Deep learning with
convolutional neural networks for decoding and visualization of eeg pathology,” arXiv e-prints, arXiv-
1708, no. 2017.

[4] U.R.Acharya, S. Oh, Y. Hagiwara, J. Tan and H. Adeli, “Deep convolutional neural network for
the automated detection and diagnosis of seizure using EEG signals,” Computers in biology and
medicine, vol. 100, pp. 270-278, 2018.

[5] A. Burrello, K. Schindler, L. Benini and A. Rahimi, “Hyperdimensional computing with local
binary patterns: One-shot learning of seizure onset and identification of ictogenic brain regions using
short-time iEEG recordings,” IEEE Trans. Biomed. Eng., vol. 67, no. 2, pp. 601-613, 2020.

[6] M. Bayram and M. A. Arserim, “Analysis of Epileptic iEEG Data by Applying Convolutional
Neural Networks to Low-Frequency Scalograms,” IEEE Access, vol. 9, pp. 162520-162529, 2021.

[7] B. Boser, J. D. Y. Le Cun, D. Henderson, R. E. Howard, W. Hubbard and L. D. Jackel,
“Handwritten digit recognition with a back-propagation network,” in In Advances in neural
information processing systems.

[8] H.Mesa, “Adapted wavelets for pattern detection Lecture Notes,” Computer Science Progress in
Pattern Recognition, Image Analysis and Applications, vol. 3773, pp. 933-944, 2012.

[9] T. Chen and C. Guestrin, “XGBoost: A scalable tree boosting system,” in Proc. 22nd ACM
SIGKDD Int. Conf. Knowl. Discovery Data Mining, 2016.

[10] F. Pereira and M. Botvinick, “Information mapping with pattern classifiers: a comparative study,”
Neuroimage, vol. 56, pp. 476-496, 2011.

[11] A. Tyagi and N. Sharma, “Sentiment analysis using logistic regression and effective word score
heuristic,” International Journal of Engineering and Technology, vol. 7, pp. 20-23, 2018.

[12] M. Pal, “Random forest classifier for remote sensing classification,” International journal of
remote sensing, vol. 26, no. 1, pp. 217-222, 2015.

[13] T. Zhang, “Solving large scale linear prediction problems using stochastic gradient descent
algorithms,” in Proceedings of the Twenty-first International Conference on Machine Learning, 2004.

72



1c2022
e hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

A HIGH-PERFORMANCE INTEGER LINEAR PROGRAMMING BASED COMPUTATION
FOR TRAFFIC SCHEDULES IN IEEE 802.1 TIME SENSITIVE NETWORKS

Aziz Kerem Ozkan*Y, Selcuk Cevher 2
1Blacksea Technical University, Faculty of Engineering, Computer Engineering Department, Trabzon-Turkey,
407791@ogr.ktu.edu.tr
2Blacksea Technical University, Faculty of Engineering, Computer Engineering Department, Trabzon-Turkey,
cevhers@ktu.edu.tr
* Corresponding author: 407791@ogr.ktu.edu.tr

Abstract: Deterministic communication plays an increasingly important role for cyber-physical systems
such as in-vehicle and Industry 4.0 communication networks. IEEE 802.1 Time Sensitive Networking
task group leads an initiative to define common standards for Ethernet-based deterministic
communications due to its low-cost and high bandwidth. The Time Aware Shaper defined by IEEE
802.10bv provides a mechanism for time-triggered scheduling in Time Sensitive Networks. In this
paper, we define a general framework for an iterated Integer Linear Programming model to solve the
Time Sensitive Networks scheduling problem in a more scalable way. We also propose an algorithm to
extend the iterated Integer Linear Programming approach in the literature to improve its success rate

in Time Sensitive Networks scheduling.

Keywords: Deterministic Communication, TSN, ILP, Network Scheduling

1. Introduction

Deterministic communication plays an increasingly important role for cyber-physical systems
(CPS) such as in-vehicle and Industry 4.0 communication networks. A CPS is composed of sensor
nodes, controller and actuator units to monitor and control physical processes. Since CPS tends to have
higher number of communicating nodes with stringent timing constraints, deterministic data delivery
among the network nodes is an increasingly crucial requirement. For example, in an autonomous
vehicle, when a front camera detects an obstacle on the road, it sends a signal to an electronic control
unit (ECU) which in turn signals the brake system to stop the vehicle. The communication between an
ECU and other nodes should be deterministic and real-time by guaranteeing a bounded end-to-end delay
and jitter for data streams. Otherwise, catastrophic results may arise for such safety-critical systems.

Several proprietary solutions for deterministic communication in CPS were developed including
CC-Link [1], PROFINET [2], FlexRay [3], SERCOS [4], and EtherCAT [5]. However, these
technologies have an interoperability issue. IEEE 802.1 Time Sensitive Networking (TSN) task group
leads an initiative to define common standards for Ethernet-based deterministic communications due to
its low-cost and high bandwidth. IEEE 802.1 TSN is a set of open standards developed by TSN task
group to extend the Ethernet technology to guarantee a deterministic real-time data delivery. The Time
Aware Shaper defined by IEEE 802.1Qbv provides a mechanism for time-triggered communication in
TSN [6]. This mechanism requires the computation of a Gate Control List (GCL) per queue in each
outgoing port of a TSN-enabled switch, which determines the eligible time points when the frames of
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data streams are allowed to transmit. By computing GCLs for each switch on the transmission paths of
data streams, the end-to-end delay and jitter of network messages can be bounded. Please note that
802.1Qbv requires the deployment of a time synchronization protocol such as 802.1AS to synchronize
all GCLs in the network. 802.1Qbv lacks a specification of a certain methodology to compute time-
triggered traffic schedules which motivates the research work in the literature for TSN scheduling.

Different approaches for the computation of GCLs have been proposed in the literature including
heuristic and metaheuristic optimization algorithms which can find a solution in reasonable amount of
time. However, these algorithms do not guarantee to find the optimal solution [7]. Integer Linear
Programming (ILP) [8] and Constraint Programming (CP) [9] are other approaches for GCL
computation which assure to find an optimal solution. However, when the number of data streams to
be scheduled is high, these algorithms tend to have very long execution times. Dividing the set of data
streams into disjoint partitions and solving each of them iteratively is an approach in the literature to
avoid very long execution times of ILP for GCL computation. In this paper, we define a general
framework for an iterated ILP model to solve the GCL computation problem. We also propose an
algorithm to determine the execution order of the disjoint partitions by an iterated ILP model for TSN
scheduling. While determining this execution order, the conflicts among the data streams stemming
from the shared common network resources are taken into consideration to improve the success rate of
ILP.

The remainder of this article is organized as follows. Section Il explains the related work for TSN
scheduling. Section 11 presents the family of TSN standards. Section 1V defines a general framework
for an iterated ILP model to solve the GCL computation problem. Section V explains our heuristic
mechanism for the execution order of the data stream partitions. Section VI provides a discussion and
the future work. Finally, Section VII concludes the paper.

2. Related Work

Since ILP tends to have very long execution times in case of a high number of data streams to be
scheduled, dividing the set of data streams into disjoint partitions and solving each of them iteratively
is proposed as a methodology in [10] to enhance the scalability of ILP. [10] models the routing and
scheduling problem of data streams in a TSN network, and solves it using Satisfiability Modulo
Theories (SMT). While forming the partitions in iterated ILP, it is significantly important to include the
conflicting data streams within the same partition in order to increase the success likelihood of ILP-
based scheduling [11]. [12] defines a Degree of Conflict (DoC) value for each pair of data streams
transmitted in a TSN network based on the amount of common network resources shared by the
transmission paths of these streams. [12] proposes a heuristic approach to compute the disjoint
partitions for the iterated ILP to solve the TSN scheduling problem by accounting for the DoC values.
However, this research work does not specify the execution order of these partitions by an ILP model
which has a significant impact on the success rate of ILP. Different from this work, we propose an
algorithm to determine the execution order of the disjoint partitions in this paper.

Because of the high time complexity of jointly solving the routing and scheduling problems for
TSN, these problems are solved in different steps in [13] by minimizing the time span for high-priority
data transmissions which has an impact on QoS of low-priority transmissions. [14] proposes an
approach to split a TSN network into hierarchical sub-networks to enhance the scalability of TSN
scheduling problem, and to solve the scheduling problem for each sub-network. An online no-wait
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scheduling is presented in [15] which uses a central scheduler to dynamically schedule new data streams
without impacting ongoing transmissions. [16] presents a dynamic methodology to solve the routing
and scheduling problems of TSN where time slots with varying sizes are used to better satisfy the timing
constraints of data streams. [17] introduces an improved version of the ant colony optimization
metaheuristic for TSN scheduling where the scheduling problem is firstly converted into a binary multi-
knapsack problem.

3. Time Sensitive Networking

Fig. 1 shows the internal structure of a TSN-enabled switch which provides multiple queues with
varying priorities for each outgoing port [18]. A newly arrived data packet is firstly dispatched by the
switching module to the appropriate queue based on its priority, and, then, is transmitted through the
outgoing port on its transmission path according to a pre-computed GCL. IEEE 802.1Qbv defines the
GCL mechanism which controls the opening and closing events of gates placed at the front of each
queue in each outgoing port to determine the eligibility of the data packets to transmit. GCLs should
satisfy Ethernet and TSN-specific constraints in order to guarantee a deterministic real-time
communication. Ethernet constraint ensures that no more than one single frame is transmitted over an
outgoing port at any time. TSN-specific constraints provide temporal and spatial isolations among data
packets by preventing the simultaneous arrival of different packets to be forwarded over the same
outgoing port, and by storing the packets of different data streams in different queues, respectively.
IEEE 802.1AS defines a mechanism to synchronize the opening and closing events of gates by
providing a network-wide time information [19]. IEEE 802.1Qbu is another standard for guaranteeing
deterministic data delivery in TSN which specifies a frame preemption mechanism to prevent the
interference from the low-priority data traffic [20]. To provide a fault tolerance mechanism in TSN,
IEEE 802.1CB standard proposes a method in which redundant copies of data packets are
simultaneously sent over disjoint paths [21]. TSN standards support traffic classes with mixed time
criticality including Time Triggered (TT), Audio Video Bridging (AVB), and Best Effort (BE) traffic
types. While TT type has very strict timing requirements, AVB has less stringent real-time constraints.
On the other hand, BE type does not have any timing concerns.
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Figure 1. Internal model of a TSN-enabled switch
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4. An ILP Framework for TT Traffic Scheduling in TSN

An ILP model mainly has three parts which include the objective function to be optimized by a
solution, the constraints which a solution should satisfy, and the variables/constants used to define the
objective function and constraints. The variables and constants used in an ILP model should have
integer values. Similarly, the objective function and the constraints must be defined using integer
equations or inequalities. The proper values to be assigned to the variables in an ILP model are searched
for so that the resulting value combination satisfies the constraints. The execution time required to find
the optimum solution highly depends on the number of the variables used in an ILP model. Since the
number of possible value combinations significantly increases in the case of large number of variables,
the search space to find the optimum solution increases too which results in high execution times.

A high number of data streams to be scheduled in a TSN network requires a high number of ILP
variables which results in a large set of value combinations, and therefore long execution times. Iterative
ILP approach can be used to reduce the long execution times of an ILP model [12]. In this section, a
general framework for an iterated ILP model is presented to compute the timing of open and close
events of the gates on the transmission paths of data streams in order to ensure a deterministic data
delivery in a TSN network. In iterated ILP approach, the TT data stream set which needs to be scheduled
can be divided into disjoint partitions each of which is iteratively given to an ILP model as a separate
sub-problem. For every link on the transmission path of a data stream in a partition in an iterated ILP
model, the time slots during which TT messages are eligible to be transmitted are determined by taking
into account the other streams sharing the same network links. In each iteration of iterated ILP approach,
a partial solution is returned, and these partial solutions are finally combined together to form the
complete data traffic schedule.

The most significant decision variable which should be defined in an iterated ILP model is the
one which determines the time slot when a data stream starts transmitting on the first link of its
transmission path. The time interval between t=0 and this communication starting point is called a
communication shift [12]. An auxilary data structure should also be defined to keep the identification
of data stream occupying each time slot of each link contained by the transmission paths of data streams
of the current partition being processed. In an ILP model, the properties of data streams included in
each partition should be defined as a constant. These properties include message periods and sizes,
source-destination pairs and transmission paths. Since the periods and the sizes of the TT messages
correspond to constants in this framework, they should have integer values. One way of guaranteeing
that these constants take integer values is to assign the number of equally-sized time slots occupied by
a specific message size to the corresponding constant. Similarly, a message period can also be
represented by the corresponding number of time slots. The time slot allocations determined by
previous iterations of an iterated ILP model represent a partial solution which cannot be modified in
the following iterations. Therefore, the time slot allocations up to a certain point in ILP execution should
also be treated as a constant in the next iteration. Another constant required by an iterated ILP model
for TSN scheduling is the hyper-period of all data streams to be scheduled which is equal to the least
common multiple of message periods of all streams [12]. Please note that, in every hyper-period, the
scheduling behaviour of a TSN network repeats itself. A solution for TSN scheduling should satisfy the
Ethernet and TSN-specific constraints mentioned in Section I1l. An objective function can be used in
an iterated ILP model to optimize different performance metrics including the number of queues at each
outgoing port of a TSN-enabled switch reserved for TT traffic, the number of AVB data streams
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satisfying the deadline requirements and the end-to-end delay of TT and AVB data streams. If an
iterated ILP model does not have an objective function, any solution satisfying the constraints can be
returned as a successful TSN schedule.

5. A Novel Approach for Iterative ILP-Based TSN Scheduling

In iterative ILP-based TSN scheduling, TT data streams to be scheduled should be partitioned
into disjoint partitions for scalability reasons [12], [10]. While forming these partitions, it is
significantly important to include data streams with a high DoC value within the same partition in order
to increase the success likelihood of iterative ILP-based scheduling [11]. The reason for this improved
success probability is that scheduling the TT streams sharing common resources within the same ILP
iteration provides the iterative ILP model with more flexibility to find a scheduling solution satisfying
the timing requirements of all these streams. Please note that the DoC value between two data streams
will increase as the transmission paths of these streams share more common network resources as
indicated in Eq. 1 [12]:

(MS; x MS;)

DoC;; = |SP; N SP;
oCu; = ISP 0SB X s 3Py

(1)

As shown in Eg. 1, in addition to the number of common links shared by the transmission paths,
the DoC value for the flows i and j also takes into consideration the products of message sizes as well
as the message periods. Please note that the likelihood of successfully scheduling a data stream with a
large message size decreases since it is more difficult to locate a sufficient number of time slots to
accommodate the whole message.

As the partial solutions for the corresponding partitions are computed one after another in Iterated
ILP-Based Scheduling (I1S), the number of available time slots in the overall network will gradually
decrease. Therefore, it will be increasingly more difficult to allocate a sufficiently large number of time
slots for the streams in the remaining partitions awaiting to be scheduled. In turn, this difficulty will
rise the probability of encountering an infeasible state causing the ILP model to fail finding a feasible
scheduling solution. Although taking DoC into account in the process of partition formation can
significantly improve the success rate of iterated ILP compared to the random formation, it is possible
to further enhance the success rate if the ILP execution order for the partitions can be intelligently
specified. For this purpose, we propose that the partitions which have a relatively high degree of conflict
with other partitions should be prioritized by the execution order of the IIS. Please note that Eq. 1
defines the DoC value between two data streams while the amount of conflict between two partitions
is formulated in [12]. The intuition behind our proposal is that the likelihood of finding a feasible
scheduling solution will increase if the partitions with a relatively higher amount of conflict with other
partitions are solved in the earlier iterations of the ILP model. Since the partitions with a higher amount
of conflict require the allocation of a higher number of time slots to satisfy the timing requirements,
and the amount of available time slots will become smaller in the later iterations, it will be more difficult
to schedule the data streams in such partitions in later iterations.

Fig. 2(a) shows an example partitioning (P1, P2, Ps) of 11 data streams where the nodes represent
the data streams while the edge weights correspond to the DoC value between the end points. For
example, the DoC value between the streams S; and Sy, namely DoCs; s,, is 8.6 as shown in the figure.
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The partitioning in Fig. 2(a) is constructed by NCut algorithm [22], which is a well-known technigque
in the context of image processing. As shown in Fig. 2(a), NCut algorithm tends to remove the edges
with a small weight from the graph so that the edges with higher weights are included within the
constructed partitions. Please note that the techniques of the Product Cut [23], Semi-Supervised
Normalized Cuts [24] and ratio cut [25] are other alternatives in the literature to partition the graph of
data streams.

P3
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Figure 2. (a) Example data stream set partitioning; (b) Partition conflict graph

Fig. 2(b) shows the conflict graph of the partitions constructed in Fig. 2(a) where the nodes
represent the partitions and the edge weights correspond to the amount of conflict between the end
points, calculated according to the formulation in [12]. For example, in Fig. 2(a), there is a total of two
edges between the partitions of P1 and P2, namely S,-Ss and S3-Ss, whose DoC values are shown to be
DoCs; ss = 1.1 and DoCs;, ss = 2.5, respectively. The amount of conflict between P; and P is shown to
be DoCpy, p, = D0OCs;, ss + DOCs;s, s = 3.6 in Fig. 2(b). DoCp;, ps and DoCp,, ps are similarly computed as
shown in the figure. To determine the effective execution order of P1, P, and P; by the iterated ILP
model, the total amount of conflict for each partition should be calculated. For example, the total amount
of conflict for P1 is DoCp,, p, + DoCp,, p; = 8.5 as shown in Fig. 2(b). The total amount of conflicts for P,
and P3 are similarly computed to be 8 and 9.3, respectively. Based on these conflict values for Py, P,
and Ps, the scheduling of the data streams in P3 should be prioritized by the execution order of the ILP
model since Ps has the highest amount of conflict. Please note that, if the data streams in P, and P, are
scheduled in earlier iterations than Ps, it will be significantly more difficult to allocate the suitable time
slots to the data streams in Pz with a high DoC value. For example, the likelihood of successfully
scheduling of S7 in Pz will be smaller if Sz in P1 and Syo in P are scheduled earlier than S, since S7 has
high amount of conflict with Ss and Si, namely DoCs; s; = 3.2 and DoCs;, s = 2.6, respectively. The
complete execution order in descending priority for Py, P> and Ps is <Ps, Py, P2>.
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6. Discussion and Future Work

Deterministic communication plays an increasingly important role especially in in-vehicle and
industrial automation traffic scenarios which tend to have a higher number of communicating nodes
with stringent timing requirements. Due to its low cost and high bandwidth, Ethernet based solutions
attract more attention for deterministic real-time communication. IEEE 802.1 TSN is a set of open
standards developed by TSN task group where 802.1Qbv defines a mechanism for time-triggered
communication in TSN. However, 802.1Qbv lacks a specification of a certain methodology to compute
TT traffic schedules which motivates the research work in the literature to develop algorithms to
determine effective network schedules. Compared to the heuristic and meta-heuristic approaches for
TSN scheduling, constraint based approaches such as ILP guarantee constructing optimum solutions,
but have run-time scalability issues especially for large problem instances. To reduce the time
complexity of ILP-based TSN scheduling, the iterated ILP is proposed in the literature [10]. As future
work, we plan to implement the heuristic algorithm summarized in Section 4 to enhance the success
rate of an iterated ILP model for TSN scheduling. We also plan to evaluate its performance using
network topologies with varying sizes and structures, and different traffic scenarios including varying
number of data streams, varying number of partitions to be constructed, and different message
sizes/periods. We also think that the methodology to compute the transmission paths for the data
streams may have a significant impact on the performance of the proposed heuristic, and, therefore, this
aspect should be further investigated. We believe that another potential subject to research for is the
analysis of the impact of partitioning algorithms other than NCut on the performance of our proposed
heuristic. Some of such algorithms include the Product Cut [23], Semi-Supervised Normalized Cuts
[24] and ratio cut [25]. The distinguishing properties of these algorithms from NCut are so that the
Product Cut has a lower bound for partition size while NCut does not have, Semi-Supervised
Normalized Cuts allows to tune partitioning constraints which yields more flexible partitioning while
NCut does not allow this adjusting and ratio cut lacks of bias for segmentation while NCut can give
unbalanced partitions in some scenarios, respectively.

7. Conclusion

In this paper, the general communication constraints for TSN data traffic schedules are explained,
and a general framework for iterated ILP-based TSN scheduling conforming to these constraints is
introduced. We also propose a heuristic algorithm to prioritize the scheduling of data stream partitions
with a higher amount of conflict with the other data stream partitions in the network in order to enhance
the success rate of 11S. The operation of our heuristic algorithm is explained using an example traffic
scenario, and the potential research issues regarding iterated ILP-based TSN scheduling are discussed.
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Abstract: Geographic Information Systems (GIS) software, which is programs that offer various
geographical functions, has an important place in the GIS industry. GIS software has 3 main parts: user
interface, tools and data manager. A desktop computer or a central server is needed to carry out
operational activities in GIS. Cloud Technology is defined as software applications, data storage
services and processing capacity that are accessed over the internet, and it provides access to all kinds
of information and personal data from anywhere at any time, even with the lowest capacity device. For
all these processes, it performs a multi-server connection via a digital network. With the development
of cloud computing systems, it is possible to store, process and share large data stacks in virtual
machines on the web. Cloud technology's Software as a Service (SaaS); providing software as a service,
Platform as a Service (PaaS); platform service and Infrastructure as a Service (laaS); There are three
building blocks, namely the server infrastructure service. The most well-known leading software in the
GIS sector in the world and in our country; Esri, Intergraph, Autodesk, QGIS, MapInfo, NetCAD GIS
etc. are software. In this research, software in Geographical information systems and Cloud GIS
software were examined.

Keywords: Cloud GIS, Cloud Computing, GIS Software

1. Introduction

Geographic Information Science has become more prominent with the emergence of important
improvements in its field and the spread of application examples in practice. With the widespread use
of the Internet, the needs for dynamic systems have created "Web GIS" and "Cloud GIS" solutions.
Despite the widespread use of desktop GIS applications, the use of Cloud GIS applications has increased
in recent years and offers more efficient solutions to the user. With the development of cloud computing
systems, it is possible to store, process and share large data stacks in virtual machines on the web. Cloud
computing, using hardware and software provided through the internet by computing services (server,
storage, database, network, software, analysis), using services as much as desired at any time according
to changing needs, paying for the amount used, monitoring and reporting resources, storing data on
users' physical hard disks defined as not having to. Using cloud computing technology reduces the
burden of personal computers. The use of cloud computing in geographic information systems started
with the use of geographic databases. It is based on storing raster and vector datasets in the memory of
a remote server, and its main principle is to use that of a server instead of using the facilities of the local
computer. Cloud GIS also forms the basis of web-based GIS. Cloud GIS allows different users to operate
on the same geographic data. The cloud computing solution announced by the world's largest online
book seller Amazon as Amazon Web Services is used in many areas including GIS. Likewise, Google
Maps is essentially Cloud GIS-based. In recent years, many studies have been carried out by combining
Cloud Computing and GIS in different application areas. Yang and Wu [1] summarized the definitions
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of Cloud Computing in the literature and discussed Cloud Computing technology with its features and
application processes and examined decision support systems applications and geographic data storage
processes on the cloud. Ekin [2] examined the use cases of Cloud Computing and GIS. It also developed
a Web-based GIS application for infrastructure management. Yang [3] explored the use of Cloud
Computing in temporal GIS applications and generally focused on data management, computation,
analysis, and application arguments of the time-space model. Kavzoglu and Sahin [4] discussed Cloud
Computing and Cloud GIS applications and developed two different Cloud GIS applications with
“Google Maps API” and “GIS Cloud”. Alfaqih and Hassan [5] searched general definitions about Cloud
Computing and Cloud GIS and summarized the studies on Cloud GIS in the literature. Traditional GIS
software is on desktop and local servers, single user, hardware and software need to be installed and
managed. The block diagram of the GIS system is given in Fig.1.

Web

Client -

GIS —p Web
database

Raster T T

l Data — Server
Vector
| Desktop

Analysis tool —bl

Client

Figure 1. Geographic information systems block diagram

In Cloud GIS, on the other hand, it provides uninterrupted and fast access, software is easily
installed and managed, provides unlimited computing resources and storage space, and provides
functionality and high performance in areas such as dynamic data sharing, analysis and storage
compared to classical GIS. Cloud GIS has benefits such as providing solutions at low cost, achieving
better performance, facilitating the use of non-expert users, increasing the efficiency of operations in
the field, accelerating data collection and integrating data.

In the second section of this study, the use of software in geographic information systems and the
concept of cloud GIS, and in the third section, cloud GIS software is examined. In the last section, the
results were evaluated and promising suggestions were made.

83



czo22
e hatmuan.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

2. Materials and Methods

2.1. Software in geographical information systems

Hardware that integrates the functions of collecting, storing, processing, analyzing and
presenting graphic and non-graphical data related to geographical assets from various sources, in order
to increase decision-making capabilities in GIS research, planning and management, and also to save
time, money and personnel, software is a whole consisting of geographical data and personnel
components [6]. GIS software is designed for compiling, storing, querying, analyzing and visualizing
data. GIS software is designed to work with location-based data and includes projection and coordinate
systems. At the same time, geographic information systems software also offer service infrastructure
that allows communication between desktop, server and web. Software that makes up the software
component of GIS; network communication software (DECNET, TCP/IP etc.), operating system
software (UNIX, CLIX, MS DOS etc.), GIS software (MGE, ARC/INFO, ARCVIEW etc.) and
application software. Operating system software is software independent of GIS software for computer
operation. Application softwares are programs written in the macro language of the GIS software and
the languages supported by this software (FORTRAN, C etc.) and applications-oriented programs.
Among these software, other than application software, they are commercial software and can be
supplied ready-made. However, application software is generally developed and named according to
the purpose and application area by the users. For example, Ankara City Information System, Forest
Information System etc. [7]. The power of geographic information systems and its difference from
Computer Aided Design System (CAD) is the ability to analyze spatial data and attribute data together.
Due to this feature, GIS is used and planned to be used in various application areas by many individuals,
institutions and organizations. In short, GIS software is programs that find solutions to geographical
problems.

2.1.1 Cloud computing

Thanks to the developing technology and the internet, users are shifting from the classical
information technology infrastructure that provides local scale and limited service opportunities to
cloud computing technology that is flexible, economical and allows access everywhere. Cloud
computing is a model of receiving service by connecting to other servers over the internet without the
need for any software and storage unit via desktop computers, tablets or smart mobile devices. Cloud
computing allows the user to require no extra effort or intervention in the configuration and operation
of the system. The logical diagram showing cloud computing is given in Fig.2.
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Figure 2 Logical diagram showing cloud computing

There are four distribution models in Cloud Computing systems: private, community, public and
hybrid [8]. The private deployment model provides users in organizations with large numbers of
employees with private cloud infrastructure, either on-premises or offsite. Community model cloud
infrastructure is offered for a specific group with common goals such as business sector, subject of
study, interest. The public cloud model is the type of service in which the service provider enables the
open use of cloud infrastructure at its centers. The hybrid cloud model, on the other hand, can be seen
as a combination of other distribution types, but it contains unique features for advanced cloud
solutions [9]. There are three types of services in cloud computing systems. These are Software as a
Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (laaS). SaaS is a service
that users benefit from by accessing applications from any platform connected to the Internet without
any installation [4]. In addition, companies and organizations are enabled to use information systems
or applications on the cloud instead of purchasing software and hardware and employing IT workers
[5]. PaaS provides the distribution of platforms or applications for software development applications
demanded by consumers. The cloud infrastructure in the PaaS model is not managed or controlled by
users, but users have authority over platforms and applications [10]. The laaS service model offers core
features such as computing, storage, networking, and processing. Users can also use an operating
system and application that they can manage and control on the cloud infrastructure [11].

2.1.2  Cloud GIS

Geographic Information Systems is an advanced information system that collects, stores and
analyzes spatial and non-spatial digital data types such as attribute, raster and vector data and presents
the operations of querying and evaluating these data types to the user in computer environment [4].
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With the widespread use of GIS for many years, the increase in data sets and the development of
technology, a superior alternative, namely Cloud GIS, has begun to be used. GIS cloud embodies the
traditional approach to upgrading GIS applications and provides broad spectrum services to users
around the world. With Cloud GIS, geospatial data is easier to analyze, process, store and manage. At
the same time, Cloud GIS is one of the advantages of providing low-cost installation, high performance
with low capital, low maintenance cost, not requiring a technician by providing continuous updating
and not causing workload costs, not experiencing data and business loss in possible disasters in any
data center, and high availability. Fig.3 gives an overview of the Cloud-based GIS Model. Cloud GIS
facilitates users' access to data, maps and geographic analysis services [12].
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Figure 3. Overview of the Cloud-based GIS Model
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Cloud GIS also provides the user with a pay-as-you-go feature, so users are only responsible for
the services they use. The scalability feature of cloud GIS makes it possible to increase or decrease the
compute, storage and network capacities as desired, while facilitating geodata manipulation [13]. In
addition, the operating system, GIS software, applications and tools can be easily installed using ready-
made cloud machine images [10]. Organizations such as ESRI and GIS Cloud provide these services
to users using cloud computing technology. The world's largest providers of Cloud GIS infrastructure,
Amazon (Amazon EC2 & S3), Microsoft (Microsoft Windows Azure, Windows Server Hyper-V) and
IBM (IBM Cloud) offer a reliable cloud infrastructure to their customers.

2.2. Cloud GIS applications
2.2.1 ArcGIS online and ArcGIS server

ArcGIS Online is Esri's multifunctional cloud service. It has an easy to integrate and user-
friendly interface. It offers services such as managing, analyzing, sharing and storing geographic data.
With the ArcGIS Online service, map services and data groups can be published and data can be
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accessed from anywhere without the need for desktop software. Fig.4 shows the components of ArcGIS
Server [14].
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Figure 4 The components of ArcGIS Server

ArcGIS Online is a SaaS service and ArcGIS Server is an example of an laaS service model.
ArcGIS Server enables GIS services to be created, managed, and deployed on the web. It also supports
desktop, mobile and web mapping applications. With ArcGIS Server, there is no system-maintenance
fee, it is constantly up-to-date, what is required for the server to be used is provided from a single
source and it saves time.

2.2.2 GIS cloud

GIS Cloud allows to collect data in the field, manage data and team, organize and share on the
map. GIS Cloud offers mobile and web GIS experience to the user [15]. The mobile application allows
to collect and review data in the field and provides a real-time overview of the data from the field.
Users can share data with collaborators or make it publicly available. The system controls projects and
data at different access levels, enabling collaboration and effective data management across the
enterprise. GIS Cloud is an example of SaaS Cloud service model. Google Maps has Javascript and
Flash API support.
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2.2.3  Google maps API

Map API is the most important key needed to use maps and map databases prepared by Google
on applications. Popularly used today, Google offers services in which geographic data is shared with
Google Earth software, Google Maps, Earth Builder service and various API tools, etc. Google Maps
API provides services such as location search, street view, direction, distance, coordinates, elevation.

2.2.4 GISLayer

GISLayer, one of the recently popular cloud GIS software, allows collecting, analyzing, sharing
data and editing, adding, querying data with multiple users in real time. The software is mobile and web-
based. GISLayer is an example of SaaS Cloud service model.

3. Conclusion

In the study, software infrastructure and Cloud GIS applications in geographic information
systems were examined. With the increase in data size and the development of technology, alternative
solutions have started to be developed. Cloud GIS infrastructure enables to store, visualize, share and
analyze data. Widespread use of this technology enables the creation of a dynamic geographic
information platform. The new system brings advantages as well as disadvantages. Keeping digital data
and software on different computers and having access permissions for different users allows the data
to be used for a different purpose and makes it easier for different people to get hold of it. At the same
time, a stable internet connection is required. On the other hand, it is foreseen that it will allow the data
sharing culture to change in our country. It has been seen that data sharing is centralized with Cloud
GIS, saving time and cost. It has been observed that cloud GIS solutions are not yet widely used locally.
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Abstract: In this paper, a real-time secure communication application based on chaos has been
implemented through a digital hardware, Arduino. Digital information is encrypted using exclusive or
operation in the algorithm to make secure communication. In the application, two Arduino Uno boards
are used, one of which is the transmitter and the other is the receiver of the communication system.
Communication between the transmitter and receiver circuits is provided via infrared signals. Infrared
transmission requires minimum power to operate and can be set up easily at low cost. Chaos dynamics
is utilized for generating secret encryption keys which will be used to mix original digital information.
The encryption algorithm used in the application has a symmetrical structure, so the same keys are
produced in the transmitter and receiver sides. Arduino based transmitter and receiver boards are
programmed in such way that data transmission takes place over infrared signals, and the chaotic
system that will be used as key generator, is provided to run in real-time on both sides. This paper
demonstrates the usability of chaotic systems in secure communication systems in a fast and effective
way. In addition, the easy applicability of this study reveals that other multimedia information can be

transmitted on different platforms with a similar approach.

Keywords: Chaos, Secure Communication, Encryption, Arduino

1. Introduction

A microcontroller is an integrated circuit chip designed to manage a specific operation in an
embedded system. They are used in automatically controlled products and devices, such as automobile
engine control systems, remote controls, computers, robotics, cellphones, office machines and other
embedded systems [1]. Microcontrollers continue to be used in many areas of life due to their cheapness,
small size and easy programming. Arduino development board containing Atmel Atmega328P
microcontroller is used in this communication application. This microcontroller has 6 Analog and 14
Digital pins with a flash memory of 32 Kbyte. Since Arduino supports different communication
protocols, many different applications can be realized using this board, especially in the field of data
communication. In fact, some of these applications consist of devices that communicate with each other.
For such applications, it may be desirable to protect the data for security reasons. However, since the
computing capability and storage space of the Arduino system is limited, a suitable and effective
encryption technique should be used for that purpose [2]. There are many efficient and effective
applications that have been proposed in this field and some of them ciphers analog signal [3] while

90



1c2022
e hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

others digital [4]. In this application, a text message is encrypted and transmitted to the receiver by
Arduino microcontroller.

In this study, chaos dynamics is also used to generate encryption keys. Chaos theory in nonlinear
systems has been attracted much attention in many different fields, especially in engineering sciences
such as secure communication and data encryption. For instance, chaos is used in secure communication
in [5,6]; applied for cryptography in [7,8]; for power system in [9]. It is very easy, simple and fast to
generate chaos in discrete systems, so that this phenomenon is frequently preferred in different fields of
engineering. The rest of the paper is organized as follows: Section 2 gives materials and methods used
in this application. Section 3 includes the detailed explanations about the real-time communication
application with results. Finally, the conclusions are discussed in Section 4.

2. Materials and Method

In this study, digital hardware Arduino is preferred as the communication equipment in the
application and the chaotic signal yielded from a nonlinear dynamic system is used as encryption key.
Chaos is a property of a complex system whose behavior is so unpredictable as to appear random and
having great sensitivity to small changes in initial condition and control parameter [4,8]. Despite
deterministic of the chaotic systems are simplicity, these systems can produce totally unpredictable over
time. Hence, these systems exhibiting chaos can be used in scientific fields where randomness and
unpredictability are needed. For instance, in cryptographic systems, the aim is to use an unpredictable
encryption key and to obtain a random output. Moreover, scientific studies that make use of chaotic
systems in secure communication systems have also been presented in this field [5-7]. In this paper, the
digital information message is encrypted with the XOR (Exclusive-Or) encryption algorithm and sent
to the receiving side over IR (infrared) signals. The rest of the paper summarizes some explanations
about chaotic Logistic map and XOR encryption structure used in the application.

2.1. Chaotic Logistic map

Logistic map is a dynamical system that exhibits chaos as unexpected degree of complexity [8].
It has a simple structure and an iterative equation as in Eq. (1).

Xy =X, (1=X,) 1)

Here, r defines the control parameter of the Logistic map and is limited between 0 and 4. The map
produces real value in the range of (0,1). If the control parameter is in the range of 3.57 <1 <4 then
the map is in chaos state that means *» is aperiodic, non-convergent and very sensitive to initial value
of %o. Logistic map shows perfect chaotic properties when its control parameter is 4. Due to the iterative
equation of the map, the output depends on the previous one; however the whole system output is
sensitively dependent on the initial value and control parameter. As a result, a tinny change in these
parameters will completely change the output of the system. Fig. 1 shows the output of the Logistic map
for different initial conditions if the initial value is changed by 0.000001 while the control parameter is
constant.
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Fig. 1 Logistic map output for very close different initial conditions

In Fig.1, 100 iterations are performed with =4 and the case where the output is shown as Red line,

initial value is %o = O-123456; for the Blue one, the initial value is %o = 0.123457. The representation of

a dynamical system behavior from a stationary condition to the complex chaos with respect to the control
parameter is named as Bifurcation diagram [10]. Bifurcation diagram of the Logistic map is shown in
Fig. 2.

ﬂ i i i i i i i
2 223 25 275 3 325 35 375 4

Fig. 2 Bifurcation diagram of the Logistic map

According to the Bifurcation diagram, as the control parameter value approaches to 4, the map behavior
becomes more complex and the *» distribution in the 0-1 range becomes maximum level. For that
reason, =4 is selected in this real-time application.

2.2. Chaos-based encryption key generation

Encryption is a type of security that converts data information into an unreadable form through a
specific complex algorithm. An encryption key is a secret and random string of bits to be used for
scrambling and unscrambling of data [11]. Encryption key must be unpredictable and can be generated
from deterministic algorithms or a mathematical function called as Pseudo-random number generators
(PRNG). They are called pseudo due to the there is no mathematical proof for the existence of a true
random number generator. In this paper, chaotic Logistic map is used as PRNG to generate encryption
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key for the transceiver circuits. First of all, sequences of bits are produced by a mathematical
transformation as in Eq. (2) at the output of the Logistic map.

n

{1 X 205
b _

0,x <05 @

According to the Eq. (2), a bit value is produced for each real *» value. For the communication
application, the length of the original data is the same as the length of the encryption key and both are 4
characters long in string format. In this application, since the ASCII equivalent of each character is taken
into the consideration in data transmission, it is adopted to represent each of them with 7-bit.
Therefore, an encryption key with a total length of 28-bit must be generated according to the Eq. (2) for
each data sample. Obviously, increasing the number of characters will directly increase the key length
used in the encryption. The bit series generated from Logistic map with different initial values are shown
in Fig. 3.

r=4.0000 and x=0.1234

o Y N e

0 5 10 15 2 % 30 3% s
r=4.0000 and x=0.1235

o I T A e N e B N —

Fig. 3 Generated encryption key for different initial values

2.3. Data encryption and decryption

Necessary programming codes of chaotic Logistic map are applied into the Arduino based
transmitter and receiver boards in the application. Thus, there are two chaotic maps operating with the
same system parameters in both transmitter and receiver sides. Since the encryption structure has
symmetrical structure, the same keys must be used in the transmitter and receiver circuits. As it is known,
an encryption algorithm uses an encryption key to scramble original data in a predictable way, so that
the original data can be recovered by using the correct decryption key in the receiver. XOR encryption
algorithm is used in our application due to the having simple, fast and effective operation. The operation
function of XOR algorithm is shown in Eq. (3).

encrypted _ data = Key @ Data (3)

Data refers the original data with a length of 4 characters in string form. Key is also string data type
with 4 characters, 28-bit in length. Encrypted data is exactly same data format but in an unreadable form.
XOR operation returns true if and only if both inputs are different, otherwise the result is zero. Due to
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the having perfect balanced operation as in Tab. 1, the output cannot be decrypted without knowing one
of the inputs.

Tab. 1 XOR operation results

Inputs Output
Key Data | Encrypted data
0 0 0
0 1 1
1 0 1
1 1 0

Fig. 4 demonstrates an example of original data, key and encrypted data used in the communication
application. In here, all variables have a string of characters in HEX base. Data is “1C22”; Key is
“%:1V” and encrypted data is “lyND”. The base HEX is denoted by ‘0x’.

6 5) B2 BT B 3
Ny Wl Ve W e W W
- w.w.w.
IV VW
b (1] 55 W—IM—IM—@
il giinniineiis s i1

Fig. 4 An example of data, key and encrypted data in encryption process

At the receiving Arduino board, the original information can be decoded by applying the same XOR
operation to the encrypted data coming to the receiver with IR signal. Since there is an identical Logistic
map running with the same system parameters on the receiver, it will be easy to generate totally same
encryption key and to recover original data.

2.4. 3. Results and Discussion

Transmitter and receiver modules are programmed using Ardunio Genuino 1.8.10 version in order
to communicate between themselves. Communication is provided by infrared signals and the
information is entered through the Ardunio program. The transmitter and receiver modules designed
with Ardunio are shown in Fig. 5 and Fig. 6, respectively.
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Fig. 5 Transmitter module used in the application

Firstly, the information to be transmitted is entered in character format into the transmitter module.
Arduino generates encryption keys according to the system paramters of the Logistic map and then
encryption is performed by transmitter. Finally, Ardunio generates modulated infrared signals of 38 Khz
carrier frequency to send to the IR recive module as it is shown in Fig. 6.

Fig. 6 Receiver module used in the application

95



1c2022
e hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

The encrypted signal consisting of 4 characters is sent to the receiver sequentially. Information, key and

the encrypted data is given in Fig. 7, which is taken from Arduino COM terminal during the
communication application.

-

-

€2 com4 E9 Com3

*kkkkkkkkdk TRANSMITTER MODULE *% %% xkkxdk kkkkkkkkkd QECEIVER MODULE #%%*sdkdsw

The Encrypticn Hey is =%:|w The Beceiving Encrypted data is =1yND

The Informaticon data is =IC22 The Decryption Key i3 =%:|v

The Transmitting Encrypted data is =1yHD The Decrypted data is =IC22

Otomatik Kaydirma || Zaman damgasini géster Otomatik Kaydirma || Zaman damgasini géster
L L

Fig. 7 Screenshot of the transmitter and receiver modules during communication

On the receiving side, if there is a slight change in any parameters of the Logistic map, then the encrypted
data cannot be decrypted correctly, as it is shown in Fig. 8. For this case, control parameter of the
Logistic map on the receiving side is 3.999 instead of 4.

I

8 COM3

*kkkdkrrxr* RECEIVER MODULE ##**%*%%%&&&s
The Beceiving Encrypted data is =1yHND
The Decryption Key is =%)"|
The Decrypted data is =IPi8

Otomatik Kaydirma [~| Zaman damgasimi gister

Fig. 8 Wrong decrypted data under different initial value

2.5. 4. Conclusion

In this study, a digital communication system has been implemented in real-time application by using
Arduino platform in transmitter and receiver sides. In order to protect the data, the original information
is ciphered with XOR encryption algorithm and then transmitted to the receiver circuit successfully in
the form of infrared signal. Chaotic Logistic maps systems, which are used to generate encryption key
codes, have been successfully embedded in both transmitter and receiver boards. This confirms that
chaotic systems can be used smoothly and effectively in communication applications. In addition, this
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paper shows that similar studies on engineering applications can be performed easily and effectively,
thanks to the efficiency and flexibility of Arduino systems at the programming point.
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Abstract: Factors such as the increasing number of users in communication systems and the expectation
of high data rates in recent years, along with technological developments, have increased the interest
in different protocols. In this context, optical communication systems that promise high data rate, wide
frequency spectrum and secure communication attract great attention. Free space optical
communication networks (FSO), one of the types of optical communication systems, aim to provide
communication by using the propagation of signals modulated at optical frequencies in the free space
channel. In this study, the performance of Raman, Erbium-Doped Fiber Amplifier (EDFA), Ytterbium-
Doped Fiber Amplifier (YDFA) amplifiers in FSO systems was carried out with the help of OptiSystem
9.0 simulation program and the most efficient amplifier type that can be used in FSO systems was
determined.

Keywords: Free Space Optical Communication, Optical Amplifiers

1. Introduction

With the technological developments, the interest in communication systems has increased in
the last century. Today, wireless communication systems serve in a wide area, from the transmission of
single-bit messages to multimedia sharing that requires high bandwidth. With the developing
technology, different communication protocols have been developed for reasons such as restrictions in
the frequency spectrum, insufficient data rate, and inability to provide data security. Optical
communication systems are promising for the future with their high data rate, low loss and wide usage
area in the frequency spectrum. Optical fibre communication systems aim to transmit a message signal
to the receiver over fibre channels by modulating it on a carrier in optical wavelengths [1]. It is aimed
to get rid of the disadvantages of wired communication and to realize wireless communication by using
free space instead of fibre channels in free space optical communication (FSO) systems, which were
used only in the field of defence industry in the early period but are now widely used. The block diagram
of a basic FSO system [2]is given in Fig. 1. Various studies on the performance analysis of optical
amplifiers have been found in the literature. According to Kazancili et al [3] investigated the
performance of optical amplifiers used in Radio Over Fiber (ROF) communication systems. On the other
hand, Atabay et al. [4] performed the performance analysis of optical amplifiers under different weather
conditions in optical communication systems.
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Figure 1. FSO system block diagram

In this study, a single-user FSO system was designed using the OptiSystem 9.0 simulation
software, which transmits a 193.1 Thz, 10 dBm modulated signal to the receiver using a 1 km long free
space channel. The changes in the Q factor and eye diagram of the signal reaching the receiver were
investigated by using Raman, EDFA, YDFA type amplifiers in the optical amplifier unit used in the
designed system. Section 2 includes material methods, Section 3 results and discussions and Section 4
conclusion.

2. Materials and Methods
2.1. Mathematical Model

One of the biggest problems to be overcome in optical communication systems is path losses.
During the communication, it is inevitable that there will be losses in the power of the transmitted signal
along the channel. In telecommunications, Free Space Path Loss (FSPL) is the attenuation of radio
energy between the feed points of two antennas resulting from the combination of the receiving antenna's
capture area and the line-of-sight path through unobstructed, free space. FSPL is expected to be low for
efficient communication [5].
Py

FSPL =1t = [?]2 1)

Where, FSPL denotes the free space path loss, P, indicates the strength of the signal at the
transmitter, and the strength of the P, signal when it reaches the receiver, and R indicates the distance
between the transceiver. In communication systems, amplifiers are used to compensate for the damage
caused by path losses. Signals weakened for various reasons along the channel are amplified by using
amplifiers.
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2.2. Optical Amplifiers

Optical amplifiers are frequently used in optical communication systems because they have the
ability to amplify optical signals without transmitting them to the electrical medium. Optical amplifiers
with high bandwidth, high speed and low noise are available in three different types according to the
additive they contain. The two most important parameters affecting the performance of optical
amplifiers are wavelength and additive. Erbium and ytterbium are used in the production of optical
amplifiers [6]. The type and amount of additives used in the production of optical fiber determine the
wavelength dependent amplifier gain characteristic.

2.2.1 Erbium Doped Fibre Amplifiers (EDFA)

EDFA, an erbium-enhanced optical amplifier, is based on the process of pumping the optical
signal with optical light from laser diodes. In addition to using the EDFA as an amplifier, it can also be
used to protect openings in passive fiber optic networks or to test an equipment. Pump lasers, known as
pumping bands, add additives to the silica fiber, causing gain or amplification [7]. EDFA amplification
occurs when the pump laser excites erbium ions, which then reach a higher energy level. Photons are
emitted when erbium ion levels drop or deteriorate. This decay process creates an interaction between
the phonons and the glass matrix whose atomic elastic structures vibrate. EDFAs are generally efficient
at wavelengths longer than 1530 nm at a maximum distance of 800 kilometres.

2.2.2 Raman Amplifiers

Raman amplifiers are based on a mechanism where the optical signal is distributed from low
wavelength to high wavelength called Raman scattering (SRS). When there is sufficient pumping power
at the low wavelength, there can be induced scattering, in which a high wavelength signal is amplified
by the Raman scattering caused by the pump signal [8]. SRS is a non-linear interaction between signal
(higher wavelength) and pump (lower wavelength) and can be incorporated into any optical fibre.
Raman amplifiers, which provide the highest efficiency in the wavelength range of 1280-1650 nm, are
often too low efficiency to compete with EDFA.

2.2.3 Ytterbium Doped Fiber Amplifiers (YDFA)

YDFA amplifiers, which work on a similar basis with EDFA amplifiers, work with high
efficiency in a very broad spectrum between 975-1200 nm. There is an increasing interest in YDFA type
amplifiers due to their high output power and excellent power conversion efficiency. Tab. 1 gives a
comparison of EDFA, Raman and YDFA amplifiers [9]

Table-1 Comparison of optical amplifiers

EDFA Raman YDFA
Gain >45 dB >25 dB >40 dB
Wavelength >1350 nm 1280-1650 nm 975-1200 nm
Noise 5dB 8 dB 5dB
Delay 10 ms 0.2 ns 1fs
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While YDFA type amplifiers attract attention with their low latency, EDFA may be more
appropriate in systems where high gain is expected. Although Raman amplifiers do not seem efficient
in terms of gain, they can be preferred because they can operate in a wide spectrum range.

3. Results and Discussion

In optical communication systems, the fight against the power attenuation of optical signals
along the receiver, transmitter or channel is carried out by the use of optical amplifiers. For this purpose,
EDFA, YDFA and Raman amplifiers are frequently preferred. In this study, the optical communication
system shown in Fig. 2. broadcasting on a single-user 193.1 THz frequency, 1 km long FSO channel,
was designed on the OptiSystem 9.0 simulation program.

10—
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Frequency = 193.1 THz
Power=10 dBm
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Figure 2. Reference FSO system

In the designed FSO system, the 10 dBm signal with a frequency of 193.1 Thz, whose spectrum
image is given in Fig. 3, is given as a message signal. Bit error rate (BER) analysis of the output signal,
Q factor value and symmetry of the eye diagram are accepted performance parameters in optical
communication systems. BER is the number of received bits of a data stream that has been altered over
a communication channel due to noise, interference, distortion or bit synchronization errors. The Eye
diagram represents the integrity and coherence of data streams by visualizing transitions between values
0 and 1 in symmetrical patterns similar to eyes and comparing these transitions with other transitions in
their stream. For a quality communication, the Eye diagram is expected to be symmetrical.

Wareteng (m)

Figure 3. Spectrum analysis of the message signal
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The amplifier unit used in the reference FSO optical communication system given in Fig. 2. was
replaced with EDFA, Raman and YDFA amplifiers, respectively, and the changes in the system
efficiency were followed through the BER analyzer. Fig. 4 shows the BER analyzer outputs and Eye
diagrams of the configurations using (a) EDFA, (b) Raman and (c) YDFA amplifiers.
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Figure 4. (a) EDFA, (b) Raman, (c) BER analysis outputs when YDFA amplifier is used

The Q factor values obtained with EDFA, Raman and YDFA type amplifiers used in the
reference FSO optical communication system and shown in Tab. 2 were obtained as 70.30, 12.64 and
69.85, respectively. The symmetry obtained in the Eye diagram of systems with EDFA and YDFA
amplifiers could not be achieved in Raman amplifiers.

Table-11 Table of Quality Factor values obtained from BER analyzer for amplifier types.

EDFA Raman YDFA
BER Analysis Q Factor 70.30 12.64 69.85

Although the Q factor is higher in the configuration using EDFA amplifier, the eye diagram
symmetry is obtained more smoothly in the system using YDFA. Therefore, depending on the system
expectation, a choice can be made between EDFA and YDFA amplifiers in FSO systems.
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4. Conclusion

In this study, FSO communication system broadcasting in 193.1 Thz band and 10 dbm signal strength
was designed using OptiSystem 9.0 simulation software. The effect of the optical amplifier type used in
the designed system on the system efficiency parameters was investigated. When the results of the
simulation study were evaluated, it was determined that the most efficient amplifier type was EDFA
with 70.30 Q factor value. The YDFA enhancer was found to be the second most efficient strain,
following the EDFA enhancer. It has been concluded that the Raman amplifier, which is famous for its
high efficiency in fiber-cable optical communication systems, does not provide the expected level of
efficiency in FSO systems.
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Abstract: One of the most important indicators showing the economic and social development of a
country is electricity energy consumption. Most economies based on industry, digital technologies or
services are increasingly dependent on electrical energy as an energy source. To provide sufficient and
high-quality electrical energy, the demand for electrical energy must be predicted and investments for
production must be made accordingly. The demand for electrical energy in Turkey continues to rise in
parallel with the increasing population, industrialization, imports, exports, and prosperity. Many
studies have been carried out in the literature to estimate the electrical energy demand. In this study,
the energy demand to be consumed per capita was estimated using Particle Swarm Optimization and
Linear Regression Methods. Population, imports, exports, and gross domestic product are used as based
on input values from 1980 to 2019 to analyze these methods. Particle Swarm Optimization and Linear
Regression Methods are among the methods frequently used in the literature. The results obtained
because of both Particle Swarm Optimization and Linear Regression Methods were analyzed using
statistical errors such as MSE, RMSE and MAE. The estimation method developed in this study is a base
method for both medium-sized energy providers and industrial operators providing renewable energy

sources.

Keywords: Electricity Consumption Forecasting, Particle Swarm Optimization, Linear Regression
Method

1. Introduction

Electrical energy is an indispensable element of production that affects the economy and policies
of all countries. As seen in Figure 1, our country's young and increasing population, rapid urbanization,
increasing economy and rapidly developing technology have increased the demand for electrical energy
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Figure 1. Installed Power of Turkey by Years

Various power plants have been established to meet this demand. In addition, the Ministry of
Energy plans to establish new power plants. [1]. In recent years, Turkey has been trying to provide
energy diversity and is trying to increase the ratio of renewable energy plants in installed power. Energy
forecasting plays a key role for energy diversification and the installation of new power plants. Electrical
networks are constantly changing, expanding their resources, loads and equipments. The complexity of
modern networks such as microgrids is based on the deployment of smart frameworks that can best
manage and plan the functioning of the network. An essential part of these processes is their ability to
accurately forecast demand and production for the entire grid and its components. There are numerous
forecasting approaches in the literature [2]. A few examples of literature are presented below.

Xiao et al. have made wind power forecasting, a vital component of wind power management,
wind speed forecasting [3].

Wang et al. have developed several methods to improve the accuracy of renewable energy
forecasts, power system planning, management, and operations [4].

S. Oztiirk and F. Oztiirk estimated the energy consumed by Turkey until 2040 [5].

Kankal and Uzlu investigated the performance of an artificial neural network (ANN) with
teaching-learning based optimization (TLBO) to model electrical energy demand (EED) in Turkey [6].

Barak and Sadegh used ANFIS and ARIMA models to estimate Iran's energy consumption in
their study. According to the analysis, they concluded that the MSE criterion of the model decreased
from 0.058 to 0.026% [7].

2. Material and Method

In this study, four input values as Population, Import, Export and Gross Domestic Product (GDP)
from 1980 to 2019 were obtained by the Turkish Statistical Institute (TUIK). Again, electricity energy
consumption per capita was that output (target) information was obtained by TUIK. By using these
datas, the per capita electrical energy consumption estimation performances of the Particle Swarm
Optimization and Linear Regression Methods were analyzed. Statistical performance indicators such as
MSE, RMSE and MAE were compared to analyze the performance of these methods.

2.1. Particle Swarm Optimization

Particle Swarm Optimization (PSO) is a meta-heuristic optimization method inspired by the
movements of animals such as fish and birds that live in flocks. In this method, each possible solution
known as a swarm represents particles of a population. In this approach, the position of the particle
changes continuously in each search region until it reaches the most suitable answer. Sometimes, the

105



1c2022
e hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

new positions of the particles in the swarm will be better than the previous position. This is called the
Personnel Best (PBEST) position. Sometimes the new position of the particle is better than the whole
swarm. In this case, the new position is the Best of the swarm and is called the Global Best (GBEST).
This situation is notified to the whole swarm. Some studies given in the literature have shown the
effectiveness and usefulness of this approach for optimization purposes [8].

To define the PSO mathematically, it is necessary to know the position and velocity information
of each particle.

The velocities of all particles are represented by the velocity vector shown in Eq 1.

VT = w4+ cry (BE - X0+ cyry (GE - XE)

1)
The positions of each particle are represented by the position vector shown in Eq 2.
Xlt+1 — X—)lt + Vlt+1

)

As shown in the figure 2, to find the current position of each particle, it is necessary to know the
previous position and its current velocity.

)
& i
l

xé

l

Figure 2. Finding Position

2.2. Linear Regression Method

Linear Regression analysis (LR) is the most common method used to model the relationship
between two or more variables. If a single independent variable is used as input in the model established
to estimate the dependent variable, it is called single regression, and if more than one independent
variable is used, it is called multiple regression analysis. The relationship between dependent and
independent variable or variables can be linear or curvilinear. By using regression analysis, information
can be obtained about the existence of the relationship between the dependent and independent variables
and, if there is, the strength of this relationship [9]. In this study, the estimation of energy demand based
on economic indicators and population is modeled using linear form equation. The linear equation is
shown in equation 3 below.

YLinear = Wl'Xl + WZ'XZ + W3.X3 + W4_.X4_ + Wsg (3)
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Y in the equation is the dependent variable and is the target value that desired to be obtained. X is the
input parameters and w is the weight. By using the least squares approach, the estimation error given in
Equation 4 is tried to be reduced to zero.

SSE =y, M (y;_9)* (4)

In Equation, SSE ((Sum of Squares for Error) is the square sum of the prediction errors. y; is
observed original data and ¥, is the value predicted by the model.

2.3. Obtained Data

Electricity energy consumption per capita between 1980 and 2019 is obtained from Turkish
Electricity Transmission Corporation [10]. Population, GDP, import, and export figures are taken from
the Turkish Statistical Institute [11].

GDP is an economic indicator. The fact that this value is developing, stagnant or receding also
affects the energy estimation. A developing country will industrialize, and as it industrializes, both
income and energy needs will increase. New constructions mean new consumption points. In other
words, as the population increases, the energy consumption will also increase [12]. Previous studies in
the literature have shown that exports and imports typically have positive effects on electricity
consumption [13]. The following table shows the input values from 1980 to 2019.

Table 1. Input Data

Year
S Exports (% of GDP) | Imports (% of GDP) | Population | GDP (current US Dollars)

1980 5.16193171 11.9278859 43975971 68789289566
1981 8.236932034 12.90469561 44988414 71040020140
1982 11.86405139 15.01686967 46025411 64546332581
1983 12.47321262 16.55783918 47073472 61678280115
1984 15.60660269 19.67350242 48114155 59989909458
1985 15.86072288 18.96624923 49133937 67234948265
1986 13.31243772 16.10202176 50128541 75728009963
1987 15.58084042 17.7574446 51100924 87172789528
1988 18.65397042 17.55286343 52053765 90852814005
1989 16.20291575 17.78075249 52992487 1.07143E+11
1990 13.36510285 17.57789265 53921760 1.50676E+11
1991 13.84113011 16.63488156 54840590 1.50028E+11
1992 14.39223573 17.34512991 55748948 1.58459E+11
1993 13.67380285 19.34328493 56653804 1.8017E+11
1994 21.36213121 20.38372113 57564204 1.3069E+11
1995 19.8916075 24.35102725 58486456 1.69486E+11
1996 21.54265814 27.82665675 59423282 1.81476E+11
1997 24.58171768 30.38860589 60372568 1.89835E+11
1998 20.56833755 19.70601038 61329676 2.75769E+11
1999 18.57785906 18.82375988 62287397 2.55884E+11
2000 19.44877186 22.55182567 63240194 2.72979E+11
2001 26.57792147 22.8209119 64192243 2.00252E+11
2002 24.46069459 22.99984433 65145367 2.38428E+11
2003 22.24313333 23.35833847 66089402 3.11823E+11
2004 22.75048115 25.36920172 67010930 4.04787E+11
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2005 21.01778128 24.41935987 67903469 5.01416E+11
2006 21.65041804 26.50069066 68756810 5.52487E+11
2007 21.22022459 26.06936077 69581848 6.7577E+11
2008 22.82625732 27.08006513 70418604 7.64336E+11
2009 22.57367256 23.35880176 71321399 6.4464E+11
2010 20.44880781 25.45040909 72326988 7.71902E+11
2011 22.26240792 30.40053315 73443863 8.32524E+11
2012 23.66736584 28.57794394 74653016 8.73982E+11
2013 22.27225514 28.07806938 75928564 9.50579E+11
2014 23.76433477 27.64976944 77231907 9.34186E+11
2015 23.34593035 25.95393541 78529409 8.59797E+11
2016 21.96508274 24.85056382 79821724 8.63722E+11
2017 2477379433 29.28451591 81101892 8.52677E+11
2018 29.5301044 30.62726715 82319724 7.7135E+11
2019 31.61423692 29.78026305 83429615 7.54412E+11
2.4. Performance Metrics

The performances of the PSO and LR models were evaluated as follows:
Mean square error (MSE), root-mean-square error (RMSE) and mean absolute error (MAE) were used.

The mean square error reveals how close the estimated value is to the true value. MSE
performance is calculated from equation 5,
MSE =3k, () —t(o)?
(5)

The root mean square error reveals how close the estimated value is to the true value. RMSE
performance is calculated from equation 6,

RMSE = \/%Zﬁﬂ [y(k) — t(k)]?

(6)
The mean absolute error measures the average size of errors in a set of predictions. The

MAE is calculated from equation 7,
MAE = =37, ly(k) — t(l)]
(7)

n number of studies and y(k) experimental data, t(k) estimated data
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In this study, Import, Export, Population and GDP values from 1980 to 2019 were taken as input
values and per capita value was taken as output value. Using this input data, the prediction performances
of the PSO and LR methods were compared.

The relationship and errors between the estimated value by linear regression method and the true
value are shown in the figure 3 and figure 4 below. When looking at the figure, it is understood that the
linear regression method makes a good estimation.

To run the PSO algorithm, 200 particles, 600 as the maximum iteration, and 5 variables were

determined.

Considering both the values in Table 2 and the figures, PSO achieved the best performance. The
PSO method found MSE, RMSE, and MAE as 0.003452, 0.005875, 0.0447, respectively.

Table 2. Performance of Methods

METHODS MSE RMSE MAE
0.004847
LR 0.006962 0.0551
0.003452
PSO 0.005875 0.0447
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Figure 3. Errors between the estimated value and true value (LR Method)
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Figure 5. The relationship between the estimated value and real value (PSO Method)

The performances of Linear Regression and Particle Swarm Optimization methods and the graphs

of these 2 methods are shown above. The particle Swarm Optimization method performed much better.
By using these methods, electricity consumption per capita can be estimated in the future. By adding
another method, the performance of these methods can be analyzed in the future energy consumption
estimation.
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Abstract: With the development of technology in recent years, the need for low loss communication
systems with high data rates has increased. In this context, optical communication systems promising
high data rates are of great interest. Optical communication systems attract the attention of many
sectors, from internet service providers to military communication system designers, with the possibility
of communication at the speed of light. In this study, an active optical network operating in 220 THz
frequency band is designed using Optisystem 14.0 simulation software. In this designed optical network,
the effect of the filter type to be used in the low-pass filter unit, which is used in the end user units and
plays a major role in the correct demodulation of the message signals reaching the receiver unit, on the
Q factor and eye diagram, which are key parameters in determining the data transmission quality, has
been investigated. In this context, performance analysis of Chebyshev, Bessel, Butterworth, Gaussian
low-pass filters in active optical networks has been made. According to the results obtained as a result
of experimental studies, a Q factor value of 32.1471 was observed in the use of Gaussian low-pass filter
in the receiver unit. While the most efficient filter type in the designed system is Gaussian low-pass filter,
the filter type with the lowest efficiency has been determined as the Chebyshev filter.

Keywords: Optical Networks, Eye Diagram

1. Introduction

With the developments in communication technology, the need for high bandwidth and effective
spectrum usage has increased. With the new generation communication protocols developed
approximately every ten years, the density occurring in the RF frequency spectrum has led to the need
to operate at high frequencies. In this context, developments have been observed in optical
communication systems realized with radio frequencies in the THz band in recent years. The interest in
optical communication systems, which promise high data rate and reliable communication over long
distances, has gradually increased. Optical communication systems aim to safely transmit the digital
signals in the information source to the receiver via optical wave guides and fiber optic channels. The
digital signals coming to the transmitter block are passed through certain coding stages and given to the
fiber optic channel via optical transmitters such as light emitting diode (LED) or laser. These channels,
which consist of fibre optic cables, basically consist of vacuum glass tubes. The signal given to the
channel from the optical transmitters reaches the receiver block by undergoing reflection and refraction
decays based on Snell's law. Optical signals captured by the photodetectors in the receiving block are
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converted into original message signals by passing through various filtering and decoding processes.
The basic optical communication system block diagram [1] is given in Fig. 1.

During the journey of the optical signal along the channel or during its entry into the transmitting
block, some unwanted signals, called noise, at a level close to the communication wavelength, may
reach the receiver block. The communication quality is increased by filtering the said noise signals in
the receiver block. Although there are various methods developed for filtering, Chebyshev, Bessel,
Butterworth, Gaussian low-pass filters are widely used in optical communication.

Information ——— Driver Circuit —» LED or Laser — Optic Channel

T |

Temperature
Control Circuit

T

Timer Circuit

Cooler
(a)
Optic Channel —  Photodedector ~— Low Noise Amplifier ——  Main Amplifier
L Filter — Digital Demodulator —— Information
(b)

Figure 1. Optical communication system block diagram (a) Optical transmitter (b) optical receiver

Optical communication networks can basically be examined under three main headings. These
are active optical network (AON), passive optical network (GPON), and point-to-point optical networks
(PTP) [2]. In PTP networks, different optical lines are applied for each user from the central management
unit. Although the system installation cost is higher than other network types, it is the optical network
type with the least loss and the highest expandability. Active intermediate transfer and distribution
elements are used in the AON structure. The reason for this is that the limited number of fiber optic
circuits from the center are brought to a level that can serve more subscribers with electrical
transformations at certain points, and with this structure, maintenance and operating costs are brought
to the desired levels. Networks realized by using passive intermediate element instead of active
intermediate element used in AON are called PON network. With the use of passive intermediate
elements, cost and maintenance requirements are saved. Passive architectures have become very popular
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in the use of optical fiber in access networks because of their contribution to cost reduction. Fig. 2 shows
point-to-point, active and passive optical networks [3].

In the literature, there are various studies on the performance analysis of filters used in optical
communication systems. According to Pekkiiciik et al [4]. By designing a passive optical network
operating in the 193.1 THz band, performance analysis was performed using Bessel, Butterworth,
Gaussian band-pass filters in the receiver block. He concluded that the optical filter that provides the
most positive effect on efficiency and gain is the Gaussian optical filter.

Active Optical Network

Passive Optical Network al User 1 User 1

Active Device

A HE
-l

User 2 ke

Optical
Transmitter

Optical
Transmitter W o

User 3
o [E User 3

User 4
User 4

(@) (b)

. |
]
LEEN

Workstation

Mainframe

(c)
Figure 2. (a) PON architecture, (b) AON architecture, (c) PTP architecture

In this study, an active optical network where an optical signal reaches end users via fiber channels is
designed using Optisystem 14.0 simulation software . In accordance with the system design, a low-pass
filter is used instead of a band-pass filter in the receiver block. The effect of four different filter types
used in the receiver block on the system efficiency was investigated. Section-2 covers the materials and
methods used in the study, Section-3 includes experimental activities on the Optisystem, Section-4
results and promising recommendations.

2. Materials and Methods
2.1. Mathematical Model

In this study, using OptiSystem 14.0 simulation software, the scenario shown in Figure-3 is designed,
in which an optical signal with a frequency of 220THz and a power of 5dBm reaches different end users
over 10 km long Bidirectional Optical fiber channels with 3 dB gain, 1 dB noise figure exposure along
the channel. In optical communication systems, there are various parameters that show how efficient the
system is. The most important of these is the Q factor.
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Figure 3. Reference AON communication system

The Q factor can be expressed as a common function of the optical signal-to-noise ratio (OSNR),
bit error rate (BER) [5];

Qas = 20 log log (\/OSNR . \/g:‘;) (1)
BER = - (\JOSNR ) )

The Q factor indicates the minimum signal-to-noise ratio (SNR) required to obtain a given BER
for a given signal. BER is defined as the ratio of the number of bad bits to the total number of bits
transmitted. A low BER value corresponds to high OSNR and Q factor values.

2.2. Optical Filters

Optical filters work in principle on the same basis as electrical filters. It aims not to reflect any
optical signal to the output outside the wavelength range where the filter is defined. In this study,
Chebyshev, Bessel, Butterworth, Gaussian low-pass filters are used. The Butterworth filter is a type of
signal processing filter designed to have a frequency response as constant as possible in the wavelength
range for which it is defined. He is famous for his success in extremely complex mathematical
expressions. The transfer function of the Butterworth filter is given in (3). Chebyshev filters have steeper
roll-off values compared to Butterworth filters. The transfer function of the Chebyshev filter is given in
(4). The Bessel function, which is frequently used in digital and optical communication systems, is
known for its success in filtering high-frequency signals. Gaussian filters that make convolutions using
Gaussian functions are especially preferred for filtering electronic signals.
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(4)
Here, ¢ is the Ripple factor, o is the cutoff frequency, G is the DC gain, n is the signal order [6].

3. Results and Discussion

An optical network system consists of Optical Network Terminator (OLT), Optical Network
Unit (ONU), passive or active optical intermediate element, and fiber cables that provide information
exchange between OLT and ONUs [7]. The data entered into the system from the OLT is transmitted to
the optical intermediate element with the help of fiber optic cables and distributed among the ONUs.
Each ONU reaches the information coming to the optical intermediate element to be transmitted to it.
Since a single fiber optic line is used for each ONU, it is important to ensure information security at this
point. A disadvantage of a single line serving multiple ONUs is the possibility of conflicting data
transmitted. To avoid this situation, multiple access techniques should be used. TDMA (Time Division
Multiple Access) is generally used as a multiple access technique in optical access networks. Although
less common, WDMA (Wavelength Division Multiple Access) can also be used. The use of WDMA
systems increases the number of users to be accessed and increases device costs.

In this study, using the Optisystem 14.0 software, an active optical network with two users,
shown in Fig. 3, is designed. An optical signal with a frequency of 220THz and a power of 5dBm, shown
in Fig. 4, was given to the system as a message signal. Optical amplifier and Dynamic Switch are used
as active elements. Bidirectional optical fiber was used as the fiber optic channel. The internal structure
of each user block is given in Fig. 5. It is aimed to observe the effect of different types of low-pass filters
at the entrance of the user blocks on the symmetry of the Eye diagram and the Q factor value obtained
at the system output. 10dB gain and 1dB noise are added along the line to the transmitted message signal
from the transmitter.

|

Optical Spectrum Analyzer

Woresrah (m)

Figure 4. Spectral representation of the input signal
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The low-pass filters used in the user units on the designed active optical network were first used
as Chebyshev, Bessel, Butterworth, Gaussian filters with 10 km channel length, respectively. The BER
(Bit Error Rate) Analyzer output of the obtained signals is given in Fig. 6 (a), (b), (c) and (d).

[
5

(©) (d)
Figure 6. BER Analyzer Outputs of (a) Chebyshev filter, (b) Bessel Filter, (c) Butterworth Filter, (d)
Gaussian Filter

Accordingly, the Q factor value in the network using Chebyshev filter is 17.7459, the Q factor
value is 31.4008 in the network using Bessel filter, the Q factor value is 29.2169 in the network using
Butterworth filter, and the Q factor value is 32.1471 in the network using Gaussian filter. When Fig. 6
is examined in detail, it can be seen that the most symmetrical eye curve occurs in the mesh using

Gaussian filter.

117



czo22

e hatmuan.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

4. Conclusion

In this study, a two-user active optical network design was carried out using the Optisystem 14.0

simulation program. The low-pass filters used in each user unit were arranged as Chebyshev, Bessel,
Butterworth, Gaussian filters, respectively, and the effect of filter selection on the system efficiency was
examined. According to the outputs from the BER (Bit-Error Rate) analyzer, the highest Q factor value
was obtained with 32.1471 in the network using Gaussian Filter. In order of success, Gaussian filter was
followed by Bessel filter, Butterworth filter and Chebyshev filter, respectively. Although the Q factor
value is higher in the system using Gaussian filter, the eye diagram is obtained with closer symmetry to
the ideal in the system using Bessel filter. At this point, a choice can be made between a Gaussian filter
and a Bessel filter based on the expected performance from optical networks.
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Abstract: The classification of sound has become an important research topic in recent years. Although
the classification of the sound is difficult due to the nature of the sound, the development of computer
hardware and the high performances of deep learning have made it possible to classify the sound.
Classifying sound is an important area of research, and classification of environmental sound data can
be beneficial in many areas. Classification of environmental sounds can be used in areas such as
multimedia, security perimeter control, and sound surveillance. In daily life, many different methods
are used to process sound data and make automatic inferences from this information. Among them, deep
learning-based approaches are systems that have high performance and accuracy in processing large
audio data, give fast results and have the potential to be used. In the study, the UrbanSoundSK dataset
was trained on magnitude mel-spectrograms extracted from the audio. Classification was carried out

using supervised learning techniques using 10 different environmental sound data classes.

Key words: Deep Learning, Classification, Audio Processing, CNN

1. Introduction

Sound data, which has become a part of city life in daily life, are physical waves that are abundant
in our environment. Sound propagates in waves. Objects collide with each other and periodically
transmit a sound wave from a source. While sound datas can be produced naturally, there are also
artificial sounds sources produced by humans. Not every sound produced can be perceived. For example,
the human ear can hear sound waves in the range of 20-20000 Hz [1].

Classifying sound data is an important research area, and classification of environmental sound
data can be beneficial in many areas. Classification of environmental sounds can be used in areas such
as multimedia, security perimeter control, and sound surveillance [2].

In daily life, many different methods are used to process sound data and make automatic
inferences from the data. Among them, deep learning-based approaches are systems that have high
performance and accuracy in processing large audio data, provide fast results, and have the potential to
be used.[3, 4]. In the literature, there are not enough studies on this subject. There are many studies on
sound classification methods in areas such as speech and music [5, 6]. However, there are not enough

studies on environmental sound data.
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In this study, a dataset named Urbansound8k was used. In this data set, there are 8732 sound
sample data belonging to 10 different classes. Environmental sound data is trained in a CNN-based
model and classification is performed.

In the second part of the study, the model, data set, deep learning, development environment and
sound analysis methods are included. Findings are given in the third section and the results are given in

the fourth section.

2. Material and Method
2. 1. Model Architecture

In this study, audio files with wav extension are read first. Then feature extraction is done. It
needs feature extraction to use sound data in machine learning-based operations in computer-based
systems. 6950 samples were used for training and 1782 samples were used for testing.

2.2. Deep Learning

Machine learning-based techniques help decision support systems by allowing data to be
processed. However, the increase in data size has caused some machine learning-based methods to not
show the desired performance. Deep learning techniques have been developed to overcome this
problem. Deep Learning is a sub-field of machine learning that solves problems by subjecting the
machine learning technique called artificial neural networks to more hidden layers and preprocessing.
In this method, artificial neural networks are operated with more than one hidden layer and the cost
function is tried to be kept to a minimum. Increasing the number of hidden layers requires more powerful
hardware for computation. Deep learning method is used in many fields such as finance, computer
vision, classification.
2.3 Dataset

In this study, a dataset named Urbansound8k was used. In this data set, there are 8732 sound
sample data belonging to 10 different classes: "Air conditioner, car horn, children playing, dog bark,
drilling, engine idling, gun shot, jackhammer, siren, and street music". Samples are up to 4 seconds long
files with the extension wav. The sound files in the data set are examples that can be heard in
environments that are frequently encountered in urban life. All audio files are downloaded from the

www.freesound.org [7]. Audio data is tagged with the help of a csv whose metadata is under 10 different

folders. Metadata tags “slice_file_name, fsID, start, end, salience, fold, classID, class” corresponds to
the “the name of the sound file, the Freesound ID of the sound recording, the start time of the recording,
the end time of the recording, the clarity of the sound, the folder location, the numerical ID and class of

the data” respectively.
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2.5. Development Environment
Google Colab is a development environment by Google that provides GPU and TPU. It allows
development with Python and R languages. Google colab is a platform independent structure that allows

access via Google drive.

2.6. Audio Data Overview and Analysis
Audio data can be analyzed over a time series depending on its frequency (figure 1). The signal

magnitude in a range of an audio data can be represented on a frequency basis. Spectra are used for this.

Time

Figure 1. Waveform representation of a child's sound

Feature vectors are used to distinguish between audio data. These vectors are represented by the
physical characteristic values of the sound. Many feature vectors can be used to distinguish audio data
from one-to-one. Among them, the most used feature vector is the Mel-frequency Cepstral coefficients
(MFCC) scale. This scale has performance success compared to many other scales [7]. Based on MFCC
Fast Fourier Transform, it mimics the hearing process of the human ear. The frequency value of the

audio data can be converted to MFCC scale by using the formula in equation 1.

mel(f) = 2595 * log (1 + f / 700) (1)

In Equation 1, the frequency scale unit is taken as Hz.

First, the MFCC coefficients are extracted from the sound samples. Thus, the necessary feature
vectors to be used for the audio data are found. Then, filtering and feature extraction are performed by
the CNN-based classifier. CNN has a layered structure. In order to train the model faster between layers,

pooling is performed. [8,9].
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3. Results

Classification has been attempted by using supervised learning techniques using 10 different
environmental sound data classes. First of all, sound data were taken and spectra were created with
MFCC. Then, this information is given as input to our CNN-based classifier. Our trained model then
determined which sound data belonged to which class with 78.34% success on the test data (Figure 2).

input furbansound8k /told2/188652-3-8-1.wav' )

Figure 2. The prediction result of the model

In this study, a sound dataset consisting of different classes has been trained and successfully
classified as input test data. Our deep learning-based trained model has classified the environmental
sound data with high success. It is seen that CNN-based systems, which are generally used in image

classification processes, can also successfully classify audio data.
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Abstract: The idea of optimizing communication systems using deep learning techniques is promising
for the future. This new learning method is expected to reduce the need for high power consuming
electronic circuits for solving complex mathematical expressions in communication systems. The use of
deep learning techniques for modulation sensor designs, which is one of the points in need of
improvement in communication systems, will contribute to the literature. In this study, it is aimed to
design a CNN-based modulation detector that detects AM-DSB modulated signals among 26 different
modulation techniques, each of which has equal SNR values, by using the HisarMod2019 data set.
MobilNet architecture was used for experimental studies. With this architecture, 100% F1-score value
was obtained. This result shows that the used architecture has the ability to recognize AM-DSB samples
in the correlation between classification ability.

Keywords: AM-DSB, CNN

1. Introduction

With the development of technology in recent years, performance expectations from
communication systems have increased. Such as higher data rate, larger bandwidth, secure data
transmission and the ability to serve more users at the same time than communication systems to be
used in advanced technology targets such as internet of things (loT), 5G technology, underwater
communication, remote surgical operations, smart transportation systems developments are expected
[1]. Communication systems need innovation and different perspectives at many points in order to meet
these expectations. A communication system basically aims to transmit a message signal to the receiving
unit via wired or wireless channels by modulating it with different modulation techniques in accordance
with physical conditions or system design. The block diagram of a basic communication system is given
in Fig. 1 [2]. Various methods have been developed to determine what kind of modulation a detected
signal has. The most important of these is the modulation classification technique. Accordingly,
modulation technique is tried to be determined by classifying all detected signals according to various
methods such as SNR value, carrier signal frequency, symbol length estimation [3]. With an innovative
perspective to be brought at this point, the use of deep learning techniques for modulation classification
is promising for excellent accuracy and high reliability targets.
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Figure 1. Block diagram of amplitude modulated communication system (a) transmitting block, (b)

receiving block

Deep learning techniques have attracted great interest in recent years. Deep learning is basically
a type of machine learning that predicts results using a given data set. Deep learning methods have a
wide range of uses, from face recognition systems to image enhancement processes. Many deep learning
approaches have been developed for the solution of artificial intelligence problems together with deep
learning architectures. Recurrent Neural Networks, long-short-term memory and Convulotional Neural
Network (CNN) are the most widely accepted deep learning techniques. With the emergence of the
multilayer neural network model, the CNN was developed in order to increase the number of layers and
give better results, first LeCun et al. CNN, which emerged by presenting a gradient-based approach by
[4] and known for its success in classification processes, is especially used in image analysis processes.
In the literature, there are various studies aiming at modulation classification with transfer learning
methods. Peng et al. [5] In their studies, he obtained 74.1% accuracy in 16QAM numerical modulation
classification by using GoogleNet convolutional neural network architecture for modulation
classification purposes. Using the deep belief network deep learning method, Mendis et al. [6] obtained
90.2% accuracy for BPSK modulation type classification.

In this study, MobileNet V2 [7], a CNN-based deep learning architecture, was used to detect
signals modulated with AM-DSB technigue among 26 different modulation technigues, each of which
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has an equal and 20dBm SNR ratio. HisarMod2019 [8], data set was used in the study. Material and
method in Section 2, results and discussion in Section 3 and conclusion in Section 4.

2. Materials and Methods
2.1. Mathematical Model

In this study, white Gaussian noise is modulated with 26 different analog and digital modulation types
in an ideal communication system with Rayleigh damping and free space loss (FSPL), downstream
(transmitter to receiver) and single receiver. It is aimed to classify the signals modulated by Dual
sideband amplitude modulation (AM-DSB) incoming to the sensor in the receiver unit, each of which
has an SNR of 20dBm, among all signals.

2.1.1 Double Sideband Amplitude Modulation (AM-DSB)

The main purpose of the communication systems is to encode the information to be transmitted on
analog or digital signals and deliver it to the receiver without loss through certain communication
channels. For this purpose, modulation process is inevitable in terms of energy efficiency, bandwidth
and spectrum efficiency. Modulation techniques can be examined under two headings, analog and
digital. In amplitude modulation, which is one of the most commonly used analog modulation
techniques, an envelope signal is obtained by superimposing the low frequency message signal on the
amplitude of a high frequency carrier signal. The amplitude modulation in which both the lower and
upper sidebands are used during the transmission of data [9], shown in Fig. 2. is called double sideband
amplitude modulation. AM-DSB is produced by a mixer. It consists of a message signal multiplied by
a carrier signal. The mathematical representation of this operation is shown below using the product-
sum trigonometric identity;

Sm(t) = A, cos cos 2mfy,t) Q)
Sc(t) = A, cos cos (2nf,t) 2
Ss(t) = % [cos (27 (fn + £2)E) + OS2 — £)E)] 3)

Here S,,, (t) denotes the message signal, S.(t) the carrier signal and S,(t) the modulated signal.

Mixer
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Signal | YV UV > > Output

T

FAF-
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Figure 2. AM-DSB modulator block diagram
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2.1.2 MobileNet

MobileNet is a CNN architecture that aims to perform well in deep learning studies and stands out with
its success in multi-image classification processes. MobileNet is an efficient CNN architecture that
reduces the amount of memory used for computing while providing high prediction accuracy. Trained
on ImageNet dataset, this network is suitable for mobile devices or any device with low computing
power. The intermediate expansion layer uses light, deep-based folds to filter features as a non-linear
source. As a whole, the MobileNet architecture includes an initial full convolution layer with 32 filters,
followed by 19 residual bottleneck layers. The MobileNet architecture is given in Fig. 3.

Input

224x224x3 @
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112x112x32 @

DS Conv x 2 % Depthwise separable convolution
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Figure 3. MobileNet architecture
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The architecture in Fig. 3. (a) shows the details of the MobileNet architecture, which includes
convolutional, deeply separable convolutions (DS), mean pooling, fully connected (FC) and softmax
layers, while Fig. 3. (b) shows the details of deep convolution, batch normalization (BN) respectively.
and shows an in-depth description of the DS layer with rectified linear units.

2.1.3 Performance Parameters

Confusion matrix, accuracy, precision, recall and F1-score parameters were used to evaluate
model performance.

TP+ TN
Accuracy = —— 4)
TP+FP+TN+FN
. . TP
Precision = —— (5)
TP+FP
TP
Recall = (6)
TP+FN
ecision x recall
F1=2x =2 2 22 (")
precision+recall

True Positive (TP) refers to correctly classified negative cells, while FN (False Negative) refers
to incorrectly classified negative cells. Similarly, TN(True Negative) indicates correctly classified
positive cells, while FP(False Positive) indicates incorrectly classified positive samples. Confusion
matrix, which includes different combinations of actual values and predicted values, was used in this
study.

3. Results and Discussion

In this study, AM-DSB modulation signals were determined among the signals modulated with
26 different modulation techniques, each of which has equal SNR value, using MobilNet architecture.
Tensorflow and keras libraries were used for experimental studies. With the test set created
independently of the training set, the neural network is provided with classification. No overfitting was
observed during the training. Batch size 32, epoch 50 and optimizer rmsprop are used. The accuracy and
loos graphs for the training and validation set are shown in Fig. 4.
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Figure 4. Accuracy and loss graphs observed during training

As a result of the well-designed model and optimization process, it is seen in Fig. 5 that the
training data model can be generalized for new data that the model has not seen before. Accuracy,
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precision, recall and F1-score values, which represent the classification performance of the model, are
shown in Tab. I.

Table.1 Performance parameters for AM-BSK modulation

samples Accuracy Precision Recall Fl-score

non AM-DSB 22 1.00 1.00 1.00
AM-DSB 22 1.00 1.00 1.00 1.00
macro avg 44 1.00 1.00 1.00
weighted avg 44 1.00 1.00 1.00

As seen in Tab.1, the neural network used detects AM-DSB modulation with an Fl1-score of
1.00 and an Accuracy value of 1.00. The results obtained showed the success of the model used in
detecting this signal. The confusion matrix obtained as a result of the training with MobilNet architecture
is shown in Fig. 5.

True labels
AM-DSB Non AM-DSB

22

Non AM-DSB AM-lDSB

Predicted labels
Figure 5. Confusion matrix obtained as a result of MobilNet architecture training

In confusion matrixes where actual values and estimated values are shown, the first line is not
AM-DSB and the second line is AM-DSB class. Estimates obtained for the model are as seen in Fig. 6.
Estimations of 100% were made with MobilNet architecture. It is clearly seen with the results obtained
that the models have the ability to recognize non-AM-DSB and AM-DSB samples in the correlation
between predictive and classification ability for real classes.

4. Conclusion

One of the points in need of improvement in communication systems is the design of the
modulation sensor. In this study, using the HisarMod2019 data set, a CNN-based modulation detector
was designed to detect AM-DSB modulated signals among 26 signals modulated with different
modulation techniques, each of which has equal SNR values.. With the test set created differently from
the data set created for the training set, MobilNet architecture is provided to make classification
predictions. In experimental studies, 100% accuracy and 100% F1-score values were obtained. These
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results show the success of the used architecture in detecting AM-DSB signal from signals modulated
by various techniques.

In the future, different types of signals will be detected among the signals modulated with 26

different modulation techniques. In addition, the technique and SNR value of these signals will be
determined.
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Abstract: The importance of energy demand continues to rise in parallel with the increasing population,
urbanization, the spread of industry and technology. Load estimations higher than electricity demand
cause too many power supply units to activate, initiating excessive energy intake and providing
unnecessary reserves. Conversely, lower load forecasts may cause the system to operate in a risky
region, resulting in insufficient supply reserves. At the same time, load forecasts form the basis of many
decisions made in energy markets. Electric energy prices optimized according to load estimation
results, It allows electricity markets to be planned and operated in an efficient, transparent, reliable
manner and to meet the needs of the sector. In this study, the instantaneously peak electricity load was
estimated using Artificial Neural Network and Linear Regression Methods. Gross domestic product,
exports, imports, and population are used as based on input values from 1980 to 2019 to analyze these
methods. Artificial Neural Network and Linear Regression Methods are among the methods frequently
used in the literature. The results obtained using Artificial Neural Network and Linear Regression

Methods were analyzed using statistical errors such as MAE, RMSE, and MSE.

Keywords: Electricity Load Forecasting, Artificial Neural Network, Linear Regression Method

1. Introduction

Load forecasting is of great importance for the effective operation and planning of power systems.
Estimation accuracy has a significant impact on the planning of investments in the generation,
transmission, and distribution systems of electrical energy, power system studies, and daily system
operation. Overestimating the electrical energy demand causes unnecessary use of reserve or the
activation of too many power units. This leads to critical operations and significant losses in the
construction of power systems. Furthermore, low electrical energy estimates may not meet the electrical
energy demand, cause the supply reserve to be insufficient and prevent the system from operating
efficiently [1].

Load forecasting is generally related to the hourly, daily, weekly, and annual values of energy
demand and peak load demand. These forecasts are sometimes categorized based on time as short-term,
mid-term and long-term forecasts [2]. In recent years, various methods have been developed for
electrical energy demand forecasting. Statistical models, parametric methods, and learning-based
estimation methods are adopted. Because of the good estimation results, especially in nonlinear complex
problems, load estimation was made using methods based on artificial intelligence algorithms.

It has been observed that neural networks have the ability not only to learn the load series, but
also to model an indefinite non-linear relationship between load and weather variables [3]. Recently,
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machine learning techniques and fuzzy logic approaches have been used for load estimation and
relatively good performances have been obtained. In some academic studies, statistical and probabilistic
approaches have been proposed, especially for long-term load estimations.

Currently, electrical energy demands are non-linear and variable, subject to a wide variety of
exogenous variables such as weather conditions, calendar effects, demographic and economic variables,
and general randomness in individual use. How to effectively integrate various factors into the forecast
model and obtain accurate load forecasts is always a challenge for modern energy systems.

Time series models have been used for electricity load forecasting, such as ARIMA [4], seasonal
autoregressive integrated moving average (SARIMA) [5], linear regression [6], threshold autoregressive
[7], seasonal autoregressive [8], Kalman filtering [9], etc. As mentioned above, electricity load is
affected by many other factors, using only the time series model does not generate an effective result
[10]. Thus, artificial intelligence models have been presented to forecast electricity load, such as support
vector regression [11], fuzzy logic [12], echo state networks [13], expert systems [14], artificial neural
networks (ANN) [15], support vector machines [16].

Moturi and Kioko developed an artificial neural network-based model for short-term electric load
predictions and Kenya National Electricity Transmission Corporation evaluated the performance of the
model to predict load one day ahead by applying real load data on power systems. When the estimation
results are examined, it is understood that the model can perform quite well if it is tested with sufficient
data [17].

Abdoos et al. proposed a new hybrid smart method for short-term electrical load estimation using
load and temperature values of similar past days. To increase the prediction accuracy, the support vector
machines were used as a regression tool by determining the day types. Comparative results showed the
priority of the proposed method in terms of estimation accuracy when compared to some estimation
algorithms [18].

Shushu et al. presented an improved method for mid-term load estimation, combining the Gray
model and the semi-parametric regression model. An error comparison was made between a single
model and a combination model. According to the test sample results, it is understood that the proposed
method has higher sensitivity. The study stated that more accurate estimates can be obtained when more
data is used for the proposed method [19].

Wen et al. used a deep Recurrent Neural Network (RNN) along with Long Short-Term Method
(LSTM) for power load and photovoltaic power forecasting in the microgrid. They proved that the deep
RNN with LSTM performed very well compared to multilayer perceptron. The authors have been
optimized the load dispatch by particle swarm optimization [20].

2. Method

In this study, four input values as import, export, gross domestic product (GDP), and population
from 1980 to 2019 were obtained by the Turkey Ministry of Energy and Natural Resources, World Bank
open dataset, and Turkish Statistical Institute. Again, electricity instantaneous peak load was that output
(target) information was obtained by Turkish Electricity Transmission Corporation. By using these
variables, the electrical instantaneous peak load forecasting performances of the Artificial Neural
Network and Linear Regression Methods were analyzed. Statistical performance indicators such as
MSE, RMSE and MAE were compared to analyze the performance of these methods.
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2.1. Artificial Neural Network

ANN is a generalization of the mathematical model of human cognition and biological neural
[21]. ANN is formed by the combination of artificial neural cells inspired by biological neural cells.
Modeling nonlinear structures, parallel distributed structure, ability to learn and generalize, adaptability
for different problems, and having error tolerance are the most important features of ANNSs [22].

ANN does not need any prior knowledge between input and output variables. By giving input and
output information to the network, it is ensured that the network learns the relationship between input-
output variables [23]. Fig. 1 demonstrates structure and type of input variables of ANN model used in
this study
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Figure 1. Structure of ANN model used in this study

This learning process is called supervised learning. A backpropagation algorithm from the
supervised learning method was used to solve the current problem. Learning of an artificial neural
network by backpropagation algorithm; consists of two stages, forward and backward calculation. In the
forward calculation process, the input values coming to the network are processed with weight matrices
and the output value is calculated. Then, the network weights are rearranged with the backward
propagation of the network based on minimizing the error value between the output value produced by
the network and the actual value. This process continues until the network produces the desired output.

ANN can be used in both cause-effect relationship-based and time-series-based estimation
methods. For an estimation problem based on the cause-and-effect relationship, the inputs of the ANN
represent the independent variable. Its output is the dependent variable. The nonlinear functional
relationship determined by the ANN can be written as in Equation 1 [22].

Y = f(xqy, x5, .., Xp) 1)

X1, X, ..., Xp, represents n independent variables, and Y represents the dependent variable. For time
series forecasting problem, the inputs of the ANN consist of the past observation values of the data
series, while the output represents the future forecast value. The nonlinear relationship determined by
the ANN can be written as in Equation 2 [22].

Yij1 = f(Yt: Yi_1, ---'Yt—n) (2)
132



1c2022
e hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

2.2. Linear Regression Method

Linear Regression analysis (LR) is the most common method used to model the relationship
between two or more variables. If a single independent variable is used as input in the model established
to estimate the dependent variable, it is called single regression, and if more than one independent
variable is used, it is called multiple regression analysis. The relationship between dependent and
independent variable or variables can be linear or curvilinear. By using regression analysis, information
can be obtained about the existence of the relationship between the dependent and independent variables
and, if there is, the strength of this relationship [24]. In this study, the estimation of electrical
instantaneous peak load based on economic indicators and population is modeled using linear form
equation. The linear equation is shown in Equation 3.

YLinear = Wl'Xl + W2.X2 + W3.X3 + W4.X4 + WS (3)

Y in the equation is the dependent variable and is the target value that desired to be obtained. X
is the input parameters and w is the weight. By using the least squares approach, the estimation error
given in Equation 4 is tried to be reduced to zero.

SSE = ¥i=, M (y;_9)? (4)

In Equation, SSE ((Sum of Squares for Error) is the square sum of the prediction errors.  y; is
observed original data and ¥, is the value predicted by the model.

2.3. Obtained Data

Electrical instantaneous peak load between 1980 and 2019 is obtained from Turkish Electricity
Transmission Corporation [25]. Population is taken from the Turkish Statistical Institute [26]. GDP,
import and export values are taken from the World Bank Open Dataset [27].

GDP is an economic indicator. The fact that this value is developing, stagnant or receding also
affects the energy estimation. A developing country will industrialize, and as it industrializes, both
income and energy needs will increase. New constructions mean new consumption points. In other
words, as the population increases, the energy consumption will also increase [28]. Previous studies in
the literature have shown that exports and imports typically have positive effects on electricity
consumption [29]. The Table 1 shows the input variables from 1980 to 2019.

Table 1. Input Variables

Year
S Exports (% of GDP) | Imports (% of GDP) | Population | GDP (current US Dollars)

1980 5.16193171 11.9278859 43975971 68789289566
1981 8.236932034 12.90469561 44988414 71040020140
1982 11.86405139 15.01686967 46025411 64546332581
1983 12.47321262 16.55783918 47073472 61678280115
1984 15.60660269 19.67350242 48114155 59989909458
1985 15.86072288 18.96624923 49133937 67234948265
1986 13.31243772 16.10202176 50128541 75728009963
1987 15.58084042 17.7574446 51100924 87172789528
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1988 18.65397042 17.55286343 52053765 90852814005
1989 16.20291575 17.78075249 52992487 1.07143E+11
1990 13.36510285 17.57789265 53921760 1.50676E+11
1991 13.84113011 16.63488156 54840590 1.50028E+11
1992 14.39223573 17.34512991 55748948 1.58459E+11
1993 13.67380285 19.34328493 56653804 1.8017E+11

1994 21.36213121 20.38372113 57564204 1.3069E+11

1995 19.8916075 24.35102725 58486456 1.69486E+11
1996 21.54265814 27.82665675 59423282 1.81476E+11
1997 24.58171768 30.38860589 60372568 1.89835E+11
1998 20.56833755 19.70601038 61329676 2.75769E+11
1999 18.57785906 18.82375988 62287397 2.55884E+11
2000 19.44877186 22.55182567 63240194 2.72979E+11
2001 26.57792147 22.8209119 64192243 2.00252E+11
2002 24.46069459 22.99984433 65145367 2.38428E+11
2003 22.24313333 23.35833847 66089402 3.11823E+11
2004 22.75048115 25.36920172 67010930 4.04787E+11
2005 21.01778128 24.41935987 67903469 5.01416E+11
2006 21.65041804 26.50069066 68756810 5.52487E+11
2007 21.22022459 26.06936077 69581848 6.7577E+11

2008 22.82625732 27.08006513 70418604 7.64336E+11
2009 22.57367256 23.35880176 71321399 6.4464E+11

2010 20.44880781 25.45040909 72326988 7.71902E+11
2011 22.26240792 30.40053315 73443863 8.32524E+11
2012 23.66736584 28.5779439%4 74653016 8.73982E+11
2013 22.27225514 28.07806938 75928564 9.50579E+11
2014 23.76433477 27.64976944 77231907 9.34186E+11
2015 23.34593035 25.95393541 78529409 8.59797E+11
2016 21.96508274 24.85056382 79821724 8.63722E+11
2017 24.77379433 29.28451591 81101892 8.52677E+11
2018 29.5301044 30.62726715 82319724 7.7135E+11

2019 31.61423692 29.78026305 83429615 7.54412E+11

2.4. Performance Metrics

Error metrics allow the interpretation of the relationships between the actual behaviour of the time
series and the predicted values and help find the best correction constants. Error metrics include mean
absolute error (MAE), root mean square error (RMSE), and mean square error (MSE). MAE and RMSE
evaluate the closeness and the discrepancy of the predicted value to the true value respectively avoiding
the mutual counteraction of the positive and negative errors in the forecast. It is desired to have low
MAE, MSE, RMSE values. Table 2 provides the formulas for the performance metrics [30].
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Table 2. Error Metrics and Their Corresponding Formulas

Error Metric Formyla
MSE MSE = = [y(k)
nkZ‘=1 — t(k)]?
RMSE RMflE n
= |2 b —ewop
MAE MAE ==Y |y(k) — t(l)]

The mean square error demonstrates how close the predicted value is to the actual value. The root
means square error shows how close the forecasted value is to the actual value. The mean absolute error
measures the average size of errors in a set of estimations.

Where; n number of studies and y(k) experimental data, t(k) estimated data.

3. Results and discussion

In this study, population, GDP, import, and export variables from 1980 to 2019 were taken as
input data and electrical instantaneous peak load variable was taken as output data. Using this input data,
the prediction performances of the ANN and LR methods were compared.

The neural network was trained using different activation functions and several layers until the
best performance was obtained with ten (10) hidden layers. Figure 2 shows the architecture for the
forecast with ten (10) layers. 70% of the data collected was used in training the neural network, 15%
was used for the validation and the remaining 15%, was used for the test.

Hidden Layer Output Layer

S

Figure 2. Architecture for the forecast

The validation of the ANN model is to ensure the proper working of the neural network. The
regression values of R for training data set, validation data set and testing data set in the prediction of
electricity energy consumption by ANN are 0.99754, 0.99607 and 0.99909 respectively as shown in
Fig.3. The overall regression value of R was calculated 0.99747, this result shows that the ANN has a
very high reliability in estimating the instantaneous peak load. The actual results were very similar to
ANN predicted results.
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Fig. 4 demonstrates the error between actual electrical instantaneous peak load and predicted values
obtained by using ANN. In the most recent year, there is a 620 MW difference between the actual value
and the estimated value.
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Figure 5. Error graph between real and predicted values using LR

Fig. 5 demonstrates the error between actual electrical instantaneous peak load and predicted
values obtained by using LR.
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The Predicted vs. Actual plot had been used to check model performance as seen in Fig. 6. The
main reason for using the plot is to understand how well the regression model makes predictions for
different response values. A perfect regression model has a predicted response equal to the true response,
so all the points lie around a diagonal line. The vertical distance from the line to any point is the error
of the prediction for that point. A good model has small errors, which means the predictions are scattered
near the line.

Table 3. Error metrics

Methods LR ANN
RMSE 1.11 0.578
MSE 1.23 0.334
MAE 0.935 0.393
Training Time 7.61 sec 6.01 sec

It can be seen from Tab. 3, the average values of RMSE, MSE, MAE and training time were
obtained by the ANN and LR models. It is also seen that the standard deviation values of MAE, MSE,
and RMSE obtained by the ANN are lower than LR models.

4. Conclusion

Understanding of every region of power system such as distribution, generation, substation
transmission, etc. is important to its design, planning and operation. Thus, designing a model that is
applicable to forecast the instantaneous peak load is convenient. In this work, ANN and LR methods are
designed and implemented to estimate instantaneous peak load for Turkey based on the available input
parameters which are GDP, import, export, and population. The ANN and LR model were designed in
MATLAB environment. Both LR and ANN models for the electricity instantaneous peak load of Turkey
have been evaluated applying various independent variables. Although models illustrate useable results
when their R is considered, the performance of ANN model is high compared to the LR model.
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ADLI BiLiSiM iINCELEME YAZILIMLARININ ANDROID CiIHAZLAR UZERINDE
KARSILASTIRILMASI

) Ozge Giinay**, Fatih Ertam*
Firat Universitesi, Adli Bilisim Miihendisligi Béliimii, Elaz1g — Tiirkiye, fatih.ertam@firat.edu.tr
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Ozet: Giiniimiizde teknolojinin ilerlemesiyle beraber, dijital platformlarda mobil cihazlar ile yapilan
siber suglar artis gostermektedir. Adli sorusturmalar igin biiyiik verileri bulunduran mobil cihazlarin
adli bilisim acisindan incelenmesi 6nem arz etmektedir. Mobil cihazlardan en ¢ok tercih edilen Android
cihazlarin, uygun adli bilisim araglart ile adli kopya alma, inceleme ve analiz siireglerinin
gerceklestirilmesi sorusturmalarin agiga ¢ikmasina katki saglamaktadir. Bu nedenle, uzmanlarin
Amdroid cihazlari inceleyen adli bilisim araglar: hakkinda yeterli bilgiye, donanima ve tecriibeye sahip
olmasi1 gerekmektedir. Android cihazlarin siirekli olarak kendini giincellemesi, yeni ozelliklerin
eklenmesi nedeniyle Android cihazlart inceleyen adli bilisim araglarmmin giincel stiriimlerinin
kullanilmast gerekmektedir. Yapuan ¢alismada, Android cihazlarin incelenmesinde kullanilan adli

bilisim araclari ile ilgili teknik ve teorik bilgilere yer verilmis olup adli bilisim araglart karsilasirilmistir.

Anahtar sozciikler: Adli Bilisim, Mobil Adli Bilisim, Android Cihazlarda Adli Bilisim, Mobil Adli
Bilisim Araclar

COMPARISON OF DIGITAL FORENSIC INVESTIGATION SOFTWARE ON ANDROID
DEVICES

Ozge Giinay*!, Fatih Ertam®
'Department of Digital Forensics Engineering, Technology Faculty, Firat University, Elazig,
fatih.ertam@firat.edu.tr
* Corresponding author: fatih.ertam@firat.edu.tr

Abstract: Today, with the advancement of technology, cybercrimes with mobile devices on digital
platforms are increasing. For forensic investigations, it is important to examine mobile devices with big
data in terms of forensic information. Performing forensic copying, examination and analysis processes
with appropriate forensic tools of Android devices, which are the most preferred mobile devices,
contributes to the disclosure of investigations. For this reason, experts should have sufficient knowledge,
equipment and experience about forensic tools that examine Android devices. Due to the constant
updating of Android devices and the addition of new features, it is necessary to use the current versions
of forensic tools that examine Android devices. In this study, technical and theoretical information about
forensic tools used in the examination of Android devices are given, and the performances of the forensic
tools compared.

Keywords: Digital Forensics, Mobile Forensics, Forensics On Android Devices, Mobile Forensics
Tools
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1. Giris

Giliniimiizde islenen suglar, teknolojinin gelismesiyle beraber, iiretilen cihazlar yoluyla dijital
ortamlarda ger¢eklesmektedir [1]. Dijital ortamlarda islenen suglarin olusmasina sebep olan cihazlar ve
bu cihazlar icerisindeki veriler ise ‘dijital/elektronik delil’ olarak adlandirilmaktadir. Dijital ortamlarda
gerceklesen suglarin, elektronik deliller kullanilarak aydinlatilmasi disiplinine ‘Adli Bilisim’
denilmektedir [1]. Dijital ortamlarda gergeklesen adli suglarda, su¢ unsurunun olup olmadigini tespit
etmek igin adli bilisim incelemeleri yapilmaktadir [2]. Adli bilisim alani teknoloji ilerledik¢e akademik
ve teknik caligmalar ile hizli bir sekilde biiytime gostermektedir [2]. Adli bilisim alaninin giin gegtikge
gelismesi nedeniyle incelenen cihaza gore; bilgisayar adli bilisimi, dosya sistem adli bilisimi, ag adli
bilisimi, mobil cihaz adli bilisimi, sosyal ag adli bilisimi, ses adli bilisimi ve bulut adli bilisim gibi farkli
tiirlere ayrilmaktadir [1].

Dijital ortamlarda islenen suglarin olugmasinda kullanilan mobil cihazlar ‘mobil adli bilisim’ tiirtintin
ortaya c¢ikmasina sebep olmustur. Mobil cihazlar, her tiirli yazilim, donanim ve teknoloji ile
gelistirilerek kullanicilar tarafindan tercih edilen, bilgi ve iletisim ¢agi olarak adlandirilan gliniimiiz
diinyasina yon veren en onemli tiriinlerden biri haline gelmistir [3]. Hayatimiza giren mobil cihazlar;
iletisimden sosyal yasama, egitimden sagliga her tiirlii alanda kullanilmaktadir. Mobil cihazlar; genel
olarak kullanim bi¢imleri, sahip olduklar1 donanimlar ve isletim sistemleri bakimindan
siiflandirilmaktadirlar [4]. Kullanicilar tarafindan giiniimiizde tercih edilen tablet, telefon gibi farkli
cesitlerdeki dijital cihazlarin yapisinda bulunan, bu cihazlar i¢in yazilim kodlarindan olusturulan isletim
sistemleri ‘mobil igletim sistemi’ olarak adlandirilmaktadir [5]. Mobil cihazlarda; Apple i0OS, Google
Android, BlackBerry OS, Nokia'nin Symbian'l, Hewlett-Packard'in webOS'u (eski adiyla Palm OS) ve
Microsoft'un Windows Phone OS'si gibi birgok mobil igletim sistemi bulunmaktadir [6].

Mobil adli bilisim, adli bilisimin bir dali olarak dngdriilen ve uygun bilimsel adli kosullart kullanarak
mobil cihazlardan dijital delillerin kurtarilmasi olarak tanimlanmaktadir. Mobil cihazlarin kullanici
sayisinin artmasi, mobil adli bilisim alaninin giderek karmasik bir disiplin haline gelmesine sebep
olmustur [7]. Adli su¢larda kullanilan mobil cihazlar; arama ge¢misleri, mesajlar, fotograflar, videolar,
silinmis veriler, sosyal medya uygulamalari, depolama alanlar1 gibi sorusturma siireglerinde ve giivenlik
analizlerinde adli delil olabilecek yiiksek veri kaynagina sahiptir [8]. Ozellikle mobil cihaz tiirlerinden
biri olan akilli telefonlar; iletisim araci olarak kullanilmasi, kurban bilgilerini igermesi, sugu teskilde
eden kanitlar1 depolamasi ve sug islenmesinde bir ara¢ olarak kullanilmasindan dolay1 sorusturma
slireglerinin bir pargasi haline gelmistir [4].

Analistler, kolluk kuvvetleri, adli bilisim uzmanlar1; adli suglarin islenilmesinde kullanilan mobil
cihazlardan veri elde etme ve analiz etme islemini gergeklestirmektedir. Mobil cihazlarda kullanilan
teknolojinin ¢esitligi, dijital delillerin biriktirilmesi, standartlastirilmis veri ¢ikarma metodolojilerinin
eksikligi gibi sebepler analistlerin mobil cihazlardan dijital delilleri elde edebilmeleri igin zorluk
olusturmaktadir [7]. Mobil cihazlarin delil olabilecek ¢ok fazla veri tiiriinii igermesi ve bu delillerin
silinme ihtimalinin olmasindan dolay1 analistlerin mobil cihaz incelemelerini belirli bir siire¢ (koruma,
ele gecirme, inceleme, raporlama) dahilinde gerceklestirmesi gerekmektedir. Mobil cihazi inceleyecek
analistlere; gerekli egitimlerin verilmesi, mobil incelemede kullanilacak gerekli yazilim (Encase,
Oxygen Forensic, Mobiledit, Paraben, Cellebrite vb.) ve donanimlarin temin edilmesi ve mobil adli
bilisim siireci hakkinda yeterli tecriibeye sahip olmalar1 gerekmektedir [9].
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Literatiirde; Android cihazlarin dosya sistem analizi, Android isletim sistemi etkinligi, Android
isletim sistemi mimarileri, Android cihazlarin adli bilisim siiregleri, Android cihazlardaki gesitli
uygulamalarin analizi, Android cihazlarin sahip oldugu anlik mesajlasma uygulamalarinin analizi,
Android cihazlarda kotii amacli uygulama algilama ve analizi gibi cesitli alanlarda ¢aligmalar
bulunmaktadir. Bu ¢aligsmalarin genelinde, adli goriintii elde etmek i¢in Ozellestirilmis koklendirme
uygulamalar1 kullanilmig ve {icretsiz adli araglar, ticari adli araglar ve manuel yontemler ile elde edilen
analizlerden bahsedilmistir. Bu calismalardan bazilar1 asagida agiklanmistir.

Mevcut Android cihazin adli inceleme c¢alismasinda, Android cihaz {izerinde root kullanici
ayricaliklarinin kazanilmasi i¢in 6zel rooting yontemlerinin kullamildigi gozlemlenmistir. Kazanilan
stiper kullanict ayricaligi ile Android Debug Bridge (ADB) iizerinden dd komutu ile cihazin gerekli
boliimlerinin ve disklerin goriintiileri olusturulmustur. Elde edilen DD gériintiisii, mobil adli bilisim
araclarindan biri olan UFED Pysical Analyzer kullanilarak nasil inceleneceginden bahsedilmistir [10].

Android cihaz tizerinde gergeklestirilen adli ¢aligmada; Happn flort uygulamasinin adli inceleme ve
ag analizi yapilmistir. Android cihaz iizerinde Happn uygulamasinin analizi yapilirken ag trafiginin
yakalanmasi sirasinda Packet Capture uygulamasi Android cihaz iizerinde calismamistir. Ayrica
MOBILEdit Forensic Express adli inceleme araciyla yapilan incelemede Happn uygulamasindaki sistem
verilerinin alinamadig goézlemlenmistir. FTK Imager programu ile yapilan incelemede ise kullaniciya
ait bilgiler, kullanicinin iletisimde bulundugu profiller, boylam/enlem gibi konum bilgileri, kullanici
tarafindan yiiklenen fotograflar, URL baglantilart gibi delillerin nasil bulundugundan bahsedilmistir
[11].

Google Asistan ile entegre uygulamalar ve cihazlar, islenilmis suga tanik olabilmektedir. Google
Asistan’in dinleme yetenegi ve ge¢mis konusmalarin kayitlarini tutmasi, adli sorusturmalarda 6nemli
olabilmektedir. Google Asistan’in Android cihaz tizerinde adli analizi gergeklestirilmistir. SQLite veri
tabanindan ge¢mis konugmalar, olaym ger¢eklesme zamani, kullanici hesabi bilgileri, silinen
konugmalar gibi bilgiler veri tablolarindan kurtarilabilmistir. Ayni1 zamanda yapilan calismada
depolanan gecmis konusmalarin bulundugu bulutta bu yapilarin nasil saklanildigi gosterilmistir.
Cellebrite UFED 4PC adli bilisim araci ile Android cihazin dahili bellegine ulasilarak, Cellebrite
Physical Analzy adli bilisim araci ile Android cihazin dahili belleginin nasil analiz edildiginden
bahsedilmistir [12].

Adli sorusturmalarda sugun islenmesinde biiyiik rol oynayan Android cihazlarin biinyesinde delil
olabilecek verilerin; bozulmadan, silinmeden imaj alma, inceleme ¢alismalarinin uygun adli bilisim
yazilimlar1 kullanilarak gergeklestirilmesi sorusturmanin agiga kavusturulmasina katki saglamaktadir.
Bu nedenle adli sorusturmalarda kullanilan Android cihazin en az iki adli bilisim araci ile adli
kopyasinin alinmasi ve alman kopya dosyas1 iizerinden analizler gergeklestirilip bilirkisi raporunun
hazirlanmas1 gerekmektedir. Bu baglamda Android cihazlar1 inceleyen adli bilisim araglarimin
performanslari agisindan yeterli bilgiye sahip olup, uygun adli araglar ile incelemenin yapilmasi gerekir.

2. Android Cihazin Adli Bilisim Bakimidan incelenmesi

Calismanin amaci; Android isletim sistemine sahip Android cihazi inceleyen, adli inceleme
yazilimlarimin performans karsilastirmalarin1 yapmaktir. Bu nedenle Android isletim sistemine sahip
cep telefonu iizerinde; facebook, instagram, twitter, whatsapp gibi sosyal medya uygulamalar
yiiklenmistir. Bu uygulamalar lizerinden; arkadas ekleme, arkadas engelleme, mesajlasma, paylasim,
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begeni, yorum gibi ¢esitli kullaniciya ait davranislar gergeklestirilmistir. Ayn1 zamanda Android isletim
sistemine sahip cep telefonun iizerinden ¢esitli arama, mesajlasma, fotograf, video gibi islemler
gerceklestirilmistir. Android isletim sistemine sahip cep telefonu lizerinden gerekli islemler yapildiktan
sonra; Magnet AXIOM, MOBILEdit, Oxygen Forensic gibi adli bilisim yazilimlar: ile mantiksal ve
fiziksel imajlar alinarak incelemeler gerceklestirilmistir. Bu yazilimlar ile elde edilebilen delil sonuglar
tablo halinde sunulmustur.

2.1. Android Cihazlarda Adli Bilisim Siirecleri

Dijital ortamlardan elde edilen kanitlarin icerdigi verilerin degismemesi, kanitlarin korunmasi ve
elde edilen kanitlarin raporlama islemini basarili bir sekilde tamamlayabilmek i¢in mobil cihazin adli
bilisim asamalarinin belirli bir plan dahilinde ger¢eklestirilmesi gerekmektedir [13]. Mobil cihazlarin
adli bilisim asamalar1 Sekil 1.’de gosterildigi gibi yedi adimdan olugmaktadir.

I 1.Delil Toplama I I 2. Tammlama I = I S.Hazirhk
I e.Dogrulama I I s.islem I I 4 izolasyon I

7.Belgelendirmme

we Raporlama

Sekil 1. Mobil Adli Bilisim Asamalar1

Delil Toplama Asamasi: Inceleme isteginin islendigi asama, delil toplama asamasi olarak

adlandirilmaktadir. Bu asamada istek/talep formu, mobil cihazin suca karigtigi olay, miilkiyet gibi genel
bilgilerin belgelenmesi islemleri yapilmaktadir. incelenen her bir cihaz icin inceleme siirecinin
dokiimantasyonu baslatilmis olur [14].

Tanmimlama Asamasi: Inceleme uzmani, her bir mobil cihaz incelemesinde cihazin incelenmesi

i¢in yasal yetkisini, inceleme amaglarini, cihazlar igin marka, model ve tanimlama bilgisini, ¢ikarilabilir
ve harici veri saklama alanini tanimlamalidir [15].

Hazirlik Asamasi: Hazirlik asamasinda, incelenecek mobil cihaz i¢in inceleme sirasinda izlenecek

metotlar belirlenir ve kullanilacak araglarin se¢cimi yapilir. Bu asama ayrica tiim ekipmanlarin,
kablolarin, yazilimlarin ve siiriiciilerin hazirlanmasi siirecini de igerir. Kullanilacak araglarin miimkiinse
en son siiriimii temin edilir [14].

Izolasyon Asamasi: izolasyon asamasinda, uzaktan erisim yolu ile delil niteligindeki verilerin

silinmesini, verilerin iizerine yazilmasini, gelen aramalari ve kisa mesajlar1 engellemek gibi mobil
cihazin sinyal baglantilarinin kesilmesi islemi faraday ¢antalar1 kullanilarak yapilir [14].

Islem Asamasi: Mobil cihazin izolasyon islemleri tamamlandiktan sonra mobil cihazin islenmesi
asamasina gecilir. Bu asamada arzu edilen verilerin telefondan ayiklanmasi islemleri gerceklestirilir
[27]. Islem asamasinda, mobil cihazdan elde edilmis olan verilerin 6zgiinliigiiniin bozulmamasi igin,
mobil cihazdan elde edilmis olan adli kopyalar(imajlar) tizerinde islemlerin gergeklestirilmesi
gerekmektedir [16].
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Dogrulama Asamasi: Telefonu isleme asamasindan sonra, inceleme uzmaninin telefondan

cikarilan verileri dogrulamak icin birtakim diizenlemeleri yapmasi sarttir. Ayiklanan verilerin
dogrulanmasinin yapildigi asamadir [14].
Belgelendirme ve Raporlama Asamasi: Mobil cihaz ile ilgili yapilan inceleme ve analiz

sonuglarindan elde edilen verilerin raporlandig1 asamadir [7]. Yazilan rapordan elde edilen sonuglarin

savunabilir ve tekrar edilebilir olmasi gerekmektedir [16].

2.2. Android Cihazlarin incelenmesinde Kullamlan Adli Bilisim Yazilimlar

Mobil kullanict sayisinin artmasiyla beraber, teknolojinin agirlikli olarak mobil cihazlar {izerinde
gelistigi soylenebilir. Mobil cihazlar, icerdikleri farkli database tiplerine sahip sayisiz uygulamalar,
sahip olduklar1 degisik tipte ¢ip setler ve daha birgok farkli parametreden Gtiirii incelenmesi agisindan
bilgisayarlara gére ¢ok daha karmasiktir. Bu sebeple bu tip cihazlarin siirekli kendini gelistiren, ayni
zamanda da kullanici dostu 6zel yazilimlarla incelenmeleri gerekmektedir.

2.2.1 Oxygen Forensic

Oxygen Forensic yazilimi giiniimiizde mobil adli bilisim araglarindan biri olarak; sifrelenmis
dosyalari, medya verilerini, bulut depolama verilerini, arama kaydi verilerini, sms verilerini, sosyal
medya uygulamalarinin verileri gibi bircok delil niteligindeki verileri, Android, i0s, Windows Mobile
gibi bircok isletim sistemine sahip mobil cihazlarin incelenmesi, analiz edilmesi ve raporlanmasi gibi
islemlerinin yapildig1 adli ara¢ olarak kullanilmaktadir. Oxygen Software tarafindan iiretilen yazilim
mobil cihazlardan veri ayiklama ve adli analiz/raporlama islerinde yaygin olarak kullanilmaktadir.
Yazilimin en giiclii yanlar1 gelismis ve detayli raporlama 6zellikleri ve birgok farkli donanima ve mobil

isletim sistemine destek vermesidir [17].
2.2.2 Magnet AXIOM

Magnet AXIOM; akilli telefon, bilgisayar gibi elektronik cihazlardan, delil niteliginde olan ilgili
verileri toplamak i¢in hazirlanmig adli araglardan biridir. Adli sorusturma uzmanlar tarafindan delilleri
aramak i¢in kullanilan Magnet AXIOM, verileri gorsellestirebilir, analiz edebilir, verileri dogrulayabilir
ve diger araglarla elde edilen goriintiileri incelemek iizere tek bir vaka dosyasinda birlestirebilme gibi
ozelliklere sahiptir [6].

2.2.3 MOBILEdit Forensic

Farkli igletim sistemlerine sahip mobil cihazlardan; arama kayitlarinin verileri, sms verileri,
medya verileri, uygulamalara ait veriler gibi kullanicinin kisisel verilerinin ayiklanmasi, incelenmesi,
analiz edilmesi gibi iglevleri yerine getiren mobil adli bilisim araci olarak giiniimiizde kullanilmaktadir
[18].

Cellebrite, XRY, Paraben, Encase, Autopsy, AccessData Mobile Forensic, SAFT gibi mobil cihazlar

inceleyen adli bilisim yazilimlarida bulunmaktadir.
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2.3. Android Cihazlarda Adli Bilisim Araclarinin Siniflandirilmasi

Mobil cihazlarin adli olarak incelenmesini ve analizini yapabilmek i¢in adli bilisim araglarinin
kullanilmas1 gerekmektedir. Mobil cihazin adli incelemesini yaparken yalnizca bir araca bagh
kalmayarak farkli tiirdeki adli araglarin kullanilarak incelemenin yapilmasi kanitlarin bulunmasina katki
saglamaktadir. Sam Brothers, bu amagla mobil cihazlar i¢cin adli bilisim ara¢ siniflandirma sistemini
gelistirmigtir [19].

2.3.1  Manuel Inceleme (Manual Extraction)

Manuel inceleme yontemi; cihazin tus takimi veya dokunmatik ekrani kullanilarak dogrudan
telefondaki verileri goriintiilemeyi icermektedir. Kesfedilen bilgiler daha sonra fotografli olarak
belgelenir. Manuel olarak veri ¢ikarma islemi hizli ve kullanimi kolaydir ve hemen hemen her telefonda
calisir. Bu yontem, arayiize asina olmama nedeniyle belirli verilerin kaybolmasi gibi sorunlara yol
acabilir. Boyle bir durumda silinen bilgileri kurtarmak ve tiim verileri almak miimkiin degildir [20].

2.3.2  Mantiksal Imaj Alma (Logical Extraction)

Mobil cihazi, kablolu veya kablosuz baglantilar ile is istasyonuyla iligkisi saglanarak imaj alma
islemi mantiksal imaj alma olarak adlandirilmaktadir. Farkli baglant: tiirleri ve ilgili protokoller verilerin
degistirilmesine (6rnegin, okunmamigs SMS) veya farkli miktarlarda verilerin ¢ikarilmasina neden
olabileceginden, incelemeyi yapan kisi belirli bir baglanti yontemi segerken ilgili sorunlarin farkinda
olmalidir. Adli bilisim araglar1 (Paraben, XRY, UFED vb.) bilgisayardan mobil cihaza kurulan arayiiz
iizerinden bir dizi komut gondererek mantiksal imaj alma iglemini baslatir. Mobil cihaz, komut talebine
gore yanit verir. Yanit (mobil cihaz verileri) is istasyonuna geri gonderilir ve raporlama amaciyla adli

tip denetgisine sunulur [18].
2.3.3  Fiziksel Imaj Alma (Hex Dump)

Hex dump olarak bilinen diger bir adiyla fiziksel imaj alma ydntemi; mobil cihazi i istasyonuna
baglayarak, onyiikleyiciyi(bootloader) ve isaretlenmemis kodlar1 mobil cihaza gondererek, mobil
cihazin belleginde bulunan verilerin bilgisayara gonderilmesini saglar. Fiziksel imaj alma yontemi,
ayrilmamig alanlardaki verilere ulasarak silinmis verileri kurtarmasi ve analistlere kanit niteligindeki

verileri saglamasindan dolayi tercih edilebilmektedir [19].
2.3.4  Cip Sokme (Chip-Off)

Chip-Off yontemi, verilerin dogrudan mobil cihazin flash belleginden fiziksel olarak
¢ikartilmasini ifade eder. Chip-off yontemi analistlere ham ikili goriintli sagladigindan dolay1 tersine
mithendislik igleminin yapilmasi gerekir. Tersine miihendislik islemleri tamamlandiktan sonra ham
goriintii analistler tarafinda analiz edilir. Sayisiz ham veri formati, yonga tiirlerinin fazlaligi, ¢ikarma

islemi sirasinda yongaya zarar verilebilme ihtimalinde kaynakli zor bir yontemdir [19].
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2.3.5  Mikro Inceleme (Micro Read)

Mikro inceleme yontemi, mobil cihazin hafiza yongasinda bulunan delil niteligindeki verilerin,

gliclii mikroskoplar araciligi ile incelendigi, teknik, pahali ve fazla tercih edilmeyen yontemdir [16].

2.4. Android Adli Bilisimde Veri Toplama Tiirleri

Dijital/elektronik cihazlardan delil niteligindeki verilerin farklt yollar kullanilarak
goriintiilenmesi siireci ‘veri elde etme’ olarak tanimlanmaktadir. Dijital/ elektronik cihazlarin tiirline
gore veri elde etme islemlerinin zorluk derecesi farklilik gostermektedir. Mobil cihaz tiirlerinden biri
olan cep telefonlarindan; fiziksel olarak, mantiksal olarak ve manuel olarak farkli ¢esitlerde veri elde
etme yontemleri bulunmaktadir. Kullanilacak olan veri ¢ikarma tiirli; dijital cihazdan elde edilmesi
beklenen veri tiirtine ve miktarina gére degisim gosterebilmektedir [19].

2.4.1 Fiziksel Edinim

Mobil cihazlarin fiziksel olarak elde edilmesi, mobil adli araglar ve yontemler kullanilarak
gergeklestirilmektedir. Fiziksel edinim ile bellege dogrudan erisim yoluyla cihazdan bilgi
almabilmektedir. Bu siireg, bilgisayarlarin adli inceleme arastirmalarinda benimsenen yaklagima benzer
sekilde, tiim dosya sisteminin bit bit kopyasini olusturur. Fiziksel bir alim, silinen veriler ve ¢ogu
cihazdaki ayrilmamig alana erisim dahil olmak iizere bir cihazda bulunan tiim verileri alabilir [20].

2.4.2 Mantiksal Edinim

Cep telefonlarindaki verinin bir bilgisayarla senkronize olarak elde edilmesi islemi mantiksal
edinim olarak tanimlanmaktadir. Mobil adli bilisimde kullanilan adli araglarin birgogu mantiksal edinim
islemini yapabilmektedir. Analistler tarafindan mobil cihazdan mantiksal edinim isleminin yapilmasi
kolay olmakla beraber, delil niteliginde olan verilerin bir kismina ulagilabilmektedir. Mantiksal edinim
islemi, delil niteliginde olabilecek ayrilmamis alandaki silinmis bulgularin elde edilmesini
gerceklestirememektedir [20].

2.4.3 Manuel Edinim

Mobil cihazlardan veri elde islemleri gerceklestirilirken genel olarak fiziksel edinim tercih
edilmektedir. Fiziksel edinimin ger¢eklesmedigi durumda ise mantiksal edinim islemi tercih
edilmektedir. Mobil cihazlardan veri elde isleminde en az tercih edilen yontem olarak manuel edinim
islemi kullanilmaktadir. Manuel edinim isleminde analistler mobil cihazda bulunan verilerin
aragtirmasini kullanict arayiiziinii kullanarak yapmaktadir. Manuel edinim ile veri toplama tiirii diger
veri toplama tiirlerine gore daha risklidir. Cilinkii insan hatasindan kaynakli olarak veriler
silinebilmektedir. Manuel edinim isleminin gergeklestirilmesi kolay olmakla beraber yalnizca goriinen
olgulara ulagilabilmektedir [19].

2.5. Android Adli Bilisimde Karsilasilan Zorluklar

Mobil cihazlarin adli inceleme agisindan 6nemini bilerek, adli bilisim uzmanlarinin karsilastigi
mevcut bilinen zorluklart bilmek gerekmektedir [9].Bir cep telefonu sorusturmasinda, ilk islem
telefonun kimliginin tespit edilmesi olmalidir. Birden fazla ag tasiyicis1 ve cihaz {ireticisi oldugu
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diisiiniildiigiinde, egitimli aragtirmacilar icin bile bir telefonu tek basina tespit etmek son derece
zordur.Mobil cihazlarin isletim sistemleri, sahip olduklari donanimlar, mobil cihazlarin boyutlar1 ve
ozellikleri teknoloji ilerledikge gelisim gosterip degistigi i¢in farkli mobil cihaz tiirleri piyasaya
stiriilmektedir. Adli bilisim uzmanlarmin mobil cihaz {izerinden inceleme gerceklestirirken, isletim
sistemlerindeki ¢esitlilik nedeniyle, bu isletim sistemleri hakkinda yeterli bilgiye hakim olmasi
gerekmektedir. Cihaz lizerinde benzersiz veri formatlari bulunmakla beraber veri dosyalar1 birkag yerde
saklanabilir. Adli yazilim araglarinin yapimcilarinin, bu dosyalar1 insanlar tarafindan kolayca
anlasilabilecek bilgilere doniistiirecek yazilimlar yazabilmeleri igin bu formatlardan haberdar olmalari
gerekecektir. Ayn1 zamanada cihaz lizerindeki veriler uzaktan silinebilir. Bu nedenle verileri korumak
icin birden fazla teknolojinin kullanilmasi gerekmektedir. Mobil cihazlarda teknolojinin ilerlemesiyle
beraber kullaniciya ait kigisel bilgileri koruyabilmek igin giivenlik mekanizmalar1 gelistirilmektedir.
Adli bilisim uzmanlar1 tarafindan incelenen mobil cihazin sahip oldugu giivenlik 6zelliklerindeki
sifreleme mekanizmalari, adli incelemede gerekli olgularin elde edilmesinde sorun teskil edebilmektedir

[91.
3. Bulgular

Android isletim sistemine sahip Android cihaz ile olusturulan delil niteligindeki veriler adli biligim
araclari ile incelenmistir. Android isletim sistemine sahip cihaz ile olusturulan delillerin biitiinliigiinii
bozmamak i¢in Oncelikle incelenen cihazin adli kopyasi(imaj) alinarak imaj dosyasi {izerinden analizler
gergeklestirilmistir. Adli bilisim araglariyla 6ncelikle mantiksal imajlar alinmigtir. Mantiksal olarak imaj
alma yonteminde; mobil isletim sistemleri verilerin bir kismina erigim izni vermektedir. Mantiksal imaj
ile elde edilen delil niteligindeki veriler genel olarak; arama kayitlari, SMS, fotograflar, videolar, ses
dosyalari gibi verilerdir. Fiziksel imaj ise mantiksal imajin aksine Android cihazin tiim belleginin birebir
kopyasini almaktadir. Fiziksel imaj ile kullanicinin erigebildigi alanlarla birlikte ayrilmamis alandaki
veriler ve silinmis verilerde bulunabilir. Fiziksel imaj ile elde edilen delil niteligindeki veriler; arama
kayitlari, SMS, fotograflar, videolar, silinmis mesajlar, silinmis arama kayitlari, e-postalar, uygulama
verileri ve daha fazla elde edilebilecek veri tipleridir. Fiziksel imaj ile mantiksal imaja gore daha fazla
kapsamli inceleme yapilarak, delil niteligindeki silinmis verilere, ayrilmis alandaki verilere ulasilabilir.

Adli kopyalar; Oxygen Forensic Detective, MOBILEdit Forensic Express ve Magnet AXIOM adli
araglart kullanilarak analiz edilmistir. Yapilan analiz sonucunda Android isletim sistemine sahip
Android cihaz1 incelemek i¢in kullanilan adli araglarin; adli inceleme araglarinin siiriimleri, mobil
cihazin igletim sistemi, modeli, markasi, uygulamalarin siiriim versiyonu gibi nedenlere bagli olarak veri
elde etme performanslari degisiklik gosterebilmektedir. Android isletim sistemine sahip Android cihaz
iizerinde gerceklestiren kullaniciya ait olusturulan delil niteligindeki verilerin adli bilisim araglartyla
incelenmesi sonucunda verilerin blylik ¢ogunluguna ulasilabilmektedir. Ayni zamanda mobil adli
incelemeyi yapan adli bilisim araglarmnin yazilim arayiizleri anlasir ve kolay kullanima sahip oldugu
sonucuna varilabilmektedir Elde edilen analiz sonuglar1 incelendiginde; daha kapsamli verilere (silinmis
veriler, ayrilmamig alanlardaki veriler vb.) ulasabilmek i¢in fiziksel imaj alinarak analiz yapilmasi
gerekmektedir. Fiziksel imaj alinamamasi durumunda (cihaza root yetkisi verememe vb) mantiksal imaj
almarak incelemeler gercgeklestirilebilir. Sonu¢ olarak Tablo |.’e bakildiginda Android cihazin
incelemesini yapan adli bilisim araglarinin performanslarina bakildigindan, bu ti¢ aracin arama kayitlart,
SMS, fotograflar gibi Android cihazda gergeklesen verileri elde edebildigi goriilmektedir. Fakat sosyal
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medya ile olusturulmus verilere Magnet AXIOM ve Oxygen Forensic adli araci ile ulasilabilirken
MOBILE(dit adli arac1 ile bu veriler elde edilememistir.

Tablo I. Mobil Adli Bilisim Araglarinin Performanslarinin Karsilastirilmasi

Ozellik

Mobil Adli Bilisim Araclar:

Oxygen Forensic
(Fiziksel Imaj)

Oxygen Forensic
(Mantiksal
Imaj)

MOBILEdit
Forensic
(Fiziksel Imaj)

MOBILEdit
Forensic
(Mantiksal imaj)

Magnet
AXIOM

(Fiziksel imaj)

Magnet AXIOM
(Mantiksal
Imaj)

SMS

+

+

+

+

Silinmis SMS’ler

+

+

+

+

Arama Kayitlar

+

+

+

+

Silinmis Arama

Kayitlan

Facebook Kisi

Mesajlari

Instagram Kisi

Mesajlari

Twitter Kisi

Mesajlari

Facebook Hesap
Bilgileri

instagram Hesap

Bilgileri

Twitter Hesap
Bilgileri

Facebook Silinmis

Mesajlar

Twitter Silinmis

Mesajlar

instagram Silinmis

Mesajlar

Facebook
paylasim, begeni

yorum

Twitter retweet,

tweet,begeni

Instagram
gonderi, begeni,

yorum

E-posta

Silinmis E-

postalar

Web Tarayic1
Gecmisi
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Whatsapp

Mesajlar1

Whatsapp Silinmis

Mesajlar

Whatsapp Sesli
Konusma,
Goriintiilii

Konusma

Whatsapp Hesap

Bilgileri
Whatsapp Kisi
Bilgileri * *
Fotograf ve
Videolar v * *
Silinmis Fotograf
ve Videolar v *
Yiiklii
Uygulamalar * * *
Elektronik
Belgeler * * *
Ag Bilgileri + + +
Notlar + + +
Ses Dosyalar + +
Silinmis Ses
Dosyalan * ¥
4. Sonug¢

Yapilan ¢alismada; Android cihazi inceleyen mobil adli bilisim araglarinin islevleri incelenmis olup
mobil adli bilisim araglarinin performanslarinin karsilastirilmasi yapilmstir.

Teknolojinin ilerlemesiyle birlikte giiniimiizde mobil cihazlarin kullanimi giin gegtikce artmaktadir.
Mobil cihaz kullanici sayisinin artmasiyla birlikte mobil isletim sistemleri giincellenmekte ve farkl
isletim sistemlerine sahip cihazlar piyasaya siiriilmektedir. Bu nedenle siber suglarin
gerceklestirilmesinde mobil cihazlar biiyiik rol oynamaktadir. Adli bir sorusturmada mobil cihazlardan
elde edilen delillerin sorusturmanin agiga kavusturulmasindaki 6neminden bahsedilmistir.

Mobil cihazlarin adli olarak incelenmesinin dogru bir sekilde gerceklestirebilmek icin; mobil
cihazlarm adli bilisim siire¢ asamalari, mobil cihazlardan veri toplama tiirleri (fiziksel edinim, mantiksal
edinimi, manuel edinim), mobil cihazlar1 inceleyen adli bilisim yazilimlar1 (Cellebrite, Oxygen
Forensic, Paraben, Magnet AXIOM, MOBILEdit Forensic, SAFT vb.) ve mobil cihazlarin adli
incelemesinde karsilasabilecek sorunlardan bahsedilmistir.

Son olarak Android isletim sistemine sahip Android cihaza; sosyal medya uygulamalar yiiklenerek
kullaniciya ait davraniglar gergeklestirilmistir. Android isletim sisteminden Oxygen Forensic Detective,
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MOBILEdit Forensic, Magnet AXIOM adli bilisim araglar1 kullanilarak mantiksal ve fiziksel olarak
imajlar1 almmis olup imaj dosyalar1 incelenmistir.

Yapilan incelemeler sonucunda Android isletim sistemine sahip cihazin fiziksel imajlarindan elde
edilen delil niteligindeki verilerin, mantiksal imajlara gore daha yeterli ve kapsamli oldugu
gozlemlenmistir. Clinkii Android isletim sistemine sahip cihazin mantiksal imajlar1 incelendiginde
verilerin bir kismina erisilerek yani elde edilen delil niteligindeki verilerin yetersiz oldugu
gdzlemlenmistir. Android igletim sistemini inceleyen Oxygen Forensic, Magnet AXIOM, MOBILEdit
Forensic adli araglarinin analiz sonuglarina bakildiginda fiziksel imaj ve mantiksal imaj olarak elde
edilen delil niteligindeki verilerin hemen hemen hepsine aynmi oranda erisebildikleri gézlemlenmistir.
Fakat sosyal medya uygulamalarindaki verilere Magnet AXIOM ve Oxygen Forensic adli araclari ile
erigilebilirken MOBILEdit adli aract ile sosyal medya uygulamalarindaki verilere erisilemedigi
gozlemlenmistir. Bu nedenle Android isletim sistemine sahip Android cihazi inceleyen bu ii¢ mobil adli
bilisim aracinin performanslarina bakildiginda en az iki adli bilisim araci kullanilarak delillerin

analizlerin yapilmasimin gerekli oldugu gozlemlenmistir.
5. Oneriler

Android cihazlarin igletim sistemlerini ve uygulamalarin siirekli giincellestirmelerinden dolay1 mobil
adli bilisim araglarina devamli olarak giincellestirme islemlerinin yapilmasi gerekmektedir.

Mobil cihazlar1 inceleyen analistlerin, mobil adli inceleme araglari hakkinda yeterli donanim ve
tecriilbeye sahip olmalari, ayn1 zamanda gerekli kanitlar1 elde edebilmek ve verilerin teyit edilmesi
islemini gergeklestirebilmek icin en az iki adli bilisim aracini kullanmasi gerekmektedir.

Siber sug¢larin gergeklestirilmesinde rol oynayan mobil cihazlarin adli bilisim siireclerine genel bir
cergeve cizilmesi, tecriibelerin aktif olarak bir platform {izerinden paylasilmasi ve egitimlerin
gerceklesmesi gerekmektedir.

Mobil cihazlarin incelemesini gergeklestiren adli araglarin lisans satin alinarak yapilmasi, bu alanda
yetisecek uzman sayisini kisitlamaktadir. Bu nedenle mobil cihazlardan veri elde edebilmek i¢in manuel

olarak veri elde etme konusunda gerekli egitimlerin verilmesi dnerilmektedir.
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YER ALTI ELEKTRIK DAGITIM HATLARINDA MEYDANA GELEN ENERJi
KAYIPLARININ TESPIiTi iCIN IOT TABANLI MODULER SiSTEM TASARIMI
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Ozet: Enerji kullanimimin giin gectikce artis gostermesi ve bununla beraber enerji kaynaklarinin ise
kisithlig1, alternatif enerji kaynaklarimn arayisint zorunlu kilmistir. Ote yandan da mevcut enerjinin
verimli kullanimi ile kayiplarin azaltilmasi da olduk¢a 6nem arz etmeye baslayan ve ¢oziim gerektiren
bir baska konu olarak éne ¢cikmaya baslamistir. Bu nedenle uygulanan yeni teknolojiler ve politikalarla
daha az ve akillica enerji kullaniminin hem tegvik edilmesi hem de daha kaliteli ve kesintisiz bir hizmet
sunulmasi amaglanmaktadir. Bu baglam da teknik kayiplarin yam sira teknik olmayan kaywplar ile de
etkin miicadele yontemlerinin gelistivilmesi 6nem arz etmektedir. Bu ¢alismada bahsi edilen soz konusu
durum dikkate alimip nesnelerin interneti (loT) tabanli bir sistemin tasarlanarak ileriki zamanlarda
ozellikle Tiirkiye'deki elektrik dagitim hizmeti sunan kuruluglarin yeralti elektrik enerjisi dagitim
sebekelerine entegrasyonunun saglanarak, mevcutta kullanilan akilli sebeke yonetimlerinin bir parcasi
olmast amaglanmaktadr. Bu sayede teknik kayplarin anlik olarak tespit edilebilmesinin
kolaylastirimasi, bunun yanminda da teknik olmayan kaywplarin hizli fark edilmesinin miimkiin hale
getirilmesi amaglanmaktadir. SO0z konusu bu durum icin de maliyeti diigiik ve ayni zamanda etkin olan
bir donamimsal sistem tasarimi gergeklestirilmistir. Tasarlanan sistem, hem mevcut kullanilan takip
sistemlerine entegrasyonunu yapilabilecek hem de tek basina ¢alisabilme yetenegine sahip esnek bir
yapr olarak one ¢ikmaktadir. Bu sayede hizmet kalitesi arttirilmig saglikly enerji ihtiyact duyan

tiiketicilere, bu hizmetin saglanmasi ve akilli sebeke yonetiminin kolaylastirilmasi hedeflenmektedir.

Anabhtar sézciikler: Elektrik Dagitim Sebekesi, Teknik Olmayan Enerji Kayiplari, Nesnelerin Interneti.

DESIGN OF AN IOT BASED SYSTEM TO DETECT THE ENERGY LOSSES IN
UNDERGROUND ELECTRIC DISTRIBUTION CABLES
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Abstract: The rising demand in energy use and the limited energy resources makes the search for new
alternatives of energy resources inevitable. On the other hand, the efficient use of existing energy
resources and the reduction of losses have also become a significant issue that must be dealt with. In
this context, it is important to develop effective methods in order for dealing with the energy losses
occurring in the electric distribution lines. In this study, such a case is considered, and an internet of
things (1oT) based system is designed with the aim of being integrated to the underground electrical
energy distribution networks in the future. The developed system includes cost-effective hardware design
and an efficient connection scheme that exploits the 10T technology. The constructed system has been
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designed in such a way that it can be integrated with the existing smart monitoring systems used by the
electric distribution companies in Turkey. In addition, the constructed system also has the flexibility of
being used as a stand-alone system. In this way, it is aimed to make the instant detection of technical
and non-technical losses possible in a cost-effective and efficient manner such that the customers can
be provided with a good quality service.

Keywords: Electric Power Distribution Network, Non-Technical Energy Losses, Internet Of Things.

1. Giris

Gliniimiizde temel yasam parametreleri icerisinde yer alan elektrik enerjisi kullanimimin giin
gectikce artisi, bununla birlikte tersi yonde reaksiyon gosteren enerji kaynaklarinin kisitliligr devletleri
ve tiiketicileri alternatif yeni arayislara sevk etmis, mevcut enerji tiikketimlerinin verimli kullanimina
yonlendirmis ve kayiplarin azaltilmasini planlamaya mecbur kilmustir [1]. Elektrik enerjisinin etkin
olmayacak tarzda kullanilmasindan kaynakli, ilk {iretimden son tiiketimine kadar olan her safhasinda
kayiplar meydana gelebilmektedir [2]. Bu nedenle uygulanan yeni teknolojik uygulamalar ve
politikalarla enerji tasarrufunun saglanmasi, ihtiyag duyulan enerjinin daha akillica kullanilmasi oldukg¢a
onem arz etmektedir [3—7]. Bu baglamda bu calisma ile yiiksek kayipli elektrik enerjisi dagitim
bolgelerine yonelik olarak yer alt1 elektrik enerjisi dagitim sebekesindeki mevcut kayiplar ile miicadele
edilmesine destek olunmasi hedeflenmistir. Bu noktada ise giinliikk yasantiya gittikge daha da fazla
sirayet etmeye baslayan nesnelerin interneti (IoT) [8-10] kavramindan istifade edilmistir.
Gergeklestirilen sistemin donanimsal yapisi sahadan veriyi alip uzak noktada bulunan kontrol merkezine
internet ag yapisi araciligi ile iletebilecek sekilde tasarlanmistir. Bunun yaninda, var olan mevcut teknik
alt yapilara da entegre edilebilir sekilde de esnek bir yap1 kazandirilmistir. Bu sayede yer alt1 elektrik
enerjisi kablolarindaki kayiplarin anlik olarak izlenebilmesinin ve bdylece de saha ekibinin de daha

verimli olacak sekilde organize edilmesinin miimkiin kilinmas1 hedeflenmistir.
2. Dagitim Altyapisi

Elektrik sebekesi, iiretilen elektrik enerjinin tiiketicilere iletilmesi maksadiyla olusturulmus
karmasik bir agdir [11]. Bu ag elektrik giicii iireten enerji santralleri, nakil hatlar1 ve tiiketicilere baglanti
saglayan bilesik dagitim hatlarindan olusur. Sekil 1 ile bu durum gorsel olarak da ifade edilmektedir.
lgili sekilden de goriilebilecegi gibi elektrik enerjisinin son kullanicilara ulastiriimas: siireci birgok
asamadan olusmakta olup oOzetle enerji kaynaginin uygun sekilde donistiiriilmesi ve iletilmesi
asamalarindan meydana gelmektedir. Bu siireg igerisinde de kayiplar meydana geldigi i¢in ancak belli
bir kism1 kullanilabilmektedir.
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Sekil 1. Elektrik enerjisi liretim, iletim ve dagitim semasi

Dagitim sebekelerinde 1000 Volt altinda elektrik enerjisini tiiketicilere ileten algak gerilim
sebekesi, dagitim trafolarindan ve tiiketicilere kadar enerjiyi tasiyan hatlardan olusur. Yerlesim alanlari
ve alan ayrisim noktalart olan caddeler, yollar ve meydanlar boyunca dizayn edilen hat parcalarin
birbirine eklenmesi ile algak gerilim kollari; bu kollarin birbirine eklenmesinden de algak gerilim
dagitim sebekeleri meydana gelmektedir. Bu tiir sebekelerde kullanilan hatlara ise algak gerilim dagitim
hatlar1 denilmekte olup iletim iglemi havai ya da yer alt1 kablolariyla saglanmaktadir. Yer alt1 kablolar1
ile yapilan tesislerde, goriintii estetigi agisindan direk ve diger malzemeler kullanilmamakta, bu sayede
de meydanlarin ve caddelerin goriintii estetigi bozulmadan dagitim saglanmaktadir. Ancak maliyet
agisindan yer alt1 kablolar1 havai hatlara nazaran daha pahalidir ve olasi arizalara miidahale ile uygunsuz

kullanimlarin tespiti de zordur.

2.1. Kayiplar
Elektrik enerji sebekelerinde olusan kayiplari, teknik ve teknik olmayan kayiplar seklinde ikiye

ayirmak miimkiindiir [12]. Teknik kayiplar, kullanilan malzeme ve donatimlarda meydana gelen
kayiplardir. Bu kayiplar, enerji liretim santrallerinden tiiketiciye ulagana kadar iletim ve dagitim hatlari
boyunca devam etmektedir. Dagitim sistemlerinde gerilim diisiik, akim ise yiiksek seviyelerdedir. Bu
sebeple de, kayiplar en ¢ok dagitim sistemlerinde meydana gelmektedir.

Tiiketicinin enerjiyi kullanma bi¢iminden kaynaklanan kayiplar da teknik olmayan kayiplar
olarak degerlendirilmektedir. Sayaclara ve saya¢ oncesinde baglanti hatlarina yapilan miidahalelerle,
kay1t dis1 enerji kullanimlari, bilingsiz enerji tiikketimi ve dagitim sirketlerinin enerjiyi faturalandirmada
yaptig1 hatalar teknik olmayan kayiplarin baslica nedenleridir. Dagitim sebekesindeki faz
iletkenlerinden her hangi birinde bir izolasyon hatasi olustugunda, toprak {izerinden bir kagak akimin
gecmesine sebebiyet vereceginden kayiplara yol agmaktadir. Bir diger kayip ise saha dagitim kutulan
arasindaki besleme kablolarinin delinerek harici hat ¢ekilmesi seklinde meydana gelmektedir. Her iki
durumda sebeke omrii kisalmakta, ariza kaynak noktalar artmakta ve tespitleri geciktirmektedir.

Sekil 2°den de goriilecegi iizere Enerji ve Tabii Kaynaklar Bakanligi'nin 2020 Y1ili idare Faaliyet
Raporu'nda yer alan Elektrik Piyasast Diizenleme Kurumu verilerine gore 2020 y1l1 sonunda Tiirkiye'de
ortalama gergeklesen kayip enerji oram1 % 11,22 olarak gerceklesmis olup, yiiksek kayipli dagitim
bolgeleri olarak da Dicle, Vangolii ve Aras dagitim bolgeleri gézlemlenmektedir.
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Dagitim Sirketi 2019 2020 Degisim 2020 2020 Dagitim Sirketi 2019 2020  Degisim 2020 2020
ADM 5,63 6,18 -0,55 6,75 0,58 GDZ 7,55 6,43 1,12 7,53 1,10
Akdeniz 591 7,08 -1.18 | 7,10 0,02 Kayseri ve Civari 6,02 6,08 006 || 715 | 1,07
AKEDAS 8,46 6,10 036 | 7,12 1,02 Meram 6,22 6,05 0,17 719 | 115
Aras 21,64 20,56 108 | 23,89 333 Osmangazi 6,61 6,56 0,07 || 720 | 0,66
AYEDAS 5,05 540 -035 || 7,15 175 Sakarya 5,96 593 003 || 725 | 132
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Firat 9,93 9,81 011 |[ 1042 || o1 [ |

Sekil 2. Dagitim bolgelerinin 2020 y1l1 i¢in kayip oranlari ve degisimleri [12]
3. Mevcut Durumda Kayip Tespiti

Yiiksek kayipli bolgelerin baginda yer alan Dicle Elektrik Dagitim Anonim Sirketi (DEDAS),
Batman, Diyarbakir, Mardin, Siirt, Sanliurfa ve Sirnak illerine hizmet sunmaktadir. DEDAS hizmet
sinirlari igerisindeki yiiksek kayipli alanlarda, kayiplarin azaltilmasi, tiiketicilere kaliteli kesintisiz enerji
hizmeti sunulmasi ve saha yonetiminin giiclendirilmesi adina, sebeke yatirimlari ile beraber yogun
teknolojik donatili uzaktan okuma, kesme-agma 6zelligi gibi fonksiyonlara sahip 6l¢iim sistemleriyle
saha 1slahatlar1 gergeklestirilmektedir. Yer alti sebeke bolgelerinde ise mevcut olanaklarla kayiplarin
tespiti ve dnlenme siiregleri saha envanterlerinin takip edilmesi, yatirim faaliyeti yapilan ve uzaktan
okuma sistemleri ile donatili sahalara 6lglim sayact montajinin yapilarak bu trafodan beslenen tiim alt
abonelerin cografi bilgi sistemlerinde ve uzaktan okuma sisteminde esitliginin saglanmasi ve son olarak
cografi bilgi sisteminin kullanilarak trafo bazinda takibatin yapilmasi ve 6zet saha dagitim envanter
verisinin alinmasi seklinde 6zetlenebilir.

Trafolarin ay sonu enerji ¢ekisleri ve alt abonelerin tiiketimleri otomatik saya¢ okuma sisteminden
almarak raporlanmakta ve kayip hesaplama islemi yapilmaktadir. Tiiketim farki bulunan trafolar
belirlendikten sonra bu trafolara bagli saha dagitim kutularinin tek hat semalari hazirlanmaktadir.
Tiiketim farki bulunan her bir trafonun radyal ¢ikindaki tiim saha dagitim kutularinda bir 6nceki saha
dagitim panosu ile bir sonraki saha dagitim pano baglanti kablosunun giris ve ¢ikis akim 6l¢timii pens
ampermetre ile alinmaktadir. Buradaki kay1p tespitindeki en 6nemli husus, pens ampermetre ile yapilan
6l¢iim esnasinda zarar goren kablo {izerinde yiik olmasi durumunda tespitin yapilabiliyor olmasidir.
Aksi halde, kablo miidahaleli olsa bile tespit yapilamamaktadir. Pens ampermetre 6lgiimii ile fark tespit
edilmesi durumunda saha dagitim kutularinda kesinti programi planlanlanmaktadir. Sonrasinda ise
kablo test aract yardimiyla noktasal yer tespiti yapilarak miidahale noktasi iptali veya onarimi
saglanmaktadir.
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Sekil 3’te saha dagitim kutusu tek hat semasi 6rnegi (a), kayiplara neden olan kayit disi tiikketim
tespit ornegi (b), kablo miidahale 6rnegi (c), kablo miidahale onarim 6rnegi (d) ve saha onarim ornegi
ile kayip noktalarinin tamiratlari i¢in yapilan ¢aligmalardan 6rnekler gdsterilmistir. Bu ¢caligmada ariza
kaynagi olusturacak deformasyon veya kayit disi tiiketimlerin hizli tespitine olanak saglamasi, bu
tespitler i¢in ekstra personel veya is giici harcanmasinin engellenmesi ve bu yapi ile desteklenerek
tilketicilere kayipsiz, kesintisiz ve kaliteli enerji saglanmasi ile akilli sebeke yOnetiminin
kolaylastirilmasi hedeflenmektedir.

e)

Sekil 3. Yer alt1 elektrik kablolarinda kayip tespiti ve onarim drnekleri
4. 10T Tabanh Sistem Tasarimi

Bu caligmanin “2.1 Kayiplar” alt boliimiinde bahsi gecen kayip oranlari dnemli bir ekonomik
zararin agik bir ifadesidir. S6zii edilen durum da, kayiplarin tespit edilmesinin ve miidahale edilmesinin
ne denli 6nemli oldugunu agik¢a ortaya koymaktadir. Bu dogrultuda bu c¢alisma ile teknik olmayan
kayiplar ile daha etkin miicadele edebilmek adina IoT tabanli bir modiiler sistemin tasarlanmasi
amaclanmigtir. Bu sayede yiiksek kayipli dagitim bolgelerinde yeralti sebekelerinin bulundugu alanlarda
yasal olmayan kullanimlardan kaynakli olusan kayiplar ile miicadele calismalarina 6nemli katki
saglanmasi hedeflenmistir. Bu sebep ile de bir dnceki bdliimde bahsi gegen mevcut tespit etme ve
miidahale yontemindeki eksiklik g6z oniine alinmis olup, ilgili sebekenin canli olarak takip edilmesi
amaclanmistir. Bu sayede mevcut yontemde miidahaleli hat {izerinde yiik olmamas1 durumunda tespit
edilemeyen yasa dis1 kullanimlardan kaynakli kayiplarin meydana geldigi gibi tespit edilebilmesinin
mumkiin kilinmasi hedeflenmistir.
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Yukaridaki durum goéz Oniine alinip donanim ve yazilim olmak tizere iki asamali bir plan
cercevesinde IoT tabanli ve hem bagimsiz olarak calisabilen hem de var olan haberlesme sistemine
entegre olabilen esnek bir yapi tasarlanmistir. Sekil 4, tasarlanan sistemin blok diyagramini vermektedir.
fgili sekilden de goriilecegi iizere, mikro kontrolor tabanli olarak calisan sistem, canli olarak hat
tizerindeki akimi dlglimleyecek uygun maliyetli akim sensoriinden ve uzak nokta baglantisini kablosuz
olarak GSM hatt1 tizerinden saglayacak baglanti modiiliinden meydana gelmektedir.

e

E GSM Modili
I \ Bulut Ortami Kullanici Erigimi
Mikrodenetlevyici Birim

ﬁ‘ﬁ
I

=
Enerji Kaynagi

Sekil 4. Gelistirilen yapinin blok diyagrami

Akim Sensdri

Qs
Qs

®

Tgili yap1 ucuz maliyetli bir ¢dziim sunmakta olup, saha dagitim kutularina yerlestirilmeye uygun
olarak tasarlanmistir. Gelistirilen modiiler entegre sistem sayesinde birbirine seri bagl iki saha dagitim
kutusuna yerlestirilen ve canli olarak siirekli 61¢iim yapabilen donanimsal yapilardan alinan veriler Sekil
5’de gosterildigi gibi tek bir merkezde olusturulan portala aktarilmaktadir. Bu sayede 6l¢iim sonuglari
anlik olarak kiyaslanabilmekte ve olas1 bir farkin tespit edilmesi durumunda ise s6z konusu panolarin
konumlari ilgili servis sorumlusuna kisa mesaj olarak iletilebilmektedir. Bu sayede operasyonel saha
faaliyeti planlanmasinin etkin bir sekilde saglanmasi amaglanmakta, saha ekipleri is giiciiniin daha
verimli kullanilmas1 miimkiin kilinmaktadir. Kayiplara sebebiyet veren yasa disi kullanimlarin kisa

siirede tespitinin saglanabilmesi de ekonomik anlamda ¢ok dnemli bir katki saglayacaktir.
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Sekil 5. Gelistirilen IoT tabanl yer alt1 elektrik sebekesi takip portalh
5. Sonug¢

Bu caligsma ile [oT tabanl ¢aligan esnek bir modiiler yapinin tasarlanip, yer alt1 elektrik dagitim
sebekeleri lizerinde meydana gelebilecek her hangi bir kayip ya da yasa dig1 kullanimin ucuz maliyet ile
anlik olarak tespit edilebilmesi amaclanmistir. Bu baglamda GSM hatti araciligi ile internete erisim
saglayabilen ve sahadan aldigi akim bilgisini hazirlanan portala aktarabilen IoT tabanli bir sistem
gelistirilmistir. Bu sistem tek basmna c¢alisabilmektedir. Bunun yani sira, ethernet baglantisi
kurulabilmesine de olanak saglayacak nitelikte olup, ilerleyen asamalarda servis saglayicilarin
sahalarinda bulunan modem {izerinden haberlestirilmesine de olanak saglayabilecek niteliktedir. Bu
sayede, ayr1 bir telefon hatti kullanmak yerine, var olan mevcut yapi kullanilarak, maliyetin daha da
azaltilmas1 miimkiindiir. Mevcut sistemin ilerleyen ¢aligmalarda baski devre [13-15] {izerine tasariminin
yapilmasi ile hem maliyetinin daha da diisiiriilmesi hem de kaplanilan alanin minimize edilmesi ayrica

mumkinddr.
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HASTANELER iCiN WEB TABANLI HASTA GERIi BiLDiRiM SiSTEMi

_ Muhammet Damar *1
'Dokuz Eyliil Universitesi, muhammet.damar@deu.edu.tr
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Ozet. Giinliik hayatta pek c¢ok hasta veya hasta yakinmi saglik hizmetlerinden yararlanmak icin
hastanelerden hizmet almaktadir. Bazen bu hastaneler verdikleri hizmetler igin bir standart yakalamak,
ulusal ve uluslararasi standartlara gére faaliyette bulunabilmek icin ¢esitli akreditasyon kurumlar
tarafindan akredite olmaktadir. 1999 yilinda Ankara’da kurulan Tiirk Akreditasyon Kurumu (TURKAK)
Tiirkiye 'de saglik kurumlarini akredite eden ve denetleyen kurumlardan birisidir. Her ne kadar hastalar
aldiklart saglik hizmetinden memnuniyet diizeylerini e-nabiz tizerinde etkin bir sekilde degerlendirseler
de, hastanin aldigi hizmette yasadigi problemleri ilgili hastaneye ilettigi ve bu konuda gerek hastanin
gerekse kurumun kalite standartlart ¢ergevesinde iyilesmesini ve problemlerin etkin ¢oziimiinii
saglayacak bir bilgi sistemi ihtiyact bir gereklilik olarak ortaya ¢ikmistir. Gergeklestirilen literatiir
calismalarinda ve saglik kurumlarinin web sayfalart incelemelerinde bu tiir bir bosluk gériilmiistiir. Bu
gereksinim dikkate alinarak, hasta geri bildirimlerinin yonetimi i¢in web tabanli hasta geri bildirim
sistemi kurgulanmistir. Gelistirme sirasinda sadece tiim bir hastane degil hastane icindeki merkez
laboratuvar, poliklinik hizmetleri ve benzeri farkli birim ihtiyaclarin da karsilayabilecek bir veri tabant
modellemesi kurgulanmistir. Bu durum gerceklestirilen ihtiya¢ analizi sonucu ortaya ¢ikmuig, farkl
birimlerin farkly ihtiyaglart olabilecegi, verdikleri hizmetlerdeki geribildirimleri farkly organizasyon
yapist iginde ¢ozmesinden kaynaklandig goriilmiistiir. Gergeklestirilen ¢calismanin yillar icinde hasta
geri bildivimlerindeki yogunlasmay, hastalarin hangi birimlerden hangi tiir problemler ile daha yogun
karsilagtiklari, problemlerin icerikleri, birim veya kisi baglantisi gibi pek ¢ok farklh a¢idan
degerlendirmesine imkan saglayacag diisiiniilmektedir. Ayrica, hastalardan olumlu veya olumsuz
aliabilecek bu tiir geri bildirimlerin kayit altina alinmasi, geri bildirimler konusunda etkin bir siireg
yonetiminin insa edilmesi hastanelerin Saglk hizmetlerinin kalitesini iyilestirmek icin degerli

gortilmektedir.

Anahtar sozciikler: Hastane, Hasta Geri Bildirimleri, Hasta Haklari, Kalite, Geri Bildirim Yonetim
Sistemi.

WEB BASED PATIENT FEEDBACK SYSTEM FOR HOSPITALS
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Abstract: In daily life, many patients or their relatives receive services from hospitals in order to benefit
from health services. Sometimes these hospitals are accredited by various accreditation institutions in
order to achieve a standard for the services they provide and to operate according to national and
international standards. The Turkish Accreditation Agency (TURKAK), which was established in
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Ankara in 1999, is one of the institutions that accredit and inspect health institutions in Turkey. Although
patients evaluate their satisfaction with the health service they receive on e-pulse effectively, the need
for an information system that conveys the problems experienced by the patient to the relevant hospital
and that will ensure the improvement of both the patient and the institution within the framework of
quality standards and the effective solution of the problems is a necessity. has emerged. The existence
of such a gap has also attracted attention in the literature studies and the web pages of health
institutions. Considering this need, a web-based patient feedback system was designed for the
management of patient feedback. During the development, a database modeling was designed that could
meet not only the needs of the entire hospital, but also the central laboratory, polyclinic services and
similar different unit needs within the hospital. This situation emerged as a result of the needs analysis
carried out, and it was seen that different units may have different needs, and that it was due to the fact
that the feedbacks on the services they provided were resolved within a different organizational
structure. It is thought that the study carried out will enable to evaluate the concentration in patient
feedback over the years, from which units and which types of problems patients encounter more
intensely, from many different perspectives such as the content of the problems, unit or person
connection. In addition, recording such positive or negative feedback from patients and establishing an
effective process management for feedback are considered valuable for improving the quality of health
services of hospitals.

Keywords: hospital, patient feedbacks, patient rights, quality, feedback management system.

1. Giris

Hasta sikayetlerinin belirlenmesi ve kayit altina alinmasi, saglik hizmetlerinin kalitesinin
artirilmasi ve iyi hekim-hasta iliskilerinin stirdiiriilmesi igin hayati dnem tagimaktadir[1]. Ancak, tim
hastalar memnun olmadiklarinda sikayet etmezler. Kalite yonetimiyle ilgili nceki ¢alismalar, hastalarin
yalnizca ligte birinin tatmin edici olmayan bir hizmetle karsilastiklarinda sikayet ettigini ortaya
koymustur [2]. Hastalarin saglik hizmeti deneyimini anlamak, bakim saglama siirecinin merkezinde yer
alir ve saglik hizmeti kalitesinin temel diregidir[3]. Alemi ve digerleri [4] ¢alismalarinda, belirli
doktorlar hakkinda hasta yorumlarinin makul bir dogrulukla olumlu ve olumsuz duygulara
atfedilebilecegini gostermislerdir. Hasta sikayetleri, saglik hizmetlerinde kalitenin iyilestirilmesi i¢in
degerli bir kaynak olarak kabul edilmektedir[5]. Ayrica hasta memnuniyeti, saglik hizmeti sunucularinin
bakim gdrevlerini yerine getirmeleri, hasta gilivenligini saglamalar1 ve sefkatli klinik hemsirelik igin
o6nemli bir konudur[6]. Hastanin aldig1 saglik hizmetinden memnuniyet diizeyi aslinda tiim kurumun
kurumsal imajm ilgilendirmektedir. Dolayis1 ile hasta veya hasta yakinlarinin geribildirimlerinin
alinmasi, bunu belirli bir kalite dongiisii icinde sonuglandirip, gerek hasta veya hasta yakinina gerekse
kurum yoneticilerine bilgi verilmesi 6nem arz etmektedir.

Literatiirde hasta geri bildirimleri pek cok farkli boyuttan degerlendirilebilmektedir. Ornegin
hastalarin bakim siireci literatiirde hasta merkezli bakim siireci olarak kendini bulmustur ve 6zellikle
halk sagligi hizmetlerinde hastalari bakimlarinin merkezine koyarak faaliyetlerini siirdirmektedir[7].
Balint [8], hasta merkezli bakimi, hastayi essiz bir insan olarak anlamak olarak ifade etmektedir. Ayrica
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hasta merkezli bakimin unsurlarini, hastanin referansi, hastaya duygusal destek, fiziksel konfor,
bilgilendirme ve egitim, siireklilik ve degisim, bakim koordinasyonu, bakima erisim ve son halkasi
olarak aile ve arkadaglarin olusturdugunu belirtmislerdir [9,10]. Avustralya, Kanada, Danimarka,
Hollanda gibi diger iilkeler de, hasta merkezli bakimi ve diger bakim kalitesi alanlarini iyilestirme
cabalarinda, kendi saglik politikalar1 kapsaminda hasta deneyimi dlglimlerini toplamak icin sistemler
kurmustur [11]. Ulkemizde hasta geribildirimi ve memnuniyet diizeyi konusunda 6nemli ¢alismalar
gerceklestirmistir. E-nabiz tizerinde (Bakiniz: https://enabiz.gov.tr/) gelistirilen ve hasta memnuniyetini
ve hizmetin alindig1 doktoru degerlendirmemizi saglayan uygulama bu duruma giizel bir 6rnek olarak
verilebilir.

Her hastanenin benzer veya farkli saglik hizmetleri vardir. En iyi saglik hizmetinin seg¢ilmesi,
doktorun deneyimi, bakimin siirekliligi konusundaki geri bildirimi, bekleme siiresi, bakimin maliyeti,
hastane olanaklar1 gibi bir¢ok tercihten etkilenmektedir. Tercihler arasinda hasta geri bildirimleri de
oldukea etkilidir ve kalitesinin iyilestirilmesinde kritik bir rol oynamaktadir [12].

Polyakova [13]’ya gore, hastalarin geri bildirimleri sadece saglik hizmetlerinin se¢imini
etkilemekle kalmaz, sigorta acentesi se¢imini bile etkileyebilir. Dolayisi ile hasta geri bildirimlerini,
hastanin zorlanmadan ve ii¢ tiklama kuralina uygun bir sekilde, geri bildirimini ilgili mercilere
sunabilmesi, saglik hizmetini aldig1 hastanede bu geribildirimlerin degerlendirilmesi ve yonetimi igin
bir birimin varlig1 saglik hizmetinin kalitesinde kilit ve dnemli bir unsur olarak karsimiza ¢ikmaktadir.
Dolayisi ile bunu bir kalite dongiisii icinde, hastane yonetiminin ve gerektiginde kalite siirecleri ile
ilgilenen akreditasyon kurumlarinca denetimini saglayacak sekilde bir sistemin kurgulanmasi 6nem arz
etmektedir. Gelistirilen bu ¢alisma, bu yonde bir amaca hizmet etmekte ve bu noktada gerek kamu gerek
0zel hastanelerimiz i¢in hasta geri bildirimlerinin degerlendirilmesi ve ¢oziim tiretilmesi, dolayli yonden

kurumlarin hasta memnuniyet diizeyini artirici bir sistem olarak ortaya konulmaktadir.
2. Yontem

Calismada gergek bir problem ele alinmig, saglik hizmetlerinde karsilasilan hasta problemlerinin
belirli bir iletisim kanali aracilig1 ile tam bir dongii halinde ¢alistirilmasi hedeflenmistir. Problem bir
bilgi sisteminin gelistirilmesi ile ¢oziilmiistiir. ilgili bilgi sistemi PHP programlama diliyle kodlanmus,
veriler Oracle veri tabani iizerinde tutulmustur. Calismanin sunumunda kullanici rolleri ve yetkileri is
stireclerine gore tanimlanmis, her role gorev ve yetkiler tamimlanmus, gelistirilen uygulamadan ara
yizler paylasilmakta, veritabanm1 modellemesi ve oOzellikleri ile Kkimi vyerlerde kritik diye
adlandirabilecegimiz veya kullaniciya oOrnek teskil edebilecek kod bloklarindan goriiniimler
sunulmaktadir. Asagida Sekil 1 iizerinde hasta geri bildirim sistemi genel goriiniimii ve genel isleyis
ifade edilmektedir. Hastanin geri bildirim vermek icin hastane ana sayfasina erigmesi, geri bildirim
linkine tiklamasi ve ilgili formu doldurup génder tusuna baglamast ile siire¢ hastane yonetiminin ilgisine

sunulmaktadir.
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Hastanelerimizde Yonetilebilecek Siiregler

Sekil 1. Hasta geri bildirim sistemi genel goriiniimii ve kullanici rolleri

Kayit altina alinan geri bildirim veya ilgili problem ilgili birim yetkilisi veya ana sorumlu
ekranina birim 6zellikleri dikkate alinarak dagitilmaktadir. Problemin ig tarafta ¢oziimiinden sonra, ilgili
problemin kapatilmasi, sonucunun girilmesi ve degerlendirilmesi ile donglimiiz tamamlanmaktadir.
Bulgular ve tartisma boliimiinde gergeklestirilen sistemin literatiirdeki diger caligmalar ile benzer
yonleri ve bu tiir hasta geri bildirim sistemlerinin art1 ve eksi yonleri ve kurumsal kalite olgusuna katkis1
ayrica degerlendirilmektedir.

3. Bulgular ve Tartisma

Elektronik saglik kayit sistemi, halk sagligi siirveyansini kapsayan halk sagligi sisteminin mevcut
uygulamasini 1iyilestirebilir, karar verme siirecini iyilestirebilir, hastalik aragtirmasinin dogruluk
sonucunu iyilestirebilir ve birgok taraf arasindaki ¢ift yonli iletisimi gelistirebilir[14].Manuel saglik
kayit sistemlerinin pek ¢ok dezavantaji sayilabilir. Bunlar, tutarsiz ve standart bir formati olmayan
kayitlar, eksik veriler, gereksiz veya fazla tutulan veriler, saglik sistemi igin kritik olan veri tutarligi
konusunda hatali sonuglara imkan vermesi ifade edilebilir. Asagida Sekil 2 iizerinde gelistirilen bilgi

sisteminin tablo yapis1 Toad programi ile erisilen veri tabani goriinlimii sunulmaktadir.
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Sekil 2. Olusturulan Bilgi Sisteminin Veri Tabant Goriiniimii

Hasta merkezli bakim ve hasta memnuniyeti, tip enstitiisii tarafindan saglik hizmeti kalitesinin
kilit boyutlar1 olarak kabul edilir. lgili kilit faktorler ise su sekilde ifade edilebilir; giivenli olma
(hastalara yardim etmeyi amaglayan bakimdan hastalara zarar vermekten kaginmak), etkili olma
(faydalanabilecek herkese bilimsel bilgiye dayali hizmet sunmak ve yararlanamayacak olanlara hizmet
vermekten kaginmak), hasta merkezli olma (bireysel hasta tercihlerine, ihtiyaglarina ve degerlerine
saygili ve bunlara yanit veren bakim saglamak ve hasta degerlerinin tiim klinik kararlara rehberlik
etmesini saglamak), zamaninda olma (hem alanlar hem de bakim verenler i¢in beklemeleri ve bazen
zararl gecikmeleri azaltmak), verimli olma (ekipman, malzeme, fikir ve enerji israfi dahil olmak tizere
israftan kaginmak), adil olma (cinsiyet, etnik koken, cografi konum ve sosyoekonomik durum gibi
kisisel 6zellikler nedeniyle kalitesi degismeyen bakim saglamak), seklindedir[15]. Burada da sayildig
gibi saglik hizmeti kalitesinin en 6nemli unsurlarindan birisi hasta merkezli olmasidir. Bu noktada hasta
veya hasta yakinlariin karsilastigi problemler ile bas edebilmesi ve problemlerini ¢ozebilmesi kalite
faktoriiniin 6nemli unsurudur. Asagida Sekil 3 {izerinde gelistirilen uygulamanin canli bir senaryosu
ifade edilmektedir. Burada olusturulan formda ilgili birimlerin iletisim bilgileri de yer almakta,
iletisimde herhangi bir bosluk birakilmamasina dikkat edilmistir.
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Sekil 3. Hasta veya Hasta Yakinin Geri Bildiriminin Hastane Kullanicilar1 Tarafindan Goriiniimii

Gurung ve digerleri [16] ve Skalén ve digerleri [17], hastalarin sikayet etmemesinin nedenleri
arasinda miisteri sikayet ofislerinin iletisim bilgilerinin olmamasi, karmasik sikayet prosediirleri ve
sikayetlerin ele alinmasinda yetersiz seffaflik sayilabilecegini ve aslinda hasta sikayetlerinin pek ¢ok
farkli unsuru oldugunu belirtmisledir. Dolayisi ile yukarida da ifade edildigi gibi hastanin problemini
iletmede kolaylik saglanmasi, hizli ve etkin muatabi ile iletisime gegebilmesi hasta sikayetlerinin
yonetimi i¢in degerli ve kiymetli goriillmektedir. Elbette hastanin tek sikayetinin nedeni tedavi siirecinin
olagan agrilar1 da olabilir. Oregin hasta bakimi kimi zaman hastaya ac1 verebilir ve bu bir zorunluluk,
gerekliliktir [18]. Bu noktada hastane yonetiminin veya ilgili birimlerde ¢alisan personelin bu unsurlart
dikkate almasi, ticari bir firma gibi misteri haklidir felsefesinden ziyade tiim siirece hakim ve sikayet
edilen unsur konusunda yeterli bilgi altyapisina sahip olmasi1 dnemli ve degerli goriilmektedir.

Yiiksek diizeyde hasta memnuniyetinin saglanmasi, bakimin kalitesi i¢cin 6nemlidir [19,20].
Hastalar, saglik hizmeti sunumunun merkezinde yer alir, ancak ¢ogu zaman bakis agilar1 ve girdileri
saglayicilar tarafindan dikkate alinmaz[21]. Arap Baharimi ¢ok az kisi tahmin edebilirdi, ancak
Facebook ve Twitter gibi medya tarafindan agikca etkinlestirildi. Simdi bu teknolojiler, diger pek ¢oklari
gibi saglik hizmeti alanini da istila etmeye basliyor. Sosyal medyanin ve daha genis anlamda internetin
toplumlar arasinda biiyiik etkiler yarattigi yaygin olarak kabul edilmektedir. Ayni1 zamanda benzer
hastaliklar1 olan diger kisilerle baglanti kurmak, deneyimlerini paylagsmak ve bu teknolojilerden
yararlanarak hastaliklarini yonetmeye baslamak i¢in interneti kullanilmaktadir[22]. Dolayisi ile hasta
geri bildiriminin literatiirde bu mecralardaki etkisini de tartisan pek ¢ok yayina rastlanmaktadir [12,22].
Bu tiir bilgi sistemlerinin gelistirilmesi ve etkin geri bildirim ydnetiminin sunulmasinin hasta haklar
acisindan olumlu degerlendirilmekte ve ayrica olast olumsuz imaj olusumunu da Onleyebilecegi

degerlendirilmektedir.

166



1Czo022

iie.hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

HASTANE GERI BILDIRIM SISTEMI

YeniGeri | Cevaplaran Coziimsiiz B\ B sictemden =
Bildirimler Geri Bildirimler Geri Bildirimler Cikig

Hosgeldiniz: Sayin Merkez Lab Sorumlusu
igili Birim: Merkez Laboratuvan

Sekil 4. Merkez Laboratuvar Bir Hasta Geri Bildirimi Goriintimii

Rozenblum ve Bates [22], hasta merkezli bakim ve sosyal medyanin birlestigini, halk ve saglik
kuruluslart igin biiyllk bir degeri olmast muhtemel olan “miikkemmel bir firtina” olarak
tanimlamiglardir. Ayrica gilinlimiizde twitter ve facebook gibi sosyal medya araclarinin hasta veya hasta
yakinlari i¢in 6zellikle giinlilk hayatta yasanilan olumsuz hizmet aligverislerinde ilgili kurum veya
kuruluslar1 ifsa etmek i¢in kullanilmasi ve bu hattin kullaniminin kimi zaman kurumlar1 hakli olduklari
noktalarda haksiz duruma diistirebilmeleri veya miisteri iizerinde olumsuz bir imaj olusturmasini
saglayabilir. Aslinda kamu hizmetlerinin de bu durumdan etkilenmemesi miimkiin degildir. Ayrica,
hastalarin geri bildirimleri, saglik hizmetleri alanlarinin iyilestirilmesine yardimer olur[12].

Arman ve digerleri [23], Eriksson ve Svedlund [24], Wessel ve digerleri [25], hasta geri
bildirimlerinin ¢ogunlukla alinan hizmet sirasinda karsilagilan yetersiz iletisim, hastalara saygisiz
davranis ile karsilasilmasi, nesnelestirilmesi, duyarsizlastirilmasi, gormezden gelinmesi ya da hastanin
yasadig1 giigsiizlilk duygusundan kaynaklandigini ifade etmislerdir. Elbette hasta memnuniyetsizliginde
pek cok neden olabilir ve pek ¢ok farkli kategoride bu geri bildirimler siniflandirilabilir. Calismamizda
gerceklestirilen hasta geri bildirim yonetim sisteminde 31 farkli kategoride geri bildirimler
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siniflandirilmakta ve asagida Tablo I iizerinde ifade edilmektedir. Sonraki ¢alismalar i¢in de kurgulanan
bu siniflandirmanin paylasilmasi faydali goriilmektedir.

Tablo I. Geri Bildirim I¢i Kullanilan 31 Ana Kategori

Sira | Icerik
1 | Doktor Davranisi, ilgisizlik, Bekletilmek, Bilgilendirme Eksikligi, Yanhs, Geg Veya Eksik
Tedavi Yapildigini Diisiinme Konusundaki Sikayetler
Konsiiltasyona Cevap Verilmemesi Veya Ge¢ Gelinmesi Sikayetleri
Sekreter Davranislari, Eksik Veya Yanlig Bilgilendirilme Konusundaki Sikayetler
Poliklinik Sekreterligi Telefonlarindan Cevap Alinamama Sikayetleri
Giivenlik Gorevlisi Veya Danisma Gorevlisi Davraniglart Konusundaki Sikayetler
Personel Davraniglar1 Konusundaki Sikayetler
Paramedik Davraniglari Konusundaki Sikéyetler
Tekniker Ve Teknisyen Davranislart Konusundaki Sikayetler
Tuvalet Arizalar1 Ve Hijyeni, Havlu Kagidi, Tuvalet Kagidi, Sivi Sabun Konusunda
Sikayetler
10 | Tuvalet Digindaki Diger Alan Hijyeni Konusunda Sikayetler
11 | Tibbi Cihaz Arizas1 Veya Eksikligi Konusunda Sikayetler
12 | Hemsire Davranis1 Ve llgisizligi Konusundaki Sikayetler
13 | Muayene, Tetkik, Tedavi, Operasyon Ve/Veya Oda Ucretleri Konusundaki Sikayetler
14 | E-Randevu, Telefonla Randevu Alamama Veya Ge¢ Randevu Alma Konusundaki
Sikayetler
15 | Bilgi ve Belge Isteme, Oneri, Istek Diger Vb. Konulardaki Sikayetler
16 | Aym Giin Iginde 2. Poliklinige Muayene Olamamak Veya On Giin Iginde Kontrol
Muayenesi Alamamak Konusundaki Sikayetler
17 | 11 Saglhk Miidiirliigii Safahat Yazilar (Birimlerden Cevap Yazi1 Gelmedigi I¢in)
18 | Hasta Yemek Sikayetleri
19 | Yesil Karth Hastalarin Sevk Ile lgili Sikayetleri
20 | Hastalarin Bos Yatak Olmamasi Nedeniyle Uzun Siire Yatis I¢in Cagrilamamasi Sikayetleri
21 | Hastalarin Yogun Bakim Unitelerinde Yer Bulamamalar1 Konusundaki Sikayetler
22 | Sedye Kazalari, Diisme, Kolunu Kirma Sikayetleri
23 | Hasta Oda Sicakligi-Soguklugu, Havalandirma Sikayetleri
24 | Firmalarin Alacaklarimi Alamadiklari, Ge¢ Aldiklar1 Hakkina Sikayetler
25 | Acil Servislerde Enjeksiyon Yapilmamasi Konusundaki Sikayetler
26 | Su, Elektrik, Klima, Havalandirma Arizasi, Teknik Yetersizlik Ve Fiziksel Kosullarin
Yetersizligi Konusundaki Sikayetler
27 | Hastalarin Yanlis Rapor Diizenlenmesi Konusundaki Sikayetler
28 | Otopark Sorunu Konusunda Sikayetler
29 | Tahlil Ve Tetkik Sonug¢larinin Ge¢ Cikmasi Sikayetleri
30 | Tesekkiir Dilekgesi
31 | Diger

OO |N|O|UI D WIN

4. Sonug ve Oneriler

Calismamizda her ne kadar hasta geri bildirimlerinin niteligi lizerinde durulmamasina ragmen
gerceklestirilen sistemin saglayacagi en temel unsurun verilen hizmet niteligi ve miisteri
memnuniyetinin gdzlemlenmesi, olasi hata ve problemlerin etkin bir sekilde yonetilmesi agisindan bu
tiir uluslararasi literatiir ile konunun tartigilmasi faydali goriilmiistiir. Bu tiir sistemlerin gelistirilmesi ve

kayit altina almmasi gerek akreditasyon siireglerinde gerekse hasta memnuniyetinin yonetimi igin
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onemli goriilmektedir. Birim bazli, kisi bazli, problemlerin kiimelendigi siniflar ve kategoriler bazli
raporlanmasina imkan sunulmasinin da siirdiirebilir bir hastane kalite yonetim siirecine énemli bir katki
sunacag ifade edilebilir.

Gelistirilen sistem sayesinde {ist yonetim, zaman akis1 i¢cinde bir kuruma gelen genel problemler
konusunda bilgilenebilmekte, problemlerin ¢6ziim sekli konusunda degerlendirme yapabilmektedir.
Elbette donemsel olarak elde edilen bu verilerden ne tiir kazanimlar saglanabilir, hastane yonetimleri bu
konuda ne elde edebilir, hastane siirelerinde 6nemli bir geri bildirim olan hasta geri bildirimlerinden
kalite siire¢lerinde nasil daha etkin faydalanilabilir bu sorularin da cevabi aranmaktadir. Calismanin tiim
bu yonleri ile diger saglik kurumlarinin gelistirmeden elde edilen deneyim ve tecriibelerden
faydalanabilmesi igin zemin olusturdugu ifade edilebilir. Aslinda bu tiir sistemlerin belirli bir kalite
yonetim sistemi altinda hasta, c¢alisan, doktor vb. farkli ihtiyag ve Olglilmek istenen unsurlara gore
cesitlenmesi gerekliligi oneri olarak sunulabilir.
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Ozet: Bu uygulamada; 65 yas iistii raporlu ilag kullanan bireylerin evde bakim siirecini desteklemek
ilag hatalarina bagh olasi saglhigi tehlikeye atacak, saglhigin korunmasini engelleyecek durumlart en aza
indirmek ve ilk yardim destegi saglama niteliginde olup akilli ila¢ kullanimi 6nemini vurgulamak ve
hemsirelik uygulamalarinda evde bakim hizmetleri konusunda hastay: bilgilendirerek iyilesme stirecinin

desteklemesi amaclanmigstir.

Anabhtar sézciikler: e-Regete, Uzaktan Saghk Hizmeti, 65 Yas Ustii Bireylerde Evde Bakim Destegi.

HEALTH SUPPORT APPLICATION IN OLD INDIVIDUALS
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Abstract: In this application To support the home care process of individuals over the age of 65 who
use drugs with a report, to minimize the possible health risks due to medication errors, to prevent the
protection of health, to provide first aid support, to emphasize the importance of smart drug use and to
support the recovery process by informing the patient about home care services in nursing practices.
Intended

Keywords: e-Prescription, Remote Healthcare, Care Over 65 Home Care Support.

1. Giris

Diinya niifusu hizla yaslanmakta ve 2020 y1l1 verilerine gore, Diinya niifusunun %9,30’unu ( 727
milyon) 65 yas ve iistii niifus olusturmaktadir ve bu oran 2050 yilinda ikiye katlayarak %16’ya (1,5
milyar) ulagmasi tahmin edilmektedir [1]. Tiirkiye’de yasli niifus olarak kabul edilen 65 yas ve istii
yastaki niifus, son bes yilda %21,90 artarak 2019 yilinda 7 milyon 550 bin 727 kisiye ulagmistir. Yash
niifusun toplam niifus i¢indeki oran1 2019 yilinda %9,10'a yiikselmis olup bunun %55,80'ini kadin,
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%44,20'sini erkek niifus olusturmustur [2]. Niifus projeksiyonlarina gore, yash niifus oranmnin 2023
yilinda %10,2; 2030 yilinda %12,9; 2040 yilinda %16,3; 2060 yilinda %22,6 ve 2080 yilinda %25,6
olacagi ongoriilmektedir [2]. 65 yas ve {istii bireylerde viicutta tiim sistemlerinde yasa bagl fizyolojik
ve patolojik degisiklikler olugmaktadir. Bu ylizden olas1 giinliilk ya da akut stresle basa g¢ikabilme
yetilerinin azalmasi, yas ile birlikte fizyolojik, rezerv ve ¢oklu organ sistemlerinde risklerin ve diigme
kaynakli kirilganligin artmasi klinik olarak tanimlamaktadir [3,4]. DSO fiziksel aktiviteyi, iskelet kaslar
tarafindan iretilen, enerji harcamasi gerektiren herhangi bir bedensel hareket olarak tanimlarken,
egzersizi ise fiziksel sagligin arttirilmasi veya siirdiiriilmesi amaciyla planlanan veya yapilandirilan bir
fiziksel aktivite tiiri olarak tanimlar. Bu nedenle 65 yas ve {istii bireylerde evde fiziksel aktivitenin
devamliligt sagligin korunmasinin yani sira sosyal, psikolojik ve biligsel yararlilik agisindan 6nemli bir
rol oynar [5]. Artan yasla birlikte diizenli egzersizlerin yapilmasi yasla ilgili tiim nedenli mortalite ve
morbiditenin azalmasi ile iligkili olsa da olas1 bir diisme ve buna bagli yaralanmalarin orta ¢ikma riskini
de berberinde getirmektedir. 65 yas ve lstii bireylere 6zgiil egzersiz Onerileri, kiginin saglik ve fiziksel
aktivite diizeyine, mevcut hastaliklar1 ve fiziksel kisitliligina bagli olarak degisim goéstermektedir.
Fiziksel egzersiz programi temel olarak aerobik egzersizleri, kuvvet ¢alismalarini, denge ve esneklik
egzersizlerini i¢eren aktiviteler ile desteklenir [6]. Ayrica 65 yas ve lizeri bireyler yine yasa bagli ya da
stiiregelen kronik hastaliklarindan dolayi giin igerisinde birden fazla ilag kullanmak zorunda kalmaktadir.
Bu durum, yash bireylerde sagligin korunmasi agisindan olduk¢a 6nemlidir [7]. Evde bakim ve tedavisi
devam eden yasli bireylerin ev igerisinde sik karsilasilan diisme ile iliskili yaralanmalar ile kars karsiya
gelmektedir [8]. Yapilan arastirmalarda, yasli bireylerin diisme nedeni ile acil servise getirilme
sikliklarimin ve hastanede kalig siirelerini géz oniinde bulundurdugumuzda evde saglik bakiminin
devamliliginin saglanmasi ve kontrol altinda tutulmasmin onemi artirmaktadir. Ayrica birden fazla
receteli ilag kullanan yaglh bireyler, recete edilen ilaglarin kullanimi iizerine ¢ok fazla diislinceye
kapilmaktadirlar. ilacim1 ne zaman alacagi, ilacinin saatinin gecip ge¢medigi, ilacinin miktarinin ne
kadar oldugu gibi problemler {izerine ¢ok fazla diisiinmektedir. Bu diislinceler bireyi giinliik rutin
islerden alikoymakta, sosyal yasantisinda ailesi ve arkadaslari ile olan sohbetlerinde aksama, giinliik
yasam aktivitelerini yerine getirmede yetersizlik, sagligin siirdiiriilmesi ve korunmasinda giicliik ve
engeller yasamasina neden olmaktadir. 65 yas iistii bireylerin ilag alma kaygist ve buna bagli anksiyete
yasamasina yol agmaktadir. Yapilan ¢aligmalar, bir giinde alinan ilag¢ sayisi arttikga ilaca uyumun
azaldig1 belirtilmektedir. Buradaki amag birden fazla Ilag alan hasta bireylerin ila¢ kullanin ile ilgili
uyumunu arttirmaktir [9]. Diinya Saglik Orgiitii (DSO) akiler ilag kullammini “bireylerin klinik
bulgularina ve bireysel dzelliklerine gére uygun ilacin, uygun siire ve dozda, en diisiik maliyetle ve
kolayca saglanabilmesi” olarak tanimlanmustir [10]. Akaler ilag kullaninmi (AIK) hastaya dogru taninin
konmasindan baslayip, hastanin 6zelliklerine gore en etkin tedavinin se¢ilmesi, tedavinin baglanmasi,
sonuglarin izlenmesi ve degerlendirmesini igeren sistematik bir yaklasimdir. lagtan beklenen en yiiksek
faydanin saglanabilmesi i¢in ilaglarin bu sekilde kullanilmasi zorunludur. Akilcr ilag kullanimi diginda
kalan diger uygulamalar akilci olmayan ila¢ kullanimi olarak degerlendirilmektedir [10].

Akailci ilag kullanimi sayesinde toplum sagligint gozetilir. Bireylerin yanlis sekilde, gereksiz yere,
etkisiz ve yliksek maliyetli ila¢ kullanimi ¢esitli sorunlar yasanmasina neden olmaktadir. 65 yag ve iistii
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bireylerde uygunsuz ilag yazilmasi/kullanilmasi; hekim ve hemsirelerin evde bakim ve tedavi hakkinda
yeterli bilgilendirme yapmamasi yanlis ilag kullanimimi kolaylastirmaktadir [9].

laglar, uygun sekilde kullanilirsa hastahigi iyilestirmeye ve agriyr hafifletmeye yardimci
olabilmektedir. ila¢ harcamalari, toplam saglik harcamalarinin yaklasik %25'ini olusturmaktadir. Bu
nedenle rasyonel ve etkin kullanimi ¢ok &nemlidir. ilaglarm akilci kullanimi hastalar ve toplum igin
daha iyi ve daha giivenli saglik bakimi saglamaktadir. Dogru ilacin, dogru hastaya, uygun dozlarda ve
uygun zaman araliklarinda verilmesi hem bireyin sagligin1 hem de toplumsal refah1 artirmada 6nem arz
etmektedir [11].

2. Yontem

65 yas ve {stil bireylerde uygunsuz ilag yazilmasi/kullanilmasi; hekim ve hemsirelerin evde
bakim ve tedavi hakkinda yeterli bilgilendirme yapmamasi yanlis ila¢ kullanimini kolaylagtirmaktadir.

Bu uygulamada amag birden fazla ila¢ alan hasta bireylerin ila¢ kullamimu ile ilgili uyumunu
arttirmaktir. Bu amacla evde hem bakim ve tedavi programlar1 hem de korunma yontemlerinin
gelistirilmesi amaglanmaktadir. Akiler ilag kullanimi sayesinde 65 yas ve iistii bireylerde toplum
sagligimni gozetilip yanlis, gereksiz yere, etkisiz ve yiiksek maliyetli ila¢ kullanim1 gibi ¢esitli sorunlar
yasanmasina engel olmaktadir. Ayrica Rehabilitasyon, egitim ve destek hizmetleriyle 65 yas ve istii
bireylere 6zgiil uygun bir egzersiz programi sunarak kisinin saglik ve fiziksel aktivite diizeyi, mevcut
hastaliklar1 ve fiziksel kisitliligina yonelik diizenli aktiviteye icerisinde olmalarinin desteklemesi
saglanmaktadir.

Teknoloji giinlimiizde ileri boyutlara ulasti. Gelinen noktada artik saglik hizmeti sunumunun bir
biitiin olarak elektronik ortamda geligsmesi, verilerin saklanmasi, tani ve tedavilerin yiiriitiilmesi ve
sonuclarinin degerlendirilmesi siirelerininde yine web tabanli olarak sunumunu kapsamaktadir.
Dolayisiyla e-saglik, bir anlamda teknoloji caginda sagligin yeni adi olarak karsimiza ¢ikmaktadir.
Buyiizden bu amacimizi teknolojinin ulastigi ileri boyutundan faydalanarak bir uygulama programi

olusturmak istiyoruz.

2.1. Yenilikci (inovatif) Yonii

Bu uygulama ile ilgili literatiir taranmig, arama motorlarinda yapilan aramalarda proje ulusal ve
uluslararasi yenilik agisindan ele aldigimizda inovasyon kategorisine girmektedir. Literatiir taramasi
sonug benzer uygulamalara rastlanmistir. Ancak bu proje de uygulamayi diger uygulamalardan farkli
tutan 6zellikler; Giin igerisinde birden fazla ila¢ kullanan yasli bireylerde; ilaglarin aldig1 saatleri belirten
bir liste ve saatleri hatirlatmasi igin gorsel (151kl1) ve sesli uyaran 6zelligi olan bir alarm sistemi ile ilag
kullaniminda kolaylik saglanmasi hedeflenmistir. Ayrica evde saglik bakiminda diisme ve ev igi
kazalara bagli olusan yaralanmalari en aza indirmek i¢in egzersiz programlarinin planlanmasi ile 65 yas
iistii bireylerin daha konforlu bir yasam siirdiirmelerinde katki saglanmasi hedeflenmistir. Mevcut
kullanilan akill: telefonlarda kullanima uygun olmasi ve hatali ilag kullaniminda yanlis zaman olgusuna
bakarsak birey evde ilacim alirken ve evde bakim ve tedavinin devamliligin1 saglanirken hemsirelik
mesleginin en 6nemli gdrevlerinden biri olan taburculuk egitimi ve evde bakim basamaklarinin bu
uygulama ile video gosterimi araciligiyla anlatimi planlanmistir. Olast hatali ilag kullanimi ve

yaralanmalari en aza indirmek i¢in ve acil butonu 6zelligi ile 112 komuta kontrol merkezince oncelikli
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yanitlanmas1 gereken c¢agr1 kategorisinde degerlendirilmesi 6zelliginden dolayr planladigimiz
uygulamanin varliginin yararh olacagi diisiiniilmektedir.
2.2. Uygulanabilirlik

Planladigimiz proje kullanimi miimkiin oldugunca kolay olacaktir ve bireye tanitimi Aile Saglik
Merkezlerinde ¢alisan hemsireler tarafindan yapilacaktir.

3. Sonug¢
Bu uygulamanin kullanimmin yayginligi ile 65 yas ve {istii bireylerde uygunsuz ilag
yazilmasr/kullanilmasinin oniine gecilerek akilcil ile¢ kullanininin siirdiiriilebilirligi saglanacaktir.

4. Kaynaklar

[1] United Nations, World Population Ageing 2020 Highlights, October 2020
[Internet]https://www.un.org/development/desa/pd/ (Erisim Tarihi:19.06.2021).

[2] Tiirkiye Istatistik Kurumu Haber Biilteni, Istatistiklerle Yashlar 2019, 18 Mart 2020 [internet]
https://data.tuik.gov.tr/Bulten/Index?p=lstatistiklerle-Yaslilar-2019-33712 (Erisim Tarihi:
19.06.2021).

[3] Yalgintas A., 65 Yas Ustii Bireylerde Diiskiinliik ve Egzersiz Diizeyleri, Arastirma Makalesi,
Ankara Med J, 2020;(4):917-925 // 10.5505/amj.2020.53215

[4] Soygiiden A., Cerit E., Yasllar I¢in Egzersiz Uygulamalarmin Onemi, Hitit Universitesi Sosyal
Bilimler Enstitiisti Dergisi - Yil 8, Say1 1, Haziran 2015;
https://dergipark.org.tr/tr/download/article-file/86129

[5] World Health Organization, Physical Activity [internet] https://www.who.int/healthtopics/physical-
activity (Erisim tarihi: 20.06.2021).

[6] Ergin M., Yaslillk ve Egzersiz, Spor Hekimligi Dergisi Cilt: 48, S. 131-138, 2013;
https://www.sporhekimligidergisi.org/tam-metin/36/tur

[7] Diisme Sikayeti ile Acil Servise Bagvuran 65 Yas ve lizeri Hastalarin Diisme Nedenleri ve Risk
Faktorlerinin Arastirilmasi, Konuralp Tip Dergisi 2019;11(2): 217-226

[8] Oztas O.,Aalan G.K.,Yash Bireylerin Ilag Uyumsuzlugu ile iliskili la¢ Kullanim Davranislar1 ve
Saglik Okuryazarligi Diizeyi ile Iliskisi, HUHEMFAD-JOHUFON 2019,6(3), 132-140

[9]http://mww.akilciilac.gov.tr/?page_id=599#:~:text=Ak%C4%B11c%C4%B1%20%C4%B0l1a%C3%
A7%20Kullan%C4%B1m%C4%B1%2C%20DS%C3%96'n%C3%BCn,uygun%20maliyetle%20
ve%20kolayca%20sa%C4%9Flayabilmeleridir.%E2%80%9D

[10] Balgik P. Y., Sangiil S.S., Akile1 flag Kullanim: Aile Hekimlerinde Bir Uygulama, Akilci ilag
kullanimi: aile hekimlerinde bir uygulama. Glimiishane Universitesi Sosyal Bilimler Enstitiisii
Elektronik Dergisi, 2020, 11(2), 402-412. https://dergipark.org.tr/tr/download/article-file/1171624

[11] Ekenler S., Kogoglu D., Bireylerin Akilc flag Kullanimuyla Ilgili Bilgi ve Uygulamalari, Hacettepe
Universitesi Hemsirelik Fakiiltesi Dergisi 2016, 3(3), 44-55;
https://dergipark.org.tr/tr/download/article-file/330450

[12] Toygar S. A., E-saglik uygulamalari, Yasama Dergisi, 101-123, 2018

[13] Durgun H., Turan N., Kaya H., Evde Bakimda Hasta Giivenligine Yonelik Kanit Temelli
Uygulamalar: Sistematik Derleme, JAREN 2020;6(2):366-74, doi:10.5222/jaren.2020.02419

[14] Solmaz T., Evde Yasayan 65 Yas Ve Uzeri Yash Bireylerin ilag Kullanimi Ve Kendi Kendine flag
Kullanim Yetisi, Yiiksek Lisans Tezi, Konya—2008. http://www.akilciilac.gov.tr/?page_id=81

[15] Giirer A., Cirpan FK., N. A.Ozlen, Yash Bakim Hizmetleri, Journal of Health Services and
Education; 3(1): 1-6 ISSN: 2636-8285; DOI: 10.35333/JOHSE.2019.44

174



TCzo22

e hatman.eduwir,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

R ILE ICERIK ANALIZI VE DUYGU ANALIZI PARIBU BORSASI
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Ozet: Kripto para veya coin, bir degisim araci olarak ¢calismak iizere, islemleri giivence altina almak
icin matematigin bir dal olan kriptografi kullanilarak tasarlanmus bir dijital unsurdur.Kripto paralar
bir nevi dijital doviz, alternatif doviz ve sanal dévizdir. Kripto varliklar, merkezi elektronik para ve
merkezi bankacilik sistemlerin aksine tiimiiyle merkeziyetsizierdir. Her bir kripto para biriminin
merkeziyetsizligi, umumi islem veri tabant olan dagitik muhasebe defteri (ledger) olarak islev goren bir
blok zincirinden (Blockchain) gelmektedir[1].Kripto para edinmek igin ise kripto varlik -kripto para-
borsalarina ihtiya¢ duyulmaktadir. Kripto para borsalarimin amact kullanicilarimin kolay bir sekilde
kripto para alim satim iglemlerini gercektestirmelerine imkan saglamasidir. Bu ¢alismada Paribu
borsast iizerine incelemeler yapimistir. Paribu Tiirkiye de hizmet veren kripto variik -kripto para- alum
ve kripto varlik satisi yapilan borsadir. Sosyal medya araglarindan biri olan Twitter’t kullanarak
yvapilan ¢alismada elde edilen veriler 1s18inda insanlarin “#paribu” etiketli paylasimlart incelenerek,
insanlarin Paribu kripto varlik borsast hakkindaki yorumlarim, kripto paralara bakis agisini, tercih
ettikleri kripto varliklar hakkinda bilgi sahibi olmayr amag¢lanmaktadir. Calismada Twitter araciligiyla
elde edilen 21 giinliik verilerle igerik analizi yapilmistir. Bunun yani sira insanlarin Paribu kripto varlik
borsast hakkindaki olumlu, olumsuz ve notr yorumlar: incelenerek duygu analizi yapilmistir. Sonug
olarak Paribu borsasindan daha fazla borsada alim satim yapilan kripto varliklar -kripto paralar-

hakkinda tepkiler elde edilmigtir.

Anahtar sozciikler: fg:erik Analizi, Duygu Analizi, Kripto Para, Twitter, Paribu

CONTENT ANALYSIS AND EMOTION ANALYSIS WITH R: PARIBU

Enes Ozer**, Nur Kuban Torun?
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Abstract: Crypto money or coin is a digital element designed to work as a medium of exchange, using
cryptography, a branch of mathematics, to secure transactions. Crypto moneys are a kind of digital
currency, alternative currency, and virtual currency. Crypto assets are completely decentralized, unlike
centralized electronic money and central banking systems. The decentralization of each crypto money
comes from a blockchain that functions as a public transaction database, a distributed ledger. Crypto-
asset-crypto-money exchanges are needed to acquire cryptocurrencies. The purpose of crypto money
exchanges is to allow their users ease of performance on crypto money trading. In this research, the
Paribu stock market was examined. Paribu is a stock market in Turkey where crypto assets —crypto

money- purchase and crypto assets are sold. In the light of the data through the shares of "#paribu” tag
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in the Twitter which is the one of the social media tools, people's comments about the Paribu crypto
asset exchange, their perspective on crypto moneys, and their preferred crypto assets are aimed to
examine. In the study, content analysis was carried out with 21-day data obtained through Twitter. In
addition, sentiment analysis was conducted by examining people's positive, negative and neutral
comments about the Paribu crypto asset exchange. As a result, reactions about the most often traded

crypto assets —crypto money in Paribu exchange have been obtained.

Keywords: Content Analysis, Sentiment Analysis, Crypto Money, Twitter, Paribu

1. Giris

Giliniimiizde en yaygin sekilde kullamilan iletisim araglarinin baginda sosyal medya
gelmektedir.Giincel bilgiler, haberler ve gelismeler glinlimiiziin medyasi haline gelen sosyal medya
araciligryla insanlarin erisimine aciktir. Sosyal medya araglarindan biri olan Twitter, giincel gelismelerin
takibi konusunda 6nemli bir yerdedir. Insanlarin gelismelere tepkilerini yazili, gérsel ve video seklinde
bu mecrada paylagmaktadirlar. Twitter, gerek giincel gelismeleri igermesiyle gerek insanlarin yaygin
kullanimindan dolay1 veri analizi yapmak i¢in 6dnemli bir veri seti icermektedir R programlama ile
Twitter iizerinden veri ¢ekerek igerik analizi yapilmustir. Icerik analizine baslamadan 6nce Twitter
gelistirici hesabina sahip olunmasi gerekmektedir. Yapilacak olan tiim islemler Twitter’in vermis
oldugu api keyleri kullanilarak yapilmistir. Burada “#paribu” etiketiyle atilmis olan tweetler hakkinda
icerik analizi ve duygu analizi yapilmistir. Paribu, Tiirkiye’de hizmet vermekte olan kripto varlik
borsasidir. Kullanicilarinin bir ¢ogu Tiirk vatandaglarindan olugmaktadir .

Daha once bir ¢ok kez kripto varliklar -kripto paralar- iizerine duygu analizi yapilmistir. Bu
calismayi digerlerinden ayiran 6zellik kripto varlik borsasi iizerine yapilmis bir ¢alisma olmasidir.

Polat ve Akbiyik 2019 yilinda yaptiklar1 ¢alismada, Twitter lizerinden yapilan paylasimlar ile
Bitcoin'in fiyat hareketi arasindaki iligkiyi gdrmeye g¢alismislardir.Yapilan paylasimlar ile Bitcoin
fiyatlarinin granger nedeni olmadigini ortaya ¢ikarmuslardir. ikinci iliski yoniinden ise Bitcoin fiyatinin
Twitter paylasimlarinin granger nedeni oldugunu tespit etmislerdir [2].

Erding ve Bursa 2021 yilinda yapmis olduklar1 ¢alismalarinda ,Ripple isimli kripto para {izerine
paylasilmis olan 40959 Tiirkge tweeti incelemis , Ripple’in giin sonu fiyati arasindaki Toda-Yamamoto
nedensellik testi uygulamis ve tek yonli bir nedensellik bulmuslardir. Tiirk¢e tweetlerin, Ripple’in
fiyatlari iizerinde etkili oldugu sonucuna ulagsmiglardir. Ancak Tiirkce tweetlerin etkiledigine dair yeterli
bir kanit bulamamuislardir[3].

Koksal vd. , tarafindan 2021 yilinda yaptiklar1 ¢calismalarinda Twitter {izerinden elde ettikleri
verileri Python programlama dili vasitasiyla olumlu, ndtr ve olumsuz tepkileri ayirarak etiket bulutu
halinde toplamislardir. Lojistik Regresyon ve Naive Bayes algoritmalar1 kullanarak olusturduklari
modellerin basar1 oranlarmi karsilagtinnmiglardir. Naive Bayes yonteminin tweetlerdeki duygular
tahmin etmedeki basar1 oranin1 %72,19 bulurken, Lojistik Regresyon yonteminde ise bu oran %75,53
sekilde olmustur. Bitcoin kelimesini igeren giinliik pozitif tepkili tweet orani ile Bitcoin giinliik acilig
degeri beraber kullanilarak Bitcoin'in kapanis degeri tahminlemesini yapmislardir. Elde ettikleri
sonuglara gore Dogrusal Regresyon da 1* degeri %88,97 c¢ikarken, Rastgele Orman Regresyonu
yonteminde ise 1> degeri %94,16 olmustur[4].

Chem vd. 2020 yilinda yaptiklar1 ¢alismada makine 6grenimi ile Bitcoin’in fiyatini tahminlemesi
tizerinde durmuslardir. Giinliik fiyat tahmini, en yiiksek dogruluklarla daha iyi bir performans elde
edilen yontem %66 ile istatistiksel yontemler ve ondan sonra gelen %65,3 makine 6grenme algoritmalari
yontemidir[5].

Lamon vd. 2017 yilindaki ¢caligmalarinda Bitcoin , Litecoin ve Ethereum isimli kripto paralarmn
sosyal medya tepkileriyle fiyat hareketlerinin tahmini tizerinde durmuslardir. Bitcoin ve Litecoin i¢in
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en iyi tahimini lojistik regresyon yontemi saglamistir ,Ethereum i¢in naive bayes en iyi tahminleri
saglamistir[6].

Icerik analizi ve duygu analizi yapmak icin R Studio ve veriler i¢in Twitter’dan yararlanilmistir.

Cok sayida igerigi analiz etmek i¢in kullanilan, sosyal bilimler aragtirmalarinin vazgegilmez
yontemlerinden biri olan igerik analizi; gogunlukla s6z konusu igeriklerdeki temalar, oriintiiler, kaliplar,
sik gecen kelimeler gibi igerigin dnemli oldugu diisiiniilen pargalarini belirlemek ve analiz etmek igin
kullanilir.Belirli bir konuda o konuyla ilgili dolayli ve dogrudan baglantili sézciiklerin hangi siklikla ve
hangi baglamda gegctiklerini anlamak i¢in yapilan analizlere icerik analizi denir. i¢erik analizi genellikle
bilgisayar yazilimlar1 vasitasiyla yapilir[7].
Metin madenciligi alaninda baglica programlama dillerinden biri olan “R” bu ¢alisma i¢in kolay
kullanim avantaj1 sundugundan dolay1 tercih edilmistir. Caligmanin igerik analizi kisminda 21 giin (23
Aralik- 13 Ocak) boyunca atilmig tweetlerden olusan veri seti kullanilmigtir. Tweetlerde en ¢ok
kullanilan kelimelerin konu etiketiyle baglantis1 incelenmistir.Calismanin ikinci kisminda duygu analizi
yapilmistir.

Duygu analizi temel olarak bir metin igsleme islemi olup verilen metinin duygusal olarak ifade

etmek istedigi sinifi belirlemeyi amaglar.Duygu analizi yapilan metinde gegen olumlu , nétr ve olumsuz
ifadelere gore siiflandirma yapmay1 amaglamaktadir[8].
Duygu analizi i¢in pozitif ve negatif kelimelere ihtiya¢ duyulmaktadir. Pozitif ve negatif kelimelerin
kullanimina gore atilan tweetler siniflandirilmigtir. Atilan tweetlerin igerisinde pozitif kelimeler var ise
buradan insanlarin “#paribu” etiketine tepkisinin olumlu , eger atilan tweetlerin igerisinde negatif
kelimeler var ise insanlarin “#paribu” etiketine tepkisinin olumsuz oldugunu bunlarin disinda hem
pozitif hem de negatif kelimelerin bulunmadigi tweetler ise notr olarak degerlendirilmistir.

Duygu analizi yapmak i¢in sozliige dayali yontem kullanilmistir.Sozliige dayali yontemde
metinlerde yer alan ve duygu ifade eden kelimeler, 6nceden belirlenmis duygu skoru ile
degerlendirilirler.So6zliige dayali yaklagimda, metinde duygu ifade eden kelimeler -5 ile +5 arasinda
onceden belirlenmis duygu puanlar ile degerlendirilir ve toplam puana gore ciimlenin veya metnin
olumlu ya da olumsuz duygu igerip icermedigi belirlenir. Ciimle veya metindeki her kelimenin puan
degerini yazip toplanir, elde edilen deger 0'dan biiylikse climle olumlu, 0'dan kii¢iikse climle olumsuz
bir duygu igerir. Toplam puani 0 olan climleler nétr olarak kabul edilir. Bu climlelerin hi¢bir duygusal
ifade icermedigi sOylenir[9].

2. Bulgular

Icerik analizi igin, 23 Aralik — 13 Ocak arasinda “#paribu” etiketiyle atilmis olan tweetlerden
olusan veri seti kullanilmistir Tweetlerde en ¢ok kullanilan kelimeler Sekil 1°deki gibidir.

Tweetlerde en ¢ok kullanilan kelimeler

radio

s

Sekil 1. #paribu etiketiyle paylasilan tweetlerde en ¢ok kullanilan kelimeler.
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Duygu analizi i¢in Twitter lizerinden ¢ekilen giincel veriler kullanilarak, bu verilerin igerisinde
onceden tanimlanmis olan “pozitif” ve “negatif’ kelimelere gore bir duygu puani verilmesiyle
yapilmistir. Duygu skorunun dagilimi Sekil 2°deki gibidir. insanlarin “#paribu” etiketiyle atmis oldugu
tweetlerin “pozitif”, “notr” ve “negatif” olarak oransal dagilim grafigi Sekil 3’deki gibidir.

Tweetlerin Duyarlilik Puanlarinin Dagilimi

2000 -

Frekans

1000~

2 0 2
Duygu Skoru

Sekil 2. Duygu skorunun dagilimimi gosteren grafik.

Duygu Analizine Gore Pozitif, Negatif ve Nétr Kelimelerin Yiizde Grafigi

Tepki

B Foitr
B o
- Negatif

Pozitif Notr Negatif
Sentiment

Sekil 3. #paribu etiketiyle paylasilan tweetlere verilen tepkileri gosteren oransal grafigi.

Tepkilerin oransal dagilimi pozitif kelimeler i¢in %15.75, notr kelimeler i¢in %75.72 ve negatif
kelimeler i¢in %9.02 olmustur. Tablo 1°de gosterilmektedir.

Tablo |. Tepkilerin oransal dagilimi

Tepki Oran
Pozitif %15.25
Notr %75.72

Negatif 909.02
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3. Sonu¢

Icerik analizi bulgularina bakildiginda Paribu borsasinda bulunan kripto varliklar, kripto paralar
oldukca 6nemlidir. Bundan dolay1 “#paribu” etiketiyle atilan tweetlerin bir coguda kripto varliklar kripto
paralar ile iligkili tweetler bulunmaktadir.

Toplamda 12.627 tweet ¢ekilmistir ve #paribu etiketiyle beraber paylasilan tweetlere bakildiginda
sayisal olarak 600’tin {izerinde “listelenecek” ifadesi kullanilmis. Tweetler incelendiginde yeni bir
kripto varhigin -kripto para- Paribu borsasinda listelenecegi haberleri ile ilgili haber ve yorumlar
bulunmaktadir. Baslica haberlerden bazilari en ¢ok kullanilan kelimeler arasinda bulunan “raca” ,
“radio” ve “caca” kelimelerinin siklikla kullanildigimi goriilmektedir. Bu {i¢ ifade de “Radio Caca”
kripto varligini -kripto parasini- ifade etmektedir. Buradan yapilacak ¢ikarim, “Radio Caca” ‘ nin Paribu
borsasinda listelenecegi haberi oldugu diislintilmektedir.

“Valencia” , “ceek”, “bext”, “babydoge” gibi ifadelerinin tweetlerde ¢ok sayida gegmesinin
sebebi ise “Valenica” ve “ceek” isimli kripto paralarin Paribu borsasinda listelenmesi ile baglantilidir.
“babydoge” ifadesi ise insanlarin Paribu borsasinda listelenecegi haberlerine verilen tepkilerini icerdigi
icin bu listede bulunmaktadir. “dolar giinliik” kelimesinin yorumunu ise giincel dolar kurunun bot
hesaplar tarafindan “#paribu” etiketiyle beraber siirekli olarak paylasilmasindan kaynaklandigi
diisiiniilmektedir. “paribu”, “market”, “piyasalarin”, “coin” vb. kelimelerin tweetlerden en ¢ok
kullanilan kelimeler arasinda ¢ikmasinin sebebi ise bu kelimelerin kripto varliklar -kripto paralar- ile
iligkilendirilen ifadeler olmasidir.

Duygu analizi bulgularina bakildiginda , pozitif, negatif ve notr kelimelerin degerlendirilmesi ile
duygu analizini yorumlamasini gerceklestirilmistir. Duygu analizinin bulgularinda insanlarin #paribu
etiketine tepkileri %75.72 oraninda notr olarak olusmustur. Pozitif bir bagka deyisle olumlu tepkilerin
oran1 %15.25 ve negatif yani olumsuz tepkilerin oran1 %9.02 seklindedir.Elde edilen bulgularda notr
tepkilerin toplam tepkilerin %75.72’sini olusturdugunu g6z 6nilinde bulundurularak yapilacak ¢ikarim,
insanlarin dogrudan Paribu borsasina degil, Paribu borsasi i¢erisinde yer alan kripto varliklara -kripto
paralara- yonelik oldugu diisiiniilmektedir. Pozitif tepkilerin nedenlerinden birisi kullanicilarda bulunun
kripto paralarin fiyatinin yiikselmesi ile iligkili oldugu diistiniilmektedir. Ayn1 sekilde negatif tepkili
tweetlerin oranin 6nemli bir kismida kullanicilarda bulunan kripto paralarin fiyatinin diismesinden
kaynaklandig diistiniilmektedir.

4. Oneriler

Duygu analizi i¢in, “negatif” ve “ndtr” tepkilerin nasil “pozitif* tepkilere doniistiiriilecegi
hakkinda ayrintili bir analiz yaparak bir ¢aligma yapilabilir.

Bu calisma 21 giinliik veriler kullanilarak yapilmistir. Gelecek ¢aligmalarda daha biiyiik veriler
ile daha uzun siireli bir calisma yapilabilir. Ayrica veri kaynagi yalnizca Tiirkge yazilmis tweetlerle
sinirlidir ve ¢alismaya iligkin analizler metin verisi ile sinirlidir. Bunlarda gesitlendirilebilir.
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Ozet: Insan oliimlerine yiiksek oranda sebep olan kalp hastahig ashinda cesitli kalp rahatsizliklarinin
genel tammudir. Kalp hastaligini erken teshis durumunda, onlem alimp bir¢ok insamn hayati
kurtarilabilmektedir. Gelisen teknoloji ‘de yapay zeka, veri madenciligi, makine ogrenmesi gibi alanlar
ile bu erken teshis ¢ok daha kolay ve onemli bir hale gelmistir. Pek ¢ok arastirmact bu konuda
arastirmalar yapmig ve giizel sonuglar elde edilmigtir. Bu calismada, Python programlama dili
kullanilarak kalp rahatsizligina ait veri seti sumiflandwrilmis olup, k-en yakin komguluk (KNN), Destek
Vektor Makineleri (DVM), Naive Bayes (NB), Karar Agaglart (KA), Rastgele Orman (RO) ve Lojistik
Regresyon (LR) yéntemlerinin tahmin sonuglart karsdastirilmigtir. Kullanilmig olan simiflandirma
yontemleri ile basarili performans degerleri elde edilmis olup, en yiiksek basart oranini KNN

siniflandirma modeli ile elde edilmistir.
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Abstract: Heart disease, which causes a high rate of human deaths, is actually the general definition of
various heart diseases. In case of early diagnosis of heart disease, many people's lives can be saved by
taking precautions. In developing technology, this early diagnosis has become much easier and more
important with fields such as artificial intelligence, data mining and machine learning. Many
researchers have done research on this subject and good results have been obtained. In this study, the
dataset of heart disease was classified using the Python programming language, k-nearest neighbor
(KNN), Support Vector Machines (DVM), Naive Bayes (NB), Decision Trees (KA), Random Forest (RO)
and Logistics. The estimation results of the regression (LR) methods were compared. Successful
performance values were obtained with the classification methods used, and the highest success rate

was obtained with the KNN classification model.

Keywords: Data Mining, Heart Disease, Artificial Intelligence, Classification.
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1. Giris

Kalp hastalig1 diinya genelinde ¢ok yaygin ve 6liim orani son derece yiiksek bir hastaliktir. Diinya
Saglik Orgiitii verilerine gore diinya iizerindeki tiim Sliimlerin %31'den fazlas1 kalp damar hastaliklarina
bagli olarak ger¢eklesmektedir [1]. Giiniimiizde bu oran ciddi bir sekilde artmaktadir. Bunun ana nedeni,
doktorlarin hastalarini saglikli hale getirebilmek uygun 6nlemleri almasina ragmen hastalar1 zamaninda
tedavi edemediginden kaynaklanmaktadir. Diinya saglik 6rgiitii, veri madenciliginin ¢esitli hastaliklarin
erken evresini tahmin etmeye yardimci olabilecegi ve hastaliga kesin ¢oziim sunabilecegini fark etmigtir
[2]. Veri madenciligindeki teknik ve tahmin modellerini kullanarak bir hastanin gelecek yillarda kalp
hastaligina yakalanma olasiligi bulunabilir. Tahmin modelleri ge¢misteki hasta verilerine dayanarak
tahminde bulunur. Gelecekte kalp hastaligina yakalanabilecek hastalar belirlenebilirse doktor hastaya
yardim etmek i¢in uygun Onlemleri alabilir. Bu makale kalp hastalig1 tedavisi igin verilere veri
madenciligi teknikleri uygulanarak kalp hastaligi teshisinde en giivenilir performansi saglayan modeli
bulmay1 amaglamaktadir.

2. Literatiir Taramasi

Literatiirde kalp hastaliklar1 da dahil olmak iizere bir ¢ok saglik alaninda bu tiir ¢alismalar
yapilmig ve yapilmaya devam etmektedir. KNN, DVM, NB, KA, RO, LR ve Yapay Sinir Aglar1 (YSA)
gibi algoritmalar ¢esitli aragtirmacilar tarafindan gelistirilmis ve uygulanmistir. Detrano ve ark. kalp
hastalig1 icin LR smiflandirici tabanl bir karar destek sistemi ile %77’lik bir dogruluk elde ettiler [3].
Gudadhe ve ark. kalp hastalig1 i¢in ¢ok katmanli algilayicilar ve DVM algoritmalarini kullanarak
%80,41 dogruluk elde ettiler [4]. Kahramanli ve Allahverdi, ¢alismalarinda YSA ve Bulanik Sinir
Aglarimi (BSA) igeren hibrit bir sinir ag1 tasarlamis ve Cleveland datasetine uyguladiklarinda %87,4’liik
bir dogruluk elde ettiler [5]. Yilmaz ve ark. kalp hastalig1 i¢in DVM algoritmasim kullanarak verileri
siniflandirtp performansini daha fazla artirmak i¢in 10x ¢apraz dogrulama yontemi kullanmiglardir.
Statlog Veri Seti, SPECT Heart veri seti ve Pima Indians veri seti i¢in sirastyla %97.87, %98.18, %96.71
dogruluk oranlari elde etmislerdir [6].

3. Veri setine Genel Bakis

3.1. Veri Seti

Bu calismada Heart Disease adresindeki veri seti kullanilmustir [7]. Bu adreste birden ¢ok veri
kiimesi bulunmaktadir. Veri setlerindeki tek fark hastanenin bulundugu konumlardir. Biz Cleveland
eyaletinden alinan hasta verilerini kullandik. Normal sartlarda bu veri setleri 76 adet Oznitelik
icermektedir fakat yayinlana deneylerde bunlarin 14’{iniin yeterli oldugu kanisindadir. Veri setinde
toplam 303 adet kayit mevcuttur. Tablo 1'de veri setinin 6znitelikleri detaylica belirtilmistir.

Tablo 1. Veriseti Oznitelik Bilgileri

Degisken | Oznitelik Aciklama

Age Yas Hastanin Yas1

Sex Cinsiyet 0:Kadin
1:Erkek

Cp Gogiis Agrist Tipi 0: Asemptomatik 1: Atipik angina 2: Anjinal olmayan agr1
3: Tipik angina

Trestbps | Dinlenme Kan Basinci | Civa Cinsinden (mm)
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Chol Kolesterol diizeyi Mg/dl cinsinden degeri
Fbs Aclik Kan Sekeri(120 0: Hayr
mg/dl'den yiiksek olup | 1: Evet
olmadig1)
Restecg Dinlenme elektro 0: Estes kriterlerine gore olas1 veya kesin sol ventrikiil
kardiyografik sonuglar1 | hipertrofisini gosteriyor. 1: Normal 2: ST-T dalga
anormalligi
Thalach Maksimum Kalp Atis Deger
Hiz1
Exang Hastanin egzersiz 0: Hayir 1: Evet
sirasinda anjina olup
olmadig1
Oldpeak | Depresyonda Olgiilen Deger
Sayisal Deger
Slope Tepe Egzersizinin 0: Asagi Egim 1: Diiz 2: Egimli
Egimi
Ca Radyoaktif boya ile 0 ile 3 arasinda degisen degerler.
renklendirilen ana kan
damarlarinin sayisi
Thal Radyoaktif boya 1: Sabit Kusur 2: Normal 3: Tersinir Kusur
yoluyla gézlemlenen
kan akiginin sonuglari
Target Hedef Sonug 0: Hasta 1: Hasta Degil

3.2.  Veri Seti Inceleme ve Onisleme

e Veri setinde 'ca' degerinin 0-3 arasinda degistiginden bahsedilmektedir. Yani, agik¢a 4 degeri
hatalidur.

e 282 ve 49.satirda thal siitununun 0 degerine sahip kayitlart mevcuttur ve yanlistir. Bunlar ayni

zamanda orijinal veri kiimesindeki bos kayitlardir.

e 163 ve 164. Satir ayn1 verilere sahiptir. Miikerrer kayitlardan biri silinmistir.

e C(Ca siitununda yer alan 4 adet bos satir1 ve thal siitununda yer alan 2 adet bos satir1 o siitunlarin

medyaniyla degistirdik.
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Korelasyon grafigine baktigimizda;

e Cp, Thalach ve Slope siitunlar target stitunuyla iyi bir pozitif iligkide oldugu goériilmektedir.
e Exang, Oldpeak, Ca, Thal, Sex ve Age siitunlar1 target siitunu ile iyi bir negatif iligkide oldugu

goriilmektedir.

e Fbs basta olmak iizere chol, trestbps, restecg siitunlar1 hedefimizle diisiik korelasyon tasiyor.

Korelasyon grafigi sonucunda daha iyi sonuglar almak amaciyla diisiik korelasyon gosteren siitunlari
veri setinden ¢ikarilmigtir.

3.3.  Yontemler

Veri Madenciligi, biiyiikk ve ham veri tabanlarindan dnceden goriilemeyen, potansiyel olarak
yararl olabilecek, degerli ve anlamli bilgiler elde edilebilmesinin 6nemli bir siirecidir. Veri Onigleme,
verileri sonraki adimlarda daha dogru ve daha kolay kullanmak i¢in hazirlamay1 ve doniistiirmeyi
amaglar. Oncelikle verilerin aym dlgege getirilmesi icin Min-Max normalizasyon ydntemini kullanarak
veriyi normalize eder, tim degerleri 0-1 araliginda ayni 6lgege getirilir [8]. Bu sayede egitim siiresini
azaltabilir ve degiskenler arasinda ortalama ve varyans degerleri farkli oldugunda ortaya ¢ikan biiyiik
ortalama ve biiyiik varyanslarin meydana getirecegi hatalar engellenebilir [9]. Sekil 2’de bu ¢alismada
kullanilan yapinin semasi gosterilmistir.
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Yontemler

K En Yakin Komsu

Veri On Isleme Destek Vektor Makineleri Egitim Verisi

- . Nitelik Secimi i . _
Dataset - Veri Temizleme | Naive Bayes et vers) Tahminleme
. i Dandstl 1 - est verisi

Veeri DEnistirme || karar Agacian

Rastgele Orman

h
h

Lojistik Regresyon

Sekil 2. Kullanilan yapinin semast

3.3.1 K En Yakin Komsu Algoritmasi

Sekil 3. KNN simiflandirma 6rnegi

KNN algoritmasi iyi sonuglar veren ve uygulanmasi basit makine 6grenmesi yontemlerinden
biridir. Algoritmanin basarisi agisindan uygun bir k degeri secilmesi gerekmektedir. k degerinin
secilmesindeki basit yontemlerden biri farkli k degerleri algoritmay1 ¢alistirip en uygun ve performansh

olan k degeri alinabilir [10].

KNN algoritmasinin adimlari:
1. Oncelikle algoritma test edilerek en uygun k sayis1 tespit edilir. Belirlenen k degeri daha sonra

belirlenecek olan en yakin komsu sayisidir.

2. En yaygm kullanilan uzaklik formiillerinden Oklid formiilii kullanilarak yeni gelen verinin k
degeri kadar en yakin komsular1 bulunur.

3. Ogzellik degerlerine gore secilmis olan en yakin komsularin hangi sinifa ait oldugu belirlenir.

Test edilen veri en yakin oldugu maksimum komsuya gore siniflandirilir [11].
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3.3.2 Destek Vektor Makineleri Yontemi

Destek Vektor Makineleri, siniflandirma ve regresyon problemlerinde kullanilmak iizere
gelistirilmistir. ikili simif giktis1 olan problemlerin ¢dziimiinde basarili bir yéntem olarak kullanilmistir.
Ayirt etme, genelleme, en uygun ¢6ziimil iiretme gibi islemlerdeki yiliksek basarisindan dolay1 makine
Ogrenmesi ve veri madenciligi alanlarinda yaygin olarak kullanilmaktadir[12]. Her bir veri 6gesi n
boyutlu uzayda bir nokta ile temsil edilir her 6zelligin degeri belirli bir koordinatin degerine denk gelir
daha sonra iki sinifi ¢ok iyi ayirt eden hiper diizlemi bularak siniflandirma yapilir[13] . DVM daha ¢ok
iki siniftan olusan veriyi en iyi sekilde ayiran bir algoritmadir.

Support Vectors o

x
Sekil 4. Destek vektor makineleri siniflandirma 6rnegi

3.3.3  Naive Bayes Yontemi

Naive Bayes, Bayes teoreminin olasiliga dayan biraz daha basite indirgenmis halidir. Sistemdeki
veriler degistikge kendi egitim sistemini kendi modelini degistirip degisikliklere duyarli hale gelebilen
bir yapiya sahiptir. Sade bir yapiya sahip olmasina ragmen iyi sonuglar ortaya koymaktadir. Daha
yiiksek performans gosterdigi icin kendisinden daha karmasik siniflandirma yontemlerinin yerine
yayginlikla kullanilabilmektedir. [14]. Naive Bayes, bir ¢ikt1 degeri verildiginde 6znitelik degerlerinin
kosullu olarak bagimsiz oldugu basitlestirici varsayimina dayanir. Bagka bir deyisle, ¢iktinin degeri
verildiginde, toplu olarak gozlemleme olasiligi, bireysel olasiligin iriinlidiir. Naive Bayes kullanmanin
avantaj1 bu yontemin olmasidir. Siniflandirma siirecinde gereken tahmini parametreleri belirlemek icin

yalnizca az miktarda egitim verisi gerektirir[15].
3.3.4  Karar Agaglar Yontemi

Kararlar1 ve karar vermeyi gorsel ve acik bir sekilde temsil etmek i¢in kullanilabilen agag benzeri
bir modeldir. Karar agaglari hem siiflandirma hem de regresyon gorevlerini gerceklestirebilir, Karar
Agacimin en yaygin kullanimi, kosullu olasiliklart hesaplamak i¢in yoneylem arastirmasi analizidir.
Karar agaglar1 saglik alani da dahil bir ¢ok alanda aragtirmacilar tarafindan kullanilmaktadir [16].
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Rastgele orman ydntemi, siiflandirma ve ¢arpik problemler i¢in makine 6grenmesinde ¢ok

popiiler ve gii¢lii teknikler oldugu kanitlanmis en basarili topluluk 6grenme tekniklerinden biridir [17].

Bu yontem birden fazla karar agaci siniflandirma yontemlerinin bir araya gelmesiyle bir topluluktan

olusun bir smiflandirma yontemidir [18]. Topluluktaki karar agaglar1 veriden rastgele se¢ilmis alt

kiimeler oldugundan dolay1 aga¢ sayisi ile sonug arasinda dogrusal bir iliski vardir.

3.3.6  Lojistik Regresyon Yontemi

Lojistik regresyon, ikili bagimli degiskene bagli belirli bir sinifin ya da olaymn olasiligini

modelleme i¢in kullanan istatistiksel bir modeldir. Bununla ilgili kedi/kdpek, saglikli/hasta, gecti/kald1

gibi ikili sonug degiskenine bagli 6rnekler verilebilir [19].

=)

» Boundary
» False samples
Simir

Yanhs dérnekler
Dogru drnekler

Sekil 5. Lojistik regresyon siiflandirma 6rnegi

4.  Sonug¢

Algoritmalarim performans degerleri Tablo 3’te verilmis olup; sirast ile KNN %87.7, SVM %80.7,
Naive Bayes %82.4, Karar Agaclar1 %70.1, Rastgele Orman %83.6 ve Lojistik Regresyon %82.9’luk
basari oranlari elde edilmistir. En yiiksek basari oran1 k=3 degeri i¢in KNN simiflandirma teknigi ile elde

edilmistir.

Siiflandirma modelinin performansini tanimlayan karmasiklik matrisi Tablo 2°de, algoritmalarin

karmasiklik matrislerinin performans sonuglart da Sekil 6’da verilmistir.

Tablo 2. Karmagiklik Matrisi

A (Kalp Hastalig1 yok) | B (Kalp Hastalig1 Var)
A (Kalp Hastalig1 Yok) Dogru Pozitif Yanlig Negatif
B (Kalp Hastalig1 Var) Yanlig Pozitif Yanlis Negatif
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A B A B

A 23 4 A 18 9
B 3 27 B 10 20
(@ KNN (d) Karar Agaclari

A B A B

A 19 8 A 19 8
B 3 27 B 2 28
(b) DVM (e) Rastgele Orman

A B A B

A 21 6 A 34 13
B 4 26 B 3 44

(c) Naive Bayes (f) Lojistik Regresyon

Sekil 6. Algoritmalarin Karmasiklik Matrisleri

Tablo 3. Algoritmalarin Performanslari

Algoritma Dogruluk Orani
KNN (K=3) %87.7
DVM %80.7
Naive Bayes %82.4
Karar Agaglar %70.1
Rastgele Orman %83.6
Lojistik Regresyon %82.9
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ADLI BILISIMDE BILGIi TOPLAMANIN ONEMi VE KULLANILAN ARACLAR
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Ozet: Sizma testlerinde hedef e ulasmak icin acik bulundurabilecek alanlarin bilinmesi 6nem arz
etmektedir. Hedef sistemler bir¢ok farkli sekilde olabilmektedir. Bu farkly yapilarin, karmagik bir yap
olmast durumunda sizma testini yapan kigi/kisiler tarafindan anlamlandiriabilmesi zorlagmaktadir.
Olusabilecek karmagsalart en aza indirebilmek acisindan, sistem hakkinda edinilebilecek her bilgi kritik
onem tagimaktadir. Tiim bunlar goz oniinde bulundurulunca edinilecek her bilgi, islemler sirasinda yol
haritas1 olacaktir. Bilgi edinme asamasinda kullanilabilecek yontemlerden biri de bilgi toplama
araglarint kullanmaktir. Bilgi toplamak icin bir¢ok agik kaynak ve iicretli ara¢ bulunmaktadir. Testlerde
en onemli asama olarak kabul edebilecegimiz bilgi toplama asamasinda bu araglar bizlere yardimci
olmaktadir. Bu asamada araglarin etkili kullanilabilmesi icin araglarin ¢alisma mantigina hakim

olunmalidir. Bu ¢calismada bilgi toplama islemleri sirasinda yaygin kullanilan araglar incelenmigtir.

Anahtar sozciikler: Sizma Testi, Bilgi Toplama, Adli Bilisim, Siber Giivenlik

THE IMPORTANCE OF GATHERING INFORMATION AND TOOLS USED IN DIGITAL
FORENSICS

Imran Kacan?!, Fatih Ertam*!
!Department of Digital Forensics Engineering, Technology Faculty, Firat University, Elazig,
fatih.ertam@firat.edu.tr
* Corresponding author: fatih.ertam@firat.edu.tr

Abstract: It is important to know the areas that can be open to reach the target in penetration tests.
Target systems can take many different forms. If these different structures are complex structures, it
becomes difficult for the person(s) performing the penetration test to make sense of them. All information
that can be obtained about the system is of critical importance to minimize the confusion that may occur.
Considering all these, any information to be obtained will be a road map during the processes. One of
the methods that can be used at the stage of obtaining information is to use information gathering tools.
There are many open source and paid tools for gathering information. These tools help us at the
information gathering stage, which we can consider as the most important stage in the tests. At this
stage, to use the tools effectively, the working logic of the tools should be mastered. In this study, some
tools that can be used during information collection processes have been tried to be examined.

Keywords: Penetration Testing, Information Gathering, Digital Forensics, Cyber Security
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1. Giris

Bilgi kullanilan alana gore farkli sekillerde tanimlanabilir [1]. Genel olarak; arastirma/gdzlem
yoluyla elde edilen, dogrulugu yiiksek kesinlikte kabul edilen bir dizi gercek olarak tanimlanmaktadir
[2].

Bilgi toplama ise hedeflenen sistemlere karsi cesitli bilgilerin toplanmasi asamasi olarak
tanimlayabiliriz. Bu asama gerceklestirecegimiz tiim islemler icinde biiylik 6nem arz etmektedir. Ne
kadar detayli bilgi elde edilebilirse, hedef sistemimize ulasmak o kadar kolay olacaktir.

Bilgi toplama islemini dort kategoriye ayirabiliriz:

* Footprinting,

* Scanning,

* Enumeration

* Reconnaissance [3].

Sizma testleri sirasinda bilgi toplamay1 aktif ve pasif bilgi toplama olarak ikiye ayirabilmek
miimkiindiir [4]. Hedefin kendisi hakkinda bilgi toplandigindan haberdar olmadigi durumlari pasif bilgi
toplama olarak tanimlarken, tam tersi durumu aktif bilgi toplama olarak tanimlayabiliriz. Yaygin
kullanilan bilgi toplama araglar1 ¢calismanin sonraki boliimlerinde sunulmustur.

2. Bilgi Toplama Araglari

2.1. Nmap
Acik kaynak bir arag olan nmap, ag taramasi yapmak i¢in kullanilmaktadir [5], [6]. Oziinde port

tarama araci olan nmap, bilgileri tarama yapilacak sistemin/sistemlerin portlarina génderdigi ham
paketlerden elde etmektedir [7]. Edinilen agik port bilgisi ve bu portta ¢alisan servis bilgisi ile sistemde
ne gibi zafiyetler bulunabilecegine dair bilgi edinilebilir.

Nmap kullanimindaki tiim parametreleri gézlemlemek i¢in “nmap -help” komutu kullanilir. Sekil
1 de bu durum gosterilmistir.

Nmap 7.91 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
can s hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
—iR <num hosts>: Choose random targets
—exclude <hosti[,host2]1[,host3], ... >: Exclude hosts/networks
—excludefile <exclude_file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online — skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DI on/Always resolve [default: sometimes]
—dns-server rv /21, ... >: Specify custom DNS servers
-—system- L resolver
-—traceroute: Trace hop path to each host
TECHNIQUES:
-sS/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
UDP Scan
/SX , FIN, and Xmas scans
nflags <flags>: Customize TCP scan flags

Sekil 1. Nmap parametreleri

Nmap taramasi esnasinda hedef belirlerken farkli araliklar belirterek islemi gergeklestirebiliriz.
Tablo-I de komut ve agiklamalara ait bir boliim sunulmustur.
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Tablo I. Nmap Hedef Belirtme

Komut Aciklama

Mg *xk Fk ek sk Sadece tek bir Ip i¢in tarama gerceklestirir

nmap ***.***.***.**-k -X

Belli araliktaki Ip leri tarar

nmap *** *** *** /24 256 adet Ip tarar

nmap linkledin.com Alan adi taramasi yapar

Basit nmap taramasi i¢in kullanilabilecek komut “nmap **.** 14* 1*7” seklindedir (Sekil 2.a).
Nmap UDP taramasi i¢in kullanilabilecek komut “nmap —Pn —sU - -top-ports 10 —d —v - -reason
192.168.0.%**” geklindedir (Sekil 2.b). Nmap SYN taramasi ise “nmap —SS - -top-ports 10 —v —d - -
reason ** ** 14* 1*7” geklindedir (Sekil 2.c).

STATE SERVICE REASON
open|filtered domain no-response
open|filtered dhcps

123/udp open|filtered ntp

135/udp st

PORT STATE SERVICE REASON

21/tcp closed ftp reset ttl 128
22/tcp closed ssh reset ttl 128
23/tcp closed telnet reset ttl 128
25/tcp closed smtp reset ttl 128
80/tcp open http syn-ack ttl 128

)
STATE SERVICE
open domain
open http

514/tcp filtered shell

515/tcp open printer open| fil

et
138/udp open|filtered netbios-dgm no-response
161/udp open|filtered snmp no-response
445/udp open|filtered microsoft-ds no-response
631/udp open|filtered ipp no-response
1434/udp open|filtered ms-sql-m no-response

110/tcp closed pop3 reset ttl 128
139/tcp closed netbios-ssn reset ttl 128
443/tcp closed https reset ttl 128
445/tcp closed microsoft-ds reset ttl 128
3389/tcp closed ms-wbt-server reset ttl 128

2191/tcp filtered tvbus
2869/tcp open icslap
3260/tcp filtered iscsi
9100/tcp open jetdirect

Sekil 2. Nmap komutuna ait ekran ¢iktilari

Nmap ile isletim sistemi kesfi i¢in kullanilabilecek komut “nmap —Pn —sT —sV —O - -top-ports 25
—d -V - -reason ** ** 14* 1*7” olup, Sekil 3 de ekran goriintiisii verilmistir.

Aggressive 0S guesses: Actiontec MI424WR-GEN3I WAP (98%), DD-WRT v24-sp2 (L
inux 2.4.37) (97%), Linux 4.4 (97%), Microsoft Windows XP SP3 or Windows 7
or Windows Server 2012 (96%), Linux 3.2 (96%), Microsoft Windows XP SP3 (96

%), BlueArc Titan 2100 NAS device (91%), VMware Player virtual NAT device (
90%)

Sekil 3. Isletim sistemi kesfi

2.2. Nslookup

Birgok linux stirlimiinde yerlesik olarak bulunan nslookup, DNS ile etkilesime girmemize olanak
tanir [8]-[10]. DNS sorgusu yaparak bilgileri toplayan arag, kullanicilarin domain veya IP adreslerini
bulmaya olanak tanimaktadir. Sekil 4 de nslookup sorgusuna ait ekran goriintiileri verilmistir.

/home/kali 3
linkedin.com ® /home/kali
Server: 192.168.1.1 linkedin.com
Address: 192.168.1.1#53 main parsing linkedin.com
addlookup()

Non-authoritative answer: make_empty_lookup()

Name: linkedin.com make_empty_lookup() = @x7fcc44d49000—references = 1
Address: 13.107.42.14 looking up linkedin.com

Name: linkedin.com lock_lookup dighost.c:4186

Address: 2620:1lec:21::14 success

Sekil 4. Nslookup ile domain sorgulama
“nslookup —type=a linkledin.com” ile adres kaydi bilgilerine ulasmak miimkiin olup Sekil 5 de

sorguya ait ¢iktinin ekran goriintiisiine yer verilmistir. Nslookup ile biitiin verileri ¢ekmeye olanak
taniyan komut ise “nslookup —type=any domain name” seklindedir.
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printmessage()

192.168.1.1
192.168.1.1#53

Non-authoritative answer:
printsection()

Name: linkedin.com
Address: 13.107.42.14
still pending.

Sekil 5. Adres kaydi sorgulama

“nslookup —type=mx —debug linkledin.com” komutu ile hata mesaj1 olmasi durumunda daha
detayli bilgi elde edilmektedir. Sorguya ait ¢iktilar Sekil 6 da sunulmustur.

detailsection()
QUESTIONS:
linkedin.com, type = MX, class = IN
detailsection()
ANSWERS:
linkedin.com
mail exchanger mail-d.linkedin.com.
ttl = 3600
linkedin.com
mail exchanger mail.linkedin.com.
ttl = 3600
linkedin.com
mail exchanger mail-a.linkedin.com.
ttl = 3600
linkedin.com
mail exchanger mail-c.linkedin.com.
ttl = 3600

Sekil 6. Hata mesaji1 sorgulama

1.1.1.1 iizerinden sorgu yapmak i¢in kullanilacak komut “nslookup linkledin.com 1.1.1.1”
seklinde olup, kullanima iligkin goriintiiye Sekil 7 de yer verilmistir.

/home/kali
linkedin.com 1.1.1.1
Server: s $5 5 555
Address: 1.1.1.1#53

Non-authoritative answer:
Name: linkedin.com
Address: 13.107.42.14
Name: linkedin.com
Address: 2620:1ec:21::14

Sekil 7. Farkli adres iizerinden sorgu

2.3. Dig

DNS kayitlarma bakmak istenilen siteye dig komutu ile arama yapmak miimkiindiir. Nslookup
ile oldukg¢a benzer taraflar1t mevcuttur.“dig linkledin.com” komutu ile elde edilecek bilgilere Sekil 8.a
da, “dig linkledin.com mx” komutuna ait ¢ikt1 ise Sekil 8.b de gosterilmistir.
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® /home/kali
g linkedin.com
; BADCOOKIE, retrying.

® /home/kali
linkedin.com mx

;; BADCOOKIE, retrying.

;3 BADCOOKIE, retrying in TCP mode.

<>> DiG 9.17.21-1-Debian <<>> linkedin.com
lobal options: +cmd
ot answer:
;; —»HEADER«— opcode: QUERY, status: NOERROR, id: 53535
;3 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

3 >> DiG 9.17.21-1-Debian <<>> linkedin.com mx

;; global options: +cmd

;3 Got answer:

;3 —»HEADER«— opcode: QUERY, status: NOERROR, id: 56990

:; OPT PSEUDOSECTION: ;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: @, ADDITIONAL: 1

; EDNS: version: @, flags:; udp: 1232

; COOKIE: 35981f6afc9101cbccf77c0d61df741e82452735a9de81a4 (good)
; QUESTION SECTION:

; Linkedin.com. IN A

PT PSEUDOSECTION:
i ags:; udp: 1232
6f9d4f01e69a7061df745b2a8d0c6181efedad9 (good)

;7 QUESTION SECTION:
:; ANSWER SECTION: ;linkedin.com. IN MX
inkedin.com.
;3 ANSWER SECTION:
linkedin.com. 68 10 mail-c.linkedin.com.
linkedin.com. 68 m a.linkedin.com.
linkedin.com. 68 ail-d.linkedin.com.
linkedin.com. 68 20 mail.linkedin.com.

(b)

(192.168.1.1) (UDP)
EST 2022

; MSG SIZE

Sekil 8. Uygulama

* dig linkledin.com @1.1.1.1 (kullanmak istedigin domain veya IP)

* dig linkledin.com ns (nameserv kayitlar1)

¢ dig linkledin.com txt

* dig linkledin.com cname

“dig linkledin.com +trace” komutu ile giden gelen isteklerin nereye gittigi bilgisi elde
edilmektedir. (Sekil 9)

® /home/kali
linkedin.com +trace

DiG 9.17.21-1-Debian linkedin.com #trace

bal options: +cmd
518400 1IN NS
518400 1IN NS
518400 1IN NS
518400 1IN NS
518400 1IN NS
518400 IN NS

.root-servers
.root-serve
.root-serve
.root-serve
.root-servers.net.
.root-servers.net.

518400 1IN NS
518400 1IN NS
518400 1IN NS
518400 1IN NS
518400 1IN NS
518400 1IN NS
518400 1IN RRSIG

Sekil 9. Giden-gelen istekler

.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-serve et.
.root-serve et.
S 8 0 518400 20220125170000 2022

h
1
g
d
J
a
518400 1IN NS e.root-servers.net.
i
k
f
m
c
b
N

* dig linkledin.com +short (+short ile bilgiler daha yalin halde elde edilir.)
* dig linkledin.com mx +short

* dig linkledin.com ns +short

* dig linkledin.com ns +short —p (Segilen port ile DNS sorgusu yapma)

+ dig linkledin.com +noall +stats (Istatiksel bilgiler)

« dig linkledin.com +nocemments (Bilgileri kapatir)

* dig linkledin.com +noauthority (Yetki alanin kapatir)

* dig linkledin.com +noadditional (Ek boliimleri kapatir)

+ dig linkledin.com +nostats (Istatistikleri kapatir)

194



1Czo022
iie.hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

2.4. TheHarvester

Kali Linux ta kurulu olarak gelen theHarvester; host, domain, email vb. verileri elde etmeye
olanak saglayan bir toldur [11], [12]. Ayrica oltalama saldirilar igin bilgi toplama asamasinda dnemli
bilgiler elde edilmesine olanak tanimaktadir.

2.4.1  Kullanilabilecek Paremetreler:

-d: Domain adresi

-b: Arama islemi yapacagi alan. (Google,bing,pgp,linkedin ... ) (all yazarak tamaminda arama
yapilabilir.)

-S: Arama iglemine belirtilen noktadan baglamasi igin

-V: Sunucudaki diger siteleri bulmak i¢in

-f: Sonuglar1 kaydetmek i¢in

-C : Brute force yontemi ile Subdomainleri bulur

-I: Arama limitini belirlemek i¢in (Ornegin; theHarvester —d linkledin.com -1 100 b all)

-e: Belirtilen DNS sunucusunu kullanir

2.4.2  Ornek Uygulama:

“sudo theHarvester —d linkledin.com —b all” (-d = domain aramasi, -b all =biitiin veri
kaynaklarindan tarama yapmasi igin, sudo: yetkilendirme islemi igin). Elde edilen tarama ¢iktisina Sekil

10 da yer verilmistir.

Searching 500 results.
[*] Users found: 13

Anurag Koul - Graduate Research Intern - Intel Labs
Christopher Martin - Associate - Principium Group Inc.
Klima servisi - Klima Servisi - Servis Merkezi

Link Ledin - Operator - General Mobile

Mesut Eren - mekanik bakim - bartin seramik

Mukul Raina - Software Engineer II - Microsoft
Natesh Raina - Design Verification Engineer - Apple
Neagle Casting - General Manager - Neagle Casting
Tolga Ozuygur - Lecturer - Istanbul Bilgi University
Vinay Bhat - Software Engineer II - Microsoft

Zeynep SARPKAYA - Import Specialist - Transmed

ali soylu - soymesan - soymesan

ilker KAPUSUZ - Linkledin - Linkledin

Sekil 10. TheHarvester tarama ¢iktist

TheHarvester ile shodan (Boliim 2.5 de bahsedilmistir.) destekli sorgular da yapilabilmektedir.
Bu islem icin shodan api-key /usr/lib/python3/dist-packages/theHarvester/discovery/shodansearch.py
dosyasina yazilarak daha detayli sonuglar elde edilebilmektedir. “self.key” >> “api.key” olarak
degistirilmelidir. Diizenleme sonrasi haline Sekil 11.b de yer verilmistir.
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theHarvester.discovery.constants theHarvester.discovery.constants
theHarvester.lib.core * theHarvester.lib.core *
shodan exception shodan exception

shodan Shodan shodan Shodan

SearchShodan: SearchShodan:

(self): (self):
self.key = Core. dan_key() api.key = Core.shodan_key()
self.key - api.key c
MissingKey( ) MissingKey( )
self.api = Shodan(self.key) self.api = Shodan(self.key)
self.hostdatarow = [] self.hostdatarow = []

(self, ip): (self, ip):

ipaddres ip ipaddress = ip
results f.api.host(ipaddress) results = self.api.host(ipaddress)
technologies = [] technologies = []
servicesports = [] servicesports = []
result results['data’]: result results['data’]:

key result['http']['components’'].keys(): key result['http']['components'].keys():
technologies.append(key) technologies.append(key)
KeyError: KeyError:

@) Sekil 11 Shodansearch.py diizenleme (b)

2.5. Shodan

Shodan, interneti tarayarak internette agik olan sistemleri tespit eder. Tespit edilen sistemler
hakkinda elde edilen bilgiler tiirlerine gore siiflandirilir ve zafiyet taramasi yapilir. Ayrica ScanHub

servisi sayesinde gorsel analiz de yapmak miimkiindiir. [13]
25.1  Onemli arama parametreleri ;

country: Ulke kodu ile arama yapilmak istenilen durumlarda kullanilir.

city: Sehir filtrelemesi yapilmak istenilen durumlarda kullanilir.

geo: Koordinatlarda arama yapmak i¢in kullanilir.

hostname: Hostname/domain e gore filtreleme yapmak i¢in kullanilir.

net: Ozel IP/subnet araliginda filtreleme yapilmak istenilen durumlarda kullanilir.
os: Isletim sistemine gore filtreleme yapmak igin kullanilir.

port: Port bilgisine gore filtreleme yapmak i¢in kullanilir.

before / after: Belirtilen tarih 6ncesinde/sonrasinda yapilan taramalari filtreler.

2.6. Who.is

Domain whois sorgulama, daha once farkli kisiler tarafindan kayit edilmis alan admin, kayit
tarihi, tescil firmasi, domain sahibinin adi soyadi ve DNS sunucu bilgilerinin 6grenildigi iicretsiz bir
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servistir. Domainin kime ait oldugu 6grenmek i¢in whois sorgulama servisini kullanabilir ve ilgili alan
adinin gergek sahibini ve iletisim bilgileri 6grenilebilir.

2.6.1 Whois Gizleme Nedir?

Whois gizleme, alan adi kayit bilgilerinin kayit firmasi paneli iizerinden gizlenmesi islemidir.
Whois gizleme servisi ile alan adi kayit bilgilerine tanimlamis oldugunuz tiim iletisim bilgileri ii¢tincii
sahislardan gizlenir. Whois sisteminden yapilan 6rnek taramaya ait gorsel e Sekil 12 de yer verilmistir.

:

Registrant Contact Information:

Name Host Master
Organization LinkedIn Corporation
Address 1000 1. Maude Ave,
city Sunnyvale

State / Province cA

Postal Code 94085

Country us

Phone +1.6506873600

Fax +1.6506870505

Email hostnaster@linkedin.con

Sekil 12 Whois 6rnek tarama

2.7. Netdiscover

Aktif ve pasif olarak kullanilabilen netdiscover, kablolu ve kablosuz aglardaki ana bilgisayar1
bulmamiza olanak taniyan bir aragtir. “sudo netdiscover —h” komutu ile netdiscover kullanimu ile ilgili
detayl bilgi elde edilebilmektir (Sekil 13).

® /home/kali

Netdiscover ©.7 [Active/passive ARP reconnaissance tool]
Written by: Jaime Penalba <jpenalbaedgmail.com>

Usage: netdiscover [-i device] [-r range | -1 file | -p] [-m file] [-F filter] [-s time] [-c count] [-n node] [-dfPLNS]
-id your network device
-r scan a given range instead of auto scan. 192.168.6.0/24,/16,/8
-1 fil scan the list of ranges contained into the given file
-p ive mode: do not send anything, only sniff
-m : scan a list of known MACs and host names
=F r: customize pcap filter expression (default: "arp")
-s : time to sleep between each ARP request (milliseconds)
-c ¢ t: number of times to send each ARP request (for nets with packet loss)
-n node: last source IP octet used for scanning (from 2 to 253)
-d ignore home config fi autos: and fast mode
-f enable fastmode scan, a lot of time, recommended for auto
-P print results in a format suitable for parsing by another program and stop after active scan
-L similar to -P but continue listening after the active scan is completed
-N Do not print header. Only valid when -P or -L is enabled.
-S enable sleep time suppression between each request (hardcore mode)

If -r, -1 or -p are not enabled, netdiscover will scan for common LAN addresses.

Sekil 13. Netdiscover kullanilabilecek parametreler

“netdiscover —i ethO —r 192.168.0.0/24” komutu ile agda bulunan makinalara ait bilgiler elde
edilebilmektedir. Elde edilen bu bilgilere Sekil 14 te yer verilmistir.

At MAC Address Len MAC Vendor / Hostname

192.168.121. @e:5e6: : = @ 89 5340 VMware, Inc.
192.168.121. 00:50: : - 1 60 VMware, Inc.

Sekil 14. Agda bulunan makinalar
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2.8. Twitter Veri Toplama Araci: Twint

Twint, Twitter API si kullanmadan veri ¢gekmemize olanak saglayan bir aragtir [14]. Python ile
yazilmigtir. Kurulum isglemi i¢in dncelikle “git clone https://github.com/twintproject/twint.git” ile aracin
reposu indirilmektedir. Kurulum islemi “pip3 install twint” komutu ile gergeklestirilmektedir.

Temel kullanim i¢in kullanabilecek komutlari siralamak gerekirse; kullanici adr ile bir kiginin tim
twitleri “twint -u username” komutu ile elde edilir. Diger parametreleri goriintiilemek i¢in ise “twint --
help” komutu kullanilmaktadir. Parametrelere ait gorsel Sekil 15 deki gibidir.

-u USERNAME, -—username USERNAME

User's Tweets you want to scrape.
-S SEARCH, -—search SEARCH

Search for Tweets containing this word or phrase.
-g GEO, —geo GEO Search for geocoded Tweets.
--near NEAR Near a specified city.
—location Show user's location (Experimental).
-1 LANG, —-lang LANG Search for Tweets in a specific language.
-0 OUTPUT, --output OUTPUT

Save output to a file.
-es ELASTICSEARCH, ——elasticsearch ELASTICSEARCH

Index to Elasticsearch.
-—year YEAR Filter Tweets before specified year.
-—since DATE Filter Tweets sent since date (Example: 0:15" or 2017-12-2
—until DATE Filter Tweets sent until date (Example: 30:15" or 2017
—email Filter Tweets that might have email addre:

Filter Tweets that might have phone numl

Display Tweets only from verified users (Use with -s).

W s sv file.

ields with tab characters, not col

= son file
—hashtags Output hashtags in seperate column.
= Output cash in seperate column.

Twitter user

of Tw to pull (Increments of 20).
of Tweets scraped at the end of session.
of replies, retweets, and likes.

a sqlite3 database.
=
ed with a user.
pe a person's followers.
s follows
a user has liked.

Sekil 15 Twint parametreleri

2.9. Instagram Veri Toplama Araci: Osintgram

Osintgram instagram tizerinden bilgi toplamaya olanak saglayan bir aragtir. Kurulum iglemi i¢in

133

oncelikle gerekli repo indirilmelidir. Bu islem i¢in kullanilacak komut “git clone
https://github.com/Datalux/Osintgram.git” seklindedir. Proje i¢in sanal ortam olusturularak (Sekil 16.a),

“source venv/bin/activate” komutu ile sanal ortamin yiiklenmesi islemi gergeklestirilir.

2 /home/kali/Osintgram ® /home/kali/Osintgram
venv venv rce venv/bin/activate

(@) (b)

Sekil 16 Sanal ortam olusturma

Arag “pip install —r requirements.txt” komutu ile calistirildiktan sonra, “credentials.ini” de
instagram hesabi kullanici adi ve sifre alan1 kisimlart girilmistir (Sekil 17.a). Bu islem ayrica “make

setup” komutuyla da gerceklestirilebilmektedir.

(venv) @ /home/kali/Osintgram

GNU nano 5.3 setup

[Credentials]
username =test.test.instag

Instagram Username: test.test.instag

password =123asdfl Instagram Password:

®)

Sekil 17. credentials.ini veri girisi
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Veri toplanacak hesap belirlendikten sonra “python3 main.py <kullanici adi>” komutu ile arag
calistirilmistir. Kullanilabilecek parametreleri siralamak igin “list” komutu kullanilir. “info” komutu ile
hesap ile ilgili genel bilgiler elde edilirken, profil fotografi linki ile profil fotografini tam ekran olarak
goriintiileyebilmek miimkiindiir. Hesap ile ilgili elde edilen genel bilgilere Sekil 18 de yer verilmistir.

Run a command: info
[1ID]

imran Kagan
FU | Adli Biligim Miihendisligi
571
[FOLLOW] 414
False
False
[HD PROFILE PIC] https://instagram.fist13-1.fna.fbcdn.net/v/t51.2885-19/117996069_8646684472737
_cat=1115_nc_ohc=ss1EzXtDQEYAX80HLrp&edm=ATIRHWOABAAAAGCccb=7-450h=00_AT-f1KzSPp7MK1Ack62VrjWijDal

Sekil 18. Osintgram info komutu

Secilen hesabin takipgilerinin  mail adreslerini ¢ekmek igin “fwersemail” komutu
kullanilmaktadir. Cekilen veriler Sekil 19.a da gozlemlenmektedir. Ayrica takipgilerin telefon
numaralarini ¢gekmek i¢in “fwersnumber” komutu kullanilmig olup, ¢iktiya iligkin verilere Sekil 19.b de
yer verilmistir.

bers of users followers... this can take a few minutes
h y/n: y

Phone

atur

ET ALI KARATAS
PRISMA CSI
Kod Satirim

Prof. Dr. Bora Giirer

Arabuleu

Kodlab Yayin
Turkiye

petlebi.com

(b)

Sekil 19. Osintgram fwersemail-fwersnumber komutu ¢iktisi

2.10. Quasar

Acik kaynak bir bilgi toplama aracidir. Aragta birgok modiil bulunmaktadir. Bu modiiller ile elde
edilebilecek baz1 bilgileri su sekilde siralamamiz miimkiindiir; DNS kesfi, mail adresi, adres bilgisi,
telefon numarasi.[15]

Kurulum islemi i¢in masaiistine Quasar dizini olusturulup, dizin igerisine “git clone
https://github.com/TunisianEagles/quasar.git” komutu ile repo indirilmelidir. Araci yiiklemek igin
kullanilacak komut ise “bash install.sh” seklindedir. Araci ¢alistirmak igin ise “./quasar.sh” komutu
kullanilmaktadir. Tool igerigi Sekil 20 de goriinen sekildedir.

Website Informations
E-mail Address Checker
Phone Number Information
Credit Card Bin Checker
Ip Locator

Port Scanner
Others

About Quasar
Exit

Sekil 20. Ouasar

199


https://github.com/TunisianEagles/quasar.git

1Czo022

iie.hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

Website Informations u segmek icin girdi olarak “1” yazilmalidir. Diger segcenekleri se¢mek i¢in
ise id adresleri kullanilmalidir. Website informations u sectikten DNS Lookup segenegi igin girdi olarak
“1” girildikten sonra adres bilgisi girilmektedir. Sonrasinda bilgi toplanmak istenilen site belirlenip,
ilgili alana girisi saglanmistir(Sekil 21.a). Sorgu sonucu elde edilen verilere Sekil 21.b de yer verilmistir.

DNS Lookup A : 13.107.42.14

Whois Lookup AAAA : 2620:1ec:21::14
GeoIP Lookup MX : 10 mail-c.linkedin.com.
Subnet Lookup MX : 10 mail-d.linkedin.com.
Get Robots.txt MX : 20 mail.linkedin.com.
Website UP or DOWN MX : 10 mail-a.linkedin.com.
Back To Main Menu NS : dnsl.p@9.nsone.net.

Exit NS : dns2.p@9.nsone.net.
NS : dns3.p@9.nsone.net.
Enter Your Choice : 1 NS : dns4.p@9.nsone.net.
NS : nsl.p43.dynect.net.
NS : ns2.p43.dynect.net.
NS : ns3.p43.dynect.net.
Enter IP/HOST : linkedin.coml NS : ns4.p43.dynect.net.

(a) (b)

Sekil 21. Ouasar uygulama

Bu adimlar izlenerek birgok veri elde etmek miimkiindiir.

2.11. Archive.org

Archive.org ile bilgi toplamak istedigimiz sistemle alakali gegmise doniik kayitlart bulabilmek
miimkiindiir. Bu kayitlar sistemin su anki haliyle yeteri kadar bilgi edinemedigimiz durumlarda bize
yardimc1 olabilmektedir. Sistemlerin ge¢misteki hallerinde unutulan bilgi veya sistem hakkinda
herhangi bir ipucu elde etmek mimkiindiir.

Taramak istenilen sitenin adresi ilgili alana girildikten sonra Sekil 22.a da ki gibi bir ekran ile
karsilagilmaktadir. Takvim {izerindeki halkalar sayfadaki diizenleme sayisina oranla degisiklik
gostermektedir. Ornegin; degisikligin fazla oldugu giinlerdeki halka biiyiikliigii, degisikligin az oldugu
giinlere oranla daha biiyliktiir. Ayrica yil bazli olan kisimda da degisiklige bagli olarak grafiksel yap1

artis gostermektedir. Halkalar iizerine gelindiginde ise degisiklik saatlerini daha detayli gormek

miimkiindiir (Sekil 22.b). Secilen tarihte ki sayfa goriiniimiinii gdzlemleyebildigimiz gibi tarihler
arasinda gezinti yapabilmek de miimkiindiir.

MARCH 17, 2021
152 snapshot:

p 2017 2018 2019 2020 m

2008 2009 2010 2011 2012 20 . O

1 2 3
4 5 6 7 8 9 10
M (12 13 14 15 16 17

F s 7 s . " .
S : : : - > 23 24 25 2 27 21 223 2 5 % |7 18 19 20 21 2 23 2

(@) (b)

Sekil 22. Archive.org tarama 6rnegi
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2.12. Sandmap

Sandmap, nmap (Bo6lim 2.1) altyapisimt  kullanmaktadir. Nmap taramalarinin
otomatiklestirilmesiyle kullanicilarin kullanimini kolaylastiran bir aragtir. Calisma hizi1 bakiminda iki
arag karsilastirildigi zaman sandmap daha hizli sonuglar vermektedir. Kurulum islemi igin dncelikle “git
clone https://github.com/trimstray/sandmap” komutu ile repo indirilir ve “./setup.sh install” komutu ile
kurulum gerceklestirilir. Toolu ¢alistirmak icin komut satirina “sandmap” yazmak yeterli olmaktadir.
“help” komutu ile kullanim ile ilgili parametreleri gézlemlemek miimkiindiir.“list” komutu ile ise
gerceklestirebilecegimiz islemlerin bir listesi elde edilir. Bu listeye Sekil 23 de yer verilmistir.

cli(main)> list

Module Profiles  Description

bility Module

Sekil 23. Sandmap list komutu

Secilen modiilii kullanmak i¢in “use <Module>" parametresi kullanilmaktadir. “show” komutu
ile tarama Ozelliklerine bakilabilmektedir. Modiil {in alias kisminda nmap parametrelerine denk gelen
takma isimler bulunmaktadir. Tlgili ¢ikt1 Sekil 24.a da sunulmustur. “set dest (destination) <domain
name>" ile hedef belirlendikten sonra “init <modiil ID>" ile yapilacak islem segilir. Hedef belirleme ve

ciktisina ait gorsele ise Sekil 24.b de yer verilmistir.

set dest linkedin.com

Nmap Parameters

2-01-15 19:07 EST
.14)

(not scanned): 2620:1ec:21::14

(b)
Sekil 24. Hedef belirleme&gikti

3. Sonug¢

Siber giivenlikte bilgi toplama gorevi, potansiyel bir hedef hakkinda bilgi toplama eylemlerinin
biitiinii olarak tanmimlanabilir. Bu eylemler, sizma testi, ag giivenligi izleme, ag analizinin
gerceklestirilmesi veya diger siber glivenlik gorevleri i¢in yapilabilir. Siber suglular, potansiyel hedefler
hakkinda bilgi toplarken de genel olarak ayni teknikleri kullanir. Bu nedenle, bilgi toplama alaninda
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kullanilan aracglara asina olunmasi siber giivenlik alaninda ¢alisan kisiler i¢in olduk¢a 6nemlidir. Bu
sekilde kurumsal aginizda herhangi bir durumda yetkisiz bilgi toplanmasini tanimlayabilir ve bu duruma
kars1 ¢esitli onlemler alinabilir. Genel olarak tiim siber giivenlik eylemlerinin gerceklestirilmesinde bilgi
toplama hayati bir 6neme sahiptir. Toplanan veriler, kullaniciya veya sistemlere saldir1 vektorlerinde
nasil ilerlemek istediklerine dair bilingli bir karar vermeleri i¢in hedef sistemler ve aglar hakkinda daha
fazla bilgi verir. Bilgi toplama, siber giivenlik alaninda ¢aligsan kisiler veya kurumlar igin ¢ok énemli bir
beceridir. Bilgi toplama, hedef veya savunma sistemlerindeki herhangi bir hata hakkinda bilgi elde
etmek ve analiz etmekten olusur.

Kullanilan araglar sonucunda, araglar kullanilarak sistemler hakkinda birgok bilgi elde edilebildigi
gbzlemlenmistir. Benzer islemler yapan farkli araglarin da oldugu, bazi araglarin ise birden fazla farkl
araci bir arada bulundurdugu test edilmistir.

Onemli bir asama olan bilgi toplama asamasinda ihtiyaglar belirlenmeli, ihtiyaglar dogrultusunda
en uygun arag/araclar belirlenerek kullanilmalidir. Bu sayede zaman verimli kullanilabilecegi gibi
gerekli olan bilgiler miimkiin olan en iist diizeyde elde edilebilecektir.
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KOLOREKTAL KANSER HiSTOLOJIK GORUNTULERININ DERIN OGRENME iLE
SINIFLANDIRILMASI

Mehmet Fatih Seven?, Volkan Miijdat Tiryaki™
1Siirt Universitesi, Miihendislik Fakiiltesi, Bilgisayar Miihendisligi Béliimii, Siirt, Tiirkiye, tiryakiv@siirt.edu.tr
* Sorumlu Yazar: tiryakiv@siirt.edu.tr

Ozet: Amag: Kolorektal kanser (KRK) sindirim sisteminin kalin barsak kisminda olusan bir kanserdir.
Tiirkiye'de kadinlarda iiciincii ve erkeklerde dordiincii en yaygin olarak gériilen kanser tiriidiir.
Bilgisayar destekli KRK teshisi icin histolojik goriintiilerin otomatik olarak siniflandirilmasi 6nem arz
etmektedir. Bu calismada insan KRK histolojik goriintiilerinin sekiz farkli dokuya sumiflandirilma
problemi ele alinmuistir.

Gereg ve yontem: Egitim ve test islemleri i¢cin 2016 yilinda yayinlanan KRK veri seti kullanilmistir. Veri
seti iginde sekiz farkl tiirden toplam 5000 tane sayisal doku goriintiileri bulunmaktadir. Veri setindeki
goriintiiler egitim, dogrulama, ve test verileri igin sirast ile rastgele %70, %15 ve %15 oranlarinda
ayrimistir. Smiflandirma islemi icin son yillarda goriintii siniflandirmada yiiksek performans elde
edilen derin dgrenme yontemlerinden evrisimsel sinir aglart (ESA) ve ResNet50 dgrenme transferi
yontemleri kullanilmustir.

Bulgular: Suiflandirma dogrulugu olarak dogrulama verisinde sifirdan 6grenme ve 6grenme transferi
yontemleri ile 0.8750 ve 0.8803 elde edilmistir. OSrenme transferi yontemi simiflandirma
performansinin daha iyi oldugu goriilmiistiir. Sistem egitimi icin gerekli olan siire ve hesaplama ortami
hakkinda bilgi verilmigtir. Karisiklik matrisi olusturulmus ve en dogru ve en yanls olarak siniflandirilan
doku tiirleri belirlenmistir. Elde edilen basarim degerleri literatiirde bugiine kadar elde edilen
degerlerle karsilastirilmistir.

Sonug: Derin ogrenme yontemlerinden ResNet50 oOgrenme transferi yénteminin KRK doku

stniflandirmasinda basari bir sekilde kullanilabilecegi gosterilmistir.

Anahtar sozciikler: Goriintii Stniflandirma, Histoloji, Evrigimsel Sinir Agi, Barsak.

CLASSIFICATION OF COLORECTAL CANCER HISTOLOGICAL IMAGES USING DEEP
LEARNING

Mehmet Fatih Seven', Volkan Miijdat Tiryaki **
!Department of Computer Engineering, Faculty of Engineering, Siirt University, Siirt, Turkey,
tiryakiv@siirt.edu.tr
* Corresponding author: e-mail: tiryakiv@siirt.edu.tr

Abstract: Objective: Colorectal cancer (CRC) occurs in the colon and the rectum part of the digestive
system. It is the third most common form of cancer in women and the fourth in men in Turkey. The
classification of CRC histological image classification is important for implementing the computer
aided CRC diagnosis. In this study, eight-way human CRC histology image classification was
investigated using deep learning from scratch and transfer learning.

Methods: For training the classifier, the CRC dataset published in 2016 was used. There are a total of
5000 digital tissue section images in the dataset belonging to eight different sets of tissues. Training,
validation, and testing data was randomly partitioned at ratios of 70%, 15%, and 15%, respectively.
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For classification, an eight-layer convolutional neural network (CNN) and ResNet50 transfer learning
methods were used.

Results: On the validation data, classification accuracies of 0.875 and 0.8803 were obtained by learning
from scratch and transfer learning. Transfer learning performance was better than learning from
scratch. The time required for deep learning model trainings were given. The confusion matrix was
created and the types of tissues that were classified as the most and the least accurate. The achievement
values obtained in this study are close to those ones in the literature to date.

Conclusion: This study showed that ResNet50 transfer learning method can be successfully used for
CRC histological image classification.

Keywords: Image Classification, Histology, Convolutional Neural Network, Colon.

1. Giris

Glinlimiizde tip alaninda yapay zeka uygulamalar1 gelistirilmeye devam etmektedir. Temelde
klinik teshis siirecinde yardimci olabilecek ve tedavi oOnerilerinde bulunabilecek programlarin
gelistirilmesi amaglanmaktadir. Makine 6grenmesi sistemleri ile biiylik boyutlarda karmasik tibbi veriler
analiz edilerek, bu veriler arasindaki anlaml1 iliskilerin ortaya ¢ikarilmasi miimkiin hale gelmistir. Bu
bilgiler teshis, tedavi ve sonuglarm tahmin edilmesinde kullamlmaktadir. Ornegin; bilgisayarli
tomografi taramalarini analiz ederek akciger kanseri ve felg teshisi [1], ekokardiyografiler analiz
edilerek ani kalp krizi riskinin belirlenmesi [2], deri goriintiilerini analiz ederek lezyonlarin
smiflandirilmasi [3], goz goriintiilerini analiz ederek diyabetik retinopati gostergelerinin belirlenmesi
[4], makine 6grenmesi ve derin 6grenme algoritmalarinin basarili olarak uygulandigi problemlere 6rnek
olarak verilebilir. Ozellikle kanser tiirlerinin teshisinde ve kanser dokularinin tespiti konusunda son
yillarda 6nemli ¢aligmalar yapilmaktadir [5]. KRK histoloji goriintiilerinin kullanilmasinda evrisimsel
sinir ag1 ve varyantlari ile basarili calismalar yapilmustir [6], [7].

Bu calismada diinyada ve tilkemizde yaygin olarak goriilen kanser tiirlerinden kolorektal kanser
(KRK) histoloji goriintiilerinin derin 6grenme yontemleriyle smiflandirilmas: amaglanmistir. KRK,
genellikle hastalik ilerleyince belirti vermektedir. Bu yiizden tarama, polipleri ve kanseri erken teshis
edebilmek agisindan ¢ok onemlidir. Tarama ile kanserlesmemis polip halindeki tiimdrler tespit edilip
¢ikarilarak kanser gelismesi Onlenir, kanser gelismis olan olgularda ise, erken teshis ile yasam siiresi ve
kalitesi artirilir. Sekiz farkli tirden 5000 adet KRK histolojik goriintiileri, derin O6grenme
yontemlerinden evrisimsel sinir aglart (ESA) ve ResNet50 0Ogrenme transferi kullanilarak
siiflandirilmistir. Bu dokularin birbirinden ayirt edilmesi kanser dokunun teshis edilmesi yoniinde

Onemli bir adim olacaktir.
2. Yontem

2.1. Veri seti secimi ve onislemler

Bu ¢alismada 2016 yilinda yaymlanan KRK veri seti derin 6grenmenin egitimi ve testi igin
kullanilmigtir [8]. Bu veri seti epitelyal tiimor, stroma, karmasik stroma, bagisiklik hiicre kiimesi, atik
ve mukoza, mukozal bez, adipoz doku ve arka plan olmak iizere. sekiz farkli siniftan 150x150 pixel
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boyutlarinda toplam 5000 histoloji goriintiilerinden olusur. Veri setinden her bir siniftan iki goriintii
olmak tlizere 16 goriintii sekil 1'de gosterilmistir.

& w
Epitelyal Stroma Karmasik Bagisiklik Atik ve Mukozal bez Adipoz doku Arka plan
timor stroma hiicre kiimesi mukoza

Sekil 1. KRK veri setinden ornekler [8].

BRE o

Her doku tiiriinden esit sayida goriintli olmak iizere %70 egitim, %15 dogrulama ve %15 test
oraninda rastgele ayrildi. Egitim verisi sinir agindaki agirliklari giincellemek, dogrulama verisi egitim
esnasinda derin agin dogrulugunu 6lgmek ve test verisi de egitim bittikten sonra modelin performansinin

6lgmek i¢in kullanildi. Tablo 1'de egitim, dogrulama ve test verilerinin dagilimi verilmistir.

Tablo I. Egitim, dogrulama ve test verileri igcinde KRK histoloji goriintii sayilari.

Veri Epitelyal | Stroma | Karmasik | Bagisikhk | Atikve | Mukozal | Adipoz | Arka
tiimor stroma hiicre mukoza bez doku plan
kiimesi
Egitim 437 437 437 437 437 437 437 437
Dogrulama 94 94 94 94 94 94 94 94
Test 94 94 94 94 94 94 94 94
Toplam 625 625 625 625 625 625 625 625

2.2. Goriintii siniflandiricr gelistirilmesi

Derin 6grenme siniflandirict NVIDIA GeForce RTX 3060 grafik karti, Intel Xeon E5 2630 2.6
GHz CPU, 16 GB RAM’e sahip ve 64-bit Windows 10 isletim sistemi kurulu bir Dell T7610 is
istasyonunda gergeklestirildi. Derin 6grenme egitimi Python 3.8 ortaminda TensorFlow 2.4 ve Keras
kiitiiphaneleri kullanilarak yapildi [9], [10]. Veri biiylitme islemi yatay ve dikey ¢evirme etkin, yatay ve
dikey kaydirma %20, biiyilitme ve kirpma oram1 %20 ve ¢evirme orani [0°,180°] aralifinda rastgele
olacak sekilde uygulandi. Adam optimize edici baslangic 6grenme orami 107 olarak kullamildi [11].
Sistem hafizasinin verimli kullanmilmasi i¢in veri jeneratorii uygulandi ve yi8in boyutu dort olarak
belirlendi.

Asir1 6grenmeyi engellemek igin ardisik olarak on iterasyon boyunca dogrulama verisi lizerinde
kayip fonksiyonunda azalma olmazsa egitim durduruldu. Kayip fonksiyonu olarak kategorik capraz
entropi yontemi kullanildi. Veri dengeli oldugu i¢in sinif agirlik katsayilar1 kullanilmadi. Egitim devri
(epoch) bagina adim sayisi egitimde kullanilan goriintii sayisinin yigin boyutuna bolinmesi ile
3496/4=874 olarak belirlendi.

Derin agin sifirdan egitimi esnasinda sekiz katmanli bir yap1 kullanildi. Her bir katmanda sirastyla

konvoliisyon, LeakyReLU aktivasyon fonksiyonu ve maksimum havuzlama fonksiyonu eklendi.
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Katmanlardaki konvoliisyon islemlerinde sirasi ile 16, 16, 32, 32, 64, 64, 128 ve 128 filtre kullanildi.
Modelin sonuna softmax aktivasyon fonksiyonu eklendi. Ogrenme katsayis1 10 olarak belirlendi ve
maksimum devir sayisi 200 olarak ayarlandi ve egitim baslatildi.

Ogrenme transferi icin ImageNet ile daha 6nceden egitilmis ResNet50 ag katsayilar1 kullanilarak
simiflandiric tasarlandi [12], [13]. Oncelikle agin katsayilari en iist katman alinmadan ige aktarildi.
Model ¢ikisina sirasi ile GlobalAveragePooling2D, 1024 boyutlu yogun katman, LeakyReLU
aktivasyon katmani, istatistiksel birakma katmani (dropout), 512 boyutlu yogun katman, LeakyReLU
aktivasyon katmani ve son olarak model sekiz yollu siniflandiric1 oldugu i¢in softmax aktivasyon
katmanlar1 eklendi. ResNet50 aginda 182 katman ile 26.2 milyon parametre bulunmaktayd:. Ogrenme
transferinin birinci asamasinda ti¢ devir kullanildi ve sadece sonradan eklenmis olan yogun katmanlar
egitildi. Tkinci asamada 6grenme katsayis1 10*’e diisiiriildii ve derin 6grenme modelinin {istten %25
oraninda katmanlar1 on devir boyunca egitildi. Ugiincii asamada ise 6grenme katsayis1 10°’e diisiiriildii
ve derin 6grenme modelinin tiim katmanlari en fazla 150 devir olmak {izere asir1 6grenmeyi engelleme
kriteri ile birlikte egitildi.

Sifirdan 6grenme ve ResNet50 o6grenme transferi yonteminin smiflandirma performansi
dogrulama verisi iizerinde tespit edildi ve en iyi yontem segildi. Test verileri model egitiminde
kullanilmadi. En iyi yontem belirlendikten sonra test verisi lizerinde performans degerlendirmeleri
yapildi.

2.3. Smiflandirma performans degerlendirilmesi

Verinin dengeli olmasindan dolay1 performans metrigi olarak dogruluk kullanilmustir. Sekiz-yollu

smiflandirict performans degerlendirilmesi i¢in asagidaki metrikler kullanildi [14]:

Dogru siniflandirilmis gorinti sayist

Dogruluk = (1)

Toplam gorinti sayist

3. Bulgular

Smiflandiricilarin dogruluk verisi {izerinde performanslart ve egitim igin gecen siireler tablo 2°de
gosterildi. ResNet50 6grenme transferi yontemi kullanildiginda dogruluk sifirdan 6grenme yontemine
gore artis gosterdi. Sifirdan 6grenme ydnteminin hesaplama siiresi ResNet50 agindan daha yiiksekti.
Diger yandan ResNet50 6grenme transferi yonteminin diskte kapladigi alan sifirdan 6grenme modeline
gore daha fazlaydi.

Tablo 2. Model egitim ve hafiza maliyetleri ile dogrulama verisi siniflandirma performansi

Yontem Boyut (MB) | Egitim siiresi | Dogruluk
ResNet50 307 50 dk 0.8803
8 katman ESA 4 67 dk 0.8750

En iyi model ResNet50 olarak belirlendikten sonra, bu modelin test verisi lizerinde performansi
hesaplandi. Test verisinde 0.8644 dogruluk, alic1 ¢alisma egrisi altindaki alan1 (AUC-ROC) ise 0.9834
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olarak hesaplandi. Dogruluk oranina ek olarak hatalarin oranini kiyaslayabilmek i¢in karisiklik matrisi
olusturuldu ve tablo 3’te gosterildi.

Tablo 3. Test verisi lizerinde kitle ve kalsifikasyon siniflandirilmasi

Timor 81 1 5 1 0 6 0 0
2 Stroma 0 87 3 0 2 0 2 0
S K.stroma 2 18 64 6 2 2 0 0
8  Bagisikhik 0 0 10 79 0 5 0 0
= Atik mukoza 0 23 2 0 65 2 2 0
£  Mukozal bez 0 0 1 0 0 93 0 0
5 Adipoz 0 0 0 0 0 0 93 1
Arka plan 0 6 0 0 0 0 0 88
Timoér Stroma Karmasik Bagisiklik Atk Mukozal Adipoz Arka
stroma mukoza bez plan

ResNet50 6grenme transferi tabanh simiflandirici

Test sonucu dogrulugu dogrulama verisi dogrulugundan sadece %2 daha diisiik oldugu goriildii.
En yiiksek hata attk mukoza goriintiilerinin stroma olarak siniflandirilmasindan kaynaklandi. Elde edilen
performans degerleri bugiine kadar literatiirde elde edilmis degerler ile karsilastirildi ve tablo 4’te

gosterildi.
Tablo 4. KRK siniflandirma problemi igin literatiirdeki ¢aligmalar
Yayin Yontem Test dogrulugu
Kather ve digerleri [8] | Makine 6grenme ve dokusal analiz | 0.8740
Nanni ve digerleri [6] | ESA toplulugu 0.9518
Wang ve digerleri [7] Cift dogrusal ESA 0.9260
Bu ¢alisma ResNet50 6grenme transferi 0.8644
4. Sonug

KRK smiflandirma i¢in 6grenme transferi yontemiyle sifirdan 6grenme hem daha yiiksek
performans hem de zaman olarak daha kisa siirede egitim gerceklestirildi. KRK histoloji dokulariin
yiiksek dogrulukta siniflandirilmast bu modelin KRK tedavi siirecinde katkis1 olabilecegini
gostermektedir.

5. Oneriler

KRK veri seti ile ilgili boliitleme verisi bulunmamaktadir. Bu konuda veri seti yayinlanmasi
bilgisayar destekli KRK teshis sistemlerinin yayginlagsmasinda katkida bulunabilir.
Bilgilendirme

Volkan Miijdat Tiryaki Siirt Universitesi Bilimsel Arastirma Proje Koordinatérliigii’'ne bu
calismanin 2021-SIUMUH-01 nolu proje kapsaminda desteklenmesinden dolay: tesekkiir eder.
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MAKINE MUHENDISLiGINDE YAPAY ZEKA TEKNOLOJISININ UYGULANMASI

Bahadir Birecikli™
!Batman Universitesi, Teknik Bilimler Meslek Yiiksekokulu, Dogalgaz ve Tesisat1 Teknolojisi Programu,
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“ Sorumlu Yazar: bahadir.birecikli@batman.edu.tr

Ozet: Insanoglunun ihtivaclarina karsilamak icin yapilan ¢alismalar, mevcut teknoloji ile imkan
saglamis olup, onceki yillara gére daha kisa siirede ihtiyaclara cevap vermistir. Giiniimiizde,
bilgisayar yazilimlar ile yapilmakta olan caligmalar, insan zekasimin kisa siirede ulasamayacagi
hizda ve hassas sonuglar vermektedir. Biitiin bunlara ragmen nihai karar yine de insan zekasina
kalmaktadir. Insan zekasi, girdi ve ¢iktilar géz oniine alarak en optimum sonuca ulasmay: ya da elde
edilen ¢iktilar arasindan en wuygununu belirlemeyi hedeflemektedir. Teknoloji, hayatimizin her
alaminda hizlica ilerlemekte olup yasamilan gelismeler, onceki hi¢bir donemde olmadigi kadar hizli
olmaktadir. Giiniimiiz teknolojisinin en onemli gelismelerinden biri yapay zekd alaninda olmaktadir.
Bu alandaki hizli gelismeler, yapay zekdanin ¢ok farkly alanlarda ¢éziim bulma amaciyla kullanilmasi
nedeniyle bilimsel alanlardaki mevcut geligmeler igin bir katalizér gérevi gérmektedir.

Bu caliymada, mekanik endiistrisinin isleyisinde yapay zekamin kritik rolii agiklanmaktadir.
Giiniimiizde makinelerde kullanilan teknoloji, gercek diinya sorunlarina ve karmasik durumlara
yonelik ¢oziime yardimct olmaktadwr. Cogu yapay zeka algoritmasi, bir¢ok miihendislik yaklasuimina
¢oziim sunabilmektedir. Yapay zekanin onemi, makine miihendisligini akilli makineler ve robotlarla
otomatik hale getirmektedir. Hesaplama sistemleri, bulanik mantik sistemleri ve sinir aglarini iceren
algoritmalar, miihendislikteki sorunlar: ¢ézmek icin hizli bir bi¢cimde biiyiimektedir. Yapay zeka, son
yvillarda mekanik endiistrisinde iyi bir etki birakmis olup insan yasamina biiyiik katkr saglayan akill

sistemler gelistirmis ve arastirmactlarin gelecege yonelik ufkunu da genisletmektedir.

Anahtar sozciikler: Yapay Zeka, Mekanik, Makine Miihendisligi, Algoritmalar

ARTIFICIAL INTELLIGENCE TECHNOLOGY IN THE FIELD OF MECHANICAL
ENGINEERING

Bahadr Birecikli™
!Batman University, Technical Sciences Vocational School, Natural Gas and Installation Technology Program,
Batman-Turkey, bahadir.birecikli@batman.edu.tr
* Corresponding author: bahadir.birecikli@batman.edu.tr

Abstract: The investigations carried out to meet the needs of human beings have provided
opportunities with the current technology and have responded to the needs in a shorter time compared
to previous years. Nowadays, studies carried out with computer software give fast and sensitive results
that human intelligence cannot reach in a short time. Despite all this, the final decision still remains
with human intelligence. Human intelligence aims to reach the optimum result by considering the
inputs and outputs or to determine the most suitable one among the obtained outputs. Technology is
advancing rapidly in all areas of our live and developments are getting faster than in any previous
period. One of the most important developments in today's technology is in the field of artificial
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intelligence. Rapid developments in this field act as a catalyst for current developments in scientific
fields, as artificial intelligence is used to find solutions in many different areas.

In this study, the critical role of artificial intelligence in the functioning of the mechanical industry is
explained. The technology used in machines today helps to solve real-world problems and complex
situations. Most artificial intelligence algorithms can offer solutions to many engineering approaches.
The importance of artificial intelligence automates mechanical engineering with smart machines and
robots. Algorithms including computational systems, fuzzy logic systems and neural networks are
growing rapidly to solve engineering problems. Artificial intelligence has made a good impact in the
mechanical industry in recent years, has developed intelligent systems that make a great contribution
to human life, and expands the horizons of researchers for the future.

Keywords: Artificial Intelligence, Mechanic, Mechanical Engineering, Algorithms

1. Giris

Yapay zeka, insanoglunda bulunan bilgi edinme, algilama, gérme, diisiinme ve karar verme ile
donatilmig bilgisayarlar olarak tanimlanabilir. Literatiirde ise "Artificial Intelligence" olarak
tanimlanan yapay zeka, insanoglunun yerini almaya ¢alisan elektro-mekanik bir robotu
cagristirmaktadir. Ancak, insanoglu ile makineler arasinda kesin bir farkliligin oldugu agiktir. Bunun
yaninda makine sektdriinde bu teknolojinin gelismesinde bilgi kullanimi ve bilgi kazanimi biiyiik
Onem tasimaktadir.

Bilim ve teknolojinin siirekli ilerlemesiyle birlikte makine miihendisligi de siirekli geligmekte
ve degismektedir. Otomasyon ve entelektiiellestirme seviyesi siirekli bir gelismeye sahiptir.

Makine miihendisligi alaninda yapay zeka teknolojisinin kullanim amaci, iiretim, imalat ve
hizmet sektoriinde kalite ve verimliligi arttirmak bdylece is kazalari riskini minimuma indirerek
tehlikeli islerde robotlar1 kullanmak, insan hayatindaki kaliteyi arttirarak egitim alaninda strateji
gelistirme, verimliligi artirmak ve problem ¢6zme yetenegi kazandirmaktir.

Yapay zeka teknolojisi hemen hemen her alanda popiiler hale gelmektedir. Giinliilk hayatta
kullandigimiz birgok nesneyi akilli hale getiriyoruz. Bu sadece isimizi kolaylagtirmakla kalmadi, ayni
zamanda arastirmaya, ¢alismaya ve gelistirmeye yeni bir boyut kazandirdi. Yapay zeka teknolojisi,
islemleri daha verimli bir sekilde gerceklestirmemize yardimci olan diger alt konular ve
algoritmalardan olusan bir hazine gibidir.

Yapay zeka, insan zekasini simiile etmek ve genisletmek i¢in teori, teknoloji ve uygulama
sistemlerini inceleyen ve gelistiren, psikoloji, biligsel bilim, diisiinme bilimi, bilgi bilimi ve sistem
bilimi gibi disiplinleri igeren, gelismekte olan bir teknoloji bilimidir (Sekil 1). Yapay zeka aslinda
insan zekasinin dziinii anlamay1 ve daha sonra akilli bir makine iiretmeyi umarak insan diisiincesinin
veri etkilesim siirecinin simiilasyonudur. Bu akilli makine, soruna yanit vermek ve onunla basa
¢ikmak i¢in tasarlanmaktadir [1].
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Sekil 1. Yapay zeka teknolojisi [2]

Bu makalenin amaci, yapay zeka teknolojisinin bilesimi ve gelisiminin yan1 sira yapay zeka ve
makine miihendisligi arasindaki iliskiyi gozden gecirmektedir. En Onemlisi, makine miihendisligi
alaninda yapay zeka teknolojisinin nasil uygulandigini incelemeyi amaglamaktadir [3]. Hata tespiti,
otonom araglar, imalat, akilli binalar gibi makine miihendisligindeki cesitli uygulamalarda cesitli
yapay zeka yontemleri denenmektedir. Bu nedenle, bu makale bazi makine miihendisligi
uygulamalarinda yapay sinir aglari, genetik algoritma, derin 6grenme, bulanik mantik, hibrit teknik ve
vaka tabanl akil yiiriitme gibi yapay zeka yontemlerinin kullanimini aragtirmay1 ve hangi yapay zeka
yonteminin daha uygun oldugunu bulmaya ¢alismay1 amaglamaktadir [4].

2. Yapay Zekanin Arastirma Yonii

2.1. Makine Ogrenmesi

Temel olarak bilgisayarin insan 6grenme davranigini nasil simiile ettigine odaklanan Makine
Ogrenimi, mevcut bilgi yapisin1 dgrenilen bilgi ve becerilerle yeniden diizenler ve performansini
stirekli iyilestirmektedir. Makine 0grenimi, yapay zekanin Oziidiir ve bilgisayarlarin kendi zekasina
sahip olmasinin tek yoludur. Su anda, makine Ogrenimi yapay zekanin tiim alanlarinda
kullanilmaktadir [5].

2.2. Uzman Sistemleri

Uzman sistem, yapay zeka arastirmalarmin bir diger 6énemli dalidir. Uzman sistem, belirli
sorunlar1 ¢6zmek icin 6zellesmis bilginin kullanimina iligkin genel diisiinme bi¢imini kesfeder. Uzman
sistem, yapay zekanin teorik arastirmasini pratik uygulamaya doniistiirmektedir. Uzman sistem,
bilgisayar akilli program sisteminin bir tiir 6zel bilgisi olarak goriilebilir. Uzman sistem, belirli
alanlarda uzmanlar tarafindan saglanan uzmanlik ve deneyimi kullanabilir. Ayrica uzmanlar tarafindan
coziilebilen karmasik sorunlar1 ¢ozmek ve simille etmek icin yapay zekadaki akil yiirlitme
tekniklerinden de faydalanabilir [6].

Temel bir uzman sistem, Sekil 2'de gosterildigi gibi bilgi tabani, veri tabani, ¢ikarim motoru,
¢ikarim mekanizmasi, bilgi edinme ve kullanici ara yiliziinden olugmaktadir.
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Kullanici Arayiizii

Cikarim
mekanizmasi

Bilgi Tabani ve
Veritabam

Sekil 2. Temel bir uzman sistem modeli

2.3. Oriintii Tamma

Oriintii tanima arastirmasi temel olarak iki yonii icermektedir. Birinci yon, bilimsel kategorinin
anlasilmasina ait olan nesnenin algilanma yOntemini; ikinci yon ise bilgisayar ile Oriintii tanimay1
basarmak sartiyla duruma gore gorev belirler. Birinci yonde fizyologlarin, psikologlarin, biyologlarin
ve norofizyologlarin arastirma icerigiyle ilgilidir. ikinci ydnde ise, matematikgiler, bilisim uzmanlari
ve bilgisayar bilimi ¢alisanlarinin cabalariyla sistematik olarak arastirilmis ve metin tanima, ses
tanima, parmak izi tanima, uzaktan algilama ve tibbi teshiste uygulanmis olup insanlarin hayatlarini

biiyiik 6l¢iide kolaylastirmayla ilgilenmektedir.

2.4. Yapay Sinir Aglar1

Yapay Sinir Ag1 (YSA), insan sinir agiin bilgi isleme perspektifinden soyutlanmasiyla elde
edilen aritmetik bir modeldir. Yapay Sinir Ag1 birbirine bagli ¢ok sayida nérondan olusur. Her noron,
uyarma islevi ad1 verilen belirli bir ¢ikt1 islevini temsil eder. ki ndronun her biri arasindaki baglanti,
bagl sinyal aracilifiyla agirlik olarak adlandirilan bir agirligi temsil eder. Sinir ag1 baglanti modu,
agirlik ve tesvik islevi degistiginde ag ¢ikisi da degisecektir [7]. En temel yapay sinir agi, girdi
katmani, gizli katman ve ¢ikt1 katmani olmak tizere {i¢ katmandan olusur (Sekil 3).

— G GleTmn
rd N

Sekil 3. Yapay sinir ag1 modeli
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2.5. Derin Ogrenme

Derin 6grenme kavrami, yeni bir makine Ogrenimi alanma ait olan yapay sinir agi
aragtirmalarindan gelmektedir. Derin 6grenme, yapay zekanin 6grenmeye, onu egitmeye, kavramlari
kendi kendine yonetmeye ve etiketlenmemis verilerden sesleri, goriintiileri ve diger verileri tanimaya
baslamasini ifade eder. Bu yaklasim insan beynine daha yakindir. Derin 6grenme esas olarak ¢ok
katmanli temsili 6grenmek i¢in derin bir yap1 olusturmaktadir (Sekil 4).

Yapay Zeka

.

Makine Ogrenmesi

e —.

Sekil 4. Derin 6grenme kavrami

3. Makine Miihendisligi Kavram

Makine miihendisligi, ¢ekirdegi mekanik elektronik olan bilgi teknolojisi ve akilli ag ile birlikte
her tiirlii bilimi kapsayan bir bilim ve teknolojidir. Bu disiplinlerin teorisi, makine miihendisliginde
yaygin olarak kullanilmaktadir. Makine miihendisligi tasariminda, tasarimi gelistirmek igin farkli
mekanik bilesenleri birlestirerek bilgisayar teknolojisi, ag teknolojisi ve mekanikle ilgili teknolojiyi
entegre etmek gerekir. Makine miihendisligi tasariminda bilgi ¢ok karmagik olmasina ragmen, tasarim
nispeten basittir, yap1 karmasik degildir ve iyi bir performansa sahiptir. Yeni nesil tasarim, geleneksel
makinelerin yerini alan tiretime gectiginde yiiksek verimlilige ve kii¢lik boyuta sahip olmalidir. [8].

4. Yapay Zeka ve Makina Miihendisligi Arasindaki Iliski

Elektronik bilginin hizla gelismesiyle birlikte makine miihendisligi temel bir disiplin olarak
hayatimizda yaygin olarak kullanilmaya baglamistir. Ancak makine miihendisliginin de baz
eksiklikleri vardir, sorunun nedeni elektronik bilgi sisteminin kusurlu faktoriidiir. Yapay zekanin
kendisi bilgiyi hizli bir sekilde aktarabilir ve zamaninda isleyebilir, bu da mevcut eksikligi etkili bir
sekilde telafi edebilir.

Makine miihendisliginde giris ve ¢ikis siirecinde, elektronik bilgi sistemi ¢ok fazla zorluk ve
direngle kars1 karsiya kalacaktir, eger giris bilgileri ¢ok karmagiksa, elektronik bilgi sistemi

muhtemelen bir hata yapacaktir ve o zaman sorun manuel olarak ¢oziilmesi gerekecektir.
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5. Yapay Zeka Teknolojisinin Makine Miihendisliginde Uygulanmasi

Yapay zeka teknolojisi genellikle makine miihendisliginde bir hata tespitinde kullanilmaktadir
[9]. Genel olarak, yapay zeka tabanli hata tanimlama teknikleri, kural tabanlit muhakeme, vaka tabanh
muhakeme ve hata tabanli tanimlamay igerir.

Geleneksel uzman sistemin temel bilesimine ve temel ilkesine dayanarak, muhakemelere dayal
mekanik bir hata tespit uzman sistemi olusturulur. Genel yap1 Sekil 5'de gosterilmektedir. Temel bir
sistem, vaka tabanli, kural tabanli, veritabani, bilgi siireci, ¢ikarim motoru, 6grenme sistemi ve insan-
makine arayiiziinii icermektedir [10].

Tespit sisteminin temel ¢alisma siirecinde ilk olarak kullanici, insan-makine arayiizii araciligiyla
makine tarafindan izlenen ¢evrimici verileri girer. Sonra, muhakeme makinesi, pozitif muhakeme
mekanizmasina gore teshis sonuglarini elde etmek igin ilgili kurallar1 etkinlestirir. Daha sonra tespit
uzmani tavsiye verir ve ardindan olay1 belirli bir algoritma araciligtyla veritabanina alir, burada en ¢ok
benzeyen olayr belirler, benzerligi hesaplar, tarihsel duruma gore ve mekanik hata tespitine gore

yiiksek verimlilikle tespiti tanimlar.

insan-makina Arayiizii

Bilgi

siireci

o:
IE(
2
(=]
g
:

Veritabam

Sekil 5. Yapay zeka teknolojisinin mithendislikte uygulanmasi

6. Sonug¢

Bu calisma ile yapay zeka teknolojisinin bilesimi ve gelisiminin yani sira yapay zeka ve makine
miihendisligi arasindaki iliski gézden gegirilmistir. Ayrica makine miihendisligi alanindaki ilgili
uygulamalar1 da 6zetlemektedir. Teorik ve pratik aragtirmalar, akilli teknolojinin mekanik sistemlerin
tiim yonlerinde yaygin olarak kullanildigini, bilginin kesfi ve dagitilmis yapay zeka ve yapay zekay1
mekanik sistemde ve diger alanlarda daha etkili hale getiren diger bilgisayar teknolojileriyle
birlestigini gostermistir. Makine endiistrisinde giderek artan rekabet nedeniyle, bulanik mantik, sinir
ag1, uzman sisteme dayali hibrit akilli tasarim, izleme, kontrol, teshis sistemi, akilli kontrol diizeyini
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gelistirmek igin yeni bir arastirma etkin noktasi olacaktir. Bu uygulamalarin ¢ok umut verici
beklentileri vardir.

Hata tespiti, otonom araglar, araglarda goriintii isleme ve diger cesitli uygulamalar gibi makine
miihendisliginin c¢esitli alanlarinda kullanilan c¢esitli yapay zeka yontemlerinin kullanimi kisaca
tartigildi. Hibrit teknikler, iki veya daha fazla yapay zeka yonteminin bir kombinasyonu olduklari igin
ve daha etkili olduklarindan ¢ok ¢esitli uygulamalar i¢in uygundur. Bu nedenle yapay zeka teknolojisi
tasarim, imalat, hata teshisi, makine montaji gibi ¢6ziimlerin mevcut ¢ozliimlere dayandirildigi

alanlarda genis bir kullanim alani bulmaktadir.

Aragtirmamizdan ¢ikardigimiz en 6nemli sonu¢ makine endiistrisini ve hatta insanin giinliik
yasamini 6niimiizdeki yillarda tamamen etkileyecek bir yapay zeka teknolojisi lizerine kurulu zaman
dilimi beklenmektedir.
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YAPAY ZEKA CAGINDA SOFIiSTIiKE SiISTEMLER iCiN ORTA CAGDAN BiR iLHAM:
EL-CEZERIi VE OLAGANUSTU MAKINELERIi
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Ozet: Yapay zekd, zekdamn, zeki diisiince ve davranislarin taklit edilmesi hedefine yénelik arastirma ve
calismalarin yapildigi disiplinler arasi bir bilim alanidir. Zekay: yapay olarak ortaya ¢ikarmak, taklit
edilmek istenen varligi sadece islevsel yoniiyle degil bir biitiin olarak ele almayr zorunlu kilmaktadur.
Bunun sonucu olarak sofistike bir yapay zeka sistemin olusturulabilmesi icin, zekdya dair tiim alanlar
konusunda bilgi sahibi olunmasi zorunludur. Aksi halde bir alan icin islevsel olan bir sistemin, baska
bir alan i¢in sorun kaynagi olmasi ve béyle bir tiriiniin uzun vadede ticari olarak kisa omiirlii olmasi
kacumilmazdr. Coziimii zekd gerektiren bir sorunun dogru bir sekilde tespit edilmesi, ¢oziime yonelik
dogru strateji ve planlamalarin yapiimasi, en etkili ¢oziimiin otomatik hale getirilmesine yonelik yazilim,
tasarim ve isletim sisteminin tasarlanmasi ve son olarak dijital bir programin ya da mekanik bir tiriiniin
pazarlanmast ve tiiketicilerin kullanimina sunulmasi bir biitiin olarak degerlendirildiginde, tiim siirece
yvonelik bilgelik ve sofistike bir yaklasim gerektirmektedir. Ayrica giiniimiiz kosullarinda bilgiye ve
egitime erisim kolaylasmus, gerekli kaynak ve donamm olarak da bilim ve teknoloji ilerlemistir. Ancak
buna ragmen yapay zeka alaninda ¢alisan bir aragtirmacinin, fen, miihendislik, tip, felsefe ve sanat gibi
zekdya dair yan alanlarda uzman olmast beklenmemektedir. Yapay zekd ¢agi, teknoloji ¢agi ya da bilgi
cagi olarak adlandirilan 21. yiizyilda boyle bir biitiinsel yaklagimin maliyetli, zor, hatta imkansiz oldugu
ileri siiriilebilse de tiim bu sofistike yaklasim, elektrigin bile heniiz icat edilmedigi bir donemde, 13.
yiizyilda, El-Cezeri tarafindan teoriyle birlikte uygulamaya bile dokiilebilmistir. Calismamizda, El-
Cezeri’nin aldigi egitimden baglanarak ¢alismalarini ortaya koydugu el yazmasi eseri ¢ercevesinde icat
ettigi otomatlardaki islevsel ve estetik yon incelenmistir. Sonrasinda El-Cezeri yaklasimi olarak
adlandiracagimiz bu teknigin giiniimiiz yapay zekd c¢alismalarina entegre edilip edilemeyecegi
degerlendirilmistir. Son olarak béyle bir entegrasyonun hangi alanlarda etkili olacagi, yapay zekd
alamindaki egitim ve tasarum siirecleri esas alinarak incelenmis ve gelecegin teknolojisi

sekillendirilirken, ge¢cmisten ilham alinip alinamayacagi sorgulanmistir.

Anahtar sozciikler: El-Cezeri, Otomasyon, Yapay Zeka, Fetemm, Teknoloji.

A MEDIEVAL INSPIRE FOR SOPHISTICATED SYSTEMS IN THE AGE OF ARTIFICIAL
INTELLIGENCE: AL-JAZARI AND ITS EXTRAORDINARY MACHINES
Res. Asst. Sevda Bora Cinar*!

! Akdeniz University, Faculty of Law, Commercial Law Department, Antalya-Turkey, av.sevdabora@gmail.com
* Corresponding author: av.sevdabora@gmail.com

Abstract: Artificial intelligence is an interdisciplinary field of science in which research and studies are
carried out to imitate intelligence, intelligent thoughts and behaviors. Revealing intelligence artificially
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necessitates considering the entity to be imitated as a whole, not just its functional aspect. As a result,
in order to create a sophisticated artificial intelligence system, it is necessary to have knowledge about
all areas of intelligence. Otherwise, it is inevitable that a system that is functional for one area will be
a source of problems for another area, and such a product will be commercially short-lived in the long
run. Correctly identifying a problem which requires intelligence, making the right strategy and planning
for the solution, designing the software and operating system to automate the most effective solution,
and finally marketing a digital program or a mechanical product and presenting it to consumers taken
as awhole, it requires wisdom and a sophisticated approach to the whole process. In addition, in today's
conditions, access to information and education has become easier, and science and technology have
advanced as necessary resources and equipment. However, a researcher working in the field of artificial
intelligence is not expected to be an expert in subfields related to intelligence such as science,
engineering, medicine, philosophy and art. Although it can be argued that such a holistic approach is
costly, difficult, or even impossible in the 21st century, which is called the age of artificial intelligence,
technology age or information age, this sophisticated approach was developed by Al-Jazari in the 13th
century, at a time when even electricity was not invented yet. It could even be put into practice along
with theory. In our study, the functional and aesthetic aspects of the vending machines that Al-Jazari
invented within the framework of the manuscript in which he revealed his works, starting from the
education he received, were examined. Afterwards, it has been evaluated whether this technique, which
we will call the Al-Jazari approach, can be integrated into today's artificial intelligence studies. Finally,
in which areas such an integration would be effective was examined on the basis of training and design
processes in the field of artificial intelligence, and it was questioned whether it could be inspired by the
past while shaping the technology of the future.

Keywords: Al-Jazari, Automation, Artificial Intelligence, Stem, Technology.

1. Giris

Yapay zeka, en yalin ifadeyle dogal zekanin taklit edilmesidir. Bu alanin taklit etmeyi hedefledigi,
diisiincelerden motor becerilere kadar zekaya dair tiim durumlarin nasil ortaya ¢iktigi, kaynaginin ne
oldugu, nasil isledigi ve tiim bu siiregler tizerinde bilincin ve iradenin etkili olup olmadigi, felsefe, fizik,
kimya, biyoloji, noroloji, hukuk, psikoloji ve daha bir¢ok bilim dalinin {izerinde arastirma yaptigi
konulardir. Bunun yaninda zeka ve zeki davraniglarin ortaya ¢iktigi form da yapay zek&nin makine,
bilgisayar, yazilim ve elektrik miihendisligi gibi teknik bilimin, dista kullanic1 ve tiiketiciler tizerinde
yaratacag algi da tasarim mimarisinden estetige kadar giizel sanatlarin, en nihayetinde sosyal hayatin
bir parcasi olmasinin sonuglart da hukuktan iletisime kadar sosyal bilimlerin ¢alisma alanlarina
girmektedir. Aslin 6ziine dair arastirma yapan tiim bu disiplinler, aslin taklidini hedefleyen yapay zeka
alaninin da kapsami iginde degerlendirilmelidir.

Sofistike bir yapay zeka sistemi, zekanin biitiinsel bir yaklagimla ele alinmasini saglayacak 6l¢iide
birgok farkli bilim alanindan bilgi ve uzmanlik gerektirdigi halde, arasgtirmacilarinin bu 6lgiide
donanimli olmas1 beklenmemektedir. Kaldi ki yapay zekayla ilgili olan her bir bilimsel disiplini temsil
edecek arastirmacilarin bir araya getirilmesi seklinde uzman ekipler olusturularak yapay zeka alaninda
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calismalar yiiriiten kurum ve kuruluslar da yok denecek kadar azdir. Ancak elektrigin bile heniiz icat
edilmedigi 13. yilizyilda, Cizreli bir mithendis olan El-Cezeri, kendisini bir¢ok alanda yetistirebilmis,
tek bagma otomatlar ve androidler icat edecek kadar teknikte ¢aginin Otesine gegmis, makinelerine
yansittig1 bilgi, teknik ve estetik sebebiyle glinlimiizde bile hayranlik uyandiran olaganiistii makineleri
hayata gecirebilmistir. Bu sebeple, El-Cezeri’nin hayati ve ¢aligmalari, sadece gegmise degil gelecege
de 151k tutabilecek Onemli bilgi ve teknikler iceren zamansiz bir bilim hazinesi niteligindedir.
Calismamizda, yiizlerce yil 6ncesinde yasamis ve ¢aginin ilerisinde otomat teknolojileri gelistirmis,
Tiirk saray miihendisi El-Cezeri’nin hayati, egitimi, ¢aligmalar1 ve makinelere yaklasimi incelenmis,
gelecegin teknolojisini sekillendirmede El-Cezeri’den ilham alinip alinamayacagi degerlendirilmistir.
Son olarak El-Cezeri gibi bir bilim dehasinin hatirlanmasi ve hatirasinin bilimsel faaliyetlerde
yasatilmasi adina yapilabileceklere yonelik bir takim 6neri ve tavsiyelerde bulunulmustur.

2. El-Cezeri’nin Makinelere Yaklasimm

El-Cezeri, karanlik bilinen orta ¢agin aydinlik yiizii olarak 13. yiizyilda Anadolu topraklarinda
yasamig ve bu topraklarda giiniimiizde bile hayranlik ve merak uyandiran olaganiistii makineler icat
etmistir. El-Cezeri hakkindaki bilgiler, kendi yazdig1 ve 1206 yilinda tamamladig1 E1-Cami Beyne’l-ilm
ve’l-Amel en-Nafi Fi Smaati’l-Hiyel adli Arapca el yazmasi esere dayanmaktadir [1]. Kitab’iil Hiyel
olarak taninan bu kitap, otomasyon alaninda ilk yazili eserlerden biri olmakla birlikte EI-Cezeri’yi de
yapay zeka ve sibernetik biliminin 6nciilerinden biri haline getirmektedir [2, 3]. Saatlerden ¢esmelere,
sehir kapisindan siirahilere kadar onlarca islevsel mekanizmayi, insan ve hayvan goriiniimlii otomatlarla
zenginlestiren ve her birini birer sanat eserine doniistiiren El-Cezeri, tiim olaganiistii makinelerini bu
kitapta toplamis ve mekanige yaklasimini gelecek nesillere ulastirmay1 basarmistir [1, 4]. Bu eser
orijinal el yazmasi 0rnegine en yakin haliyle Topkap1 Saray Kiitliiphanesi, [II. Ahmed boliimii 3472
numarada kayitli olarak korunmaya devam edilmektedir. Bu kitabinin Tiirk topraklarinda muhafaza
edildigi distiniildiiglinde, Tiirkiye’nin otomasyon alaninda uluslararasi bir bagar1 gostererek lider
konumda olmasi beklenebilir. Ancak heniiz elektrigin bile olmadig1 dénemlerde mekanik otomasyonu
detaylariyla anlatan ve Tirk kiitiiphanelerinde 800 yili agkin siiredir korunan bu eser, Tiirklerden 6nce
Avrupalilar tarafindan kesfedilmistir. Oyle ki eserin kopyalar1 ya da el yazmasi kopyalarmin kayip
sayfalar1 bir¢ok iilkenin miize ve kiitiiphanelerinde kendi dillerine ¢evrilerek incelenmis, arastirilmig ve
birgok icadin kitapta belirtildigi sekilde yapilarak ¢alistiklar1 ¢ok sonralari tespit edilmistir [3, 5]. El-
Cezeri’'nin eserleri sirastyla 1227 yilinda Libera Del Sabros tarafindan Kastilya diline, 1341 yilinda
Italyancaya, 1908-1921 seneleri arasinda E. Wiedeman ve F. Hauser tarafindan Almancaya, 1974
yilinda Donald R. Hill tarafindan Ingilizceye ve daha pek cok dile gevrilmistir [3]. Cevirilere asil
kaynaklik etmesi gereken aslina en uygun olan el yazmasi eser Topkap1 Saraymmda o donemlerde
incelemeye kapali tutuldugu icin diger eski gevirilerin ve el yazmasi eserin kismen eksik ya da tahrip
olmus eski tarihli kopyalarindan faydalanilmistir. Eser 1974 yilinda Ingilizceye cevrildiginde, ayni yil
Nature dergisine de kapak olmus ve derginin o sayist EI-Cezeri’nin ¢alismalarina dzgiilenmistir [3, 6].
Tiirkiye’de ise El-Cezeri’nin kitab1 uzunca bir siire Tiirk kiitiiphanelerinde korunmakla birlikte, bu
siiregte bircok yabanci dile ¢evrilmesine ragmen Osmanlica ya da Tiirkge olarak terclimesinin
yapilmasinda olduk¢a gecikilmistir. EI-Cezeri’nin eserinin Tiirkiye tarafindan hatirlanmasi ise 1969
yilinda, Ibrahim Hakki Konyali’nin “8 Asir Evvel Tiirk Saraylar1 Makinelesmisti” basligini tasiyan ve
Kara-Amid Tarih ve Turizm Edebiyat Dergisinde yayinladig1 yazisi ile gergeklesmistir [3, 5]. Tiim
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diinyada bu kadar ilgi, merak ve hayranlik uyandirmasina ragmen, El-Cezeri’nin eserlerinin Tiirkce
olarak basilmasi ise 1990’11 yillar1 bulmus ve ilk ¢eviriler de Kiiltiir Bakanligi, Tiirk Tarih Kurumu gibi
kurum ve kuruluslar tarafindan gerceklestirilmistir. Caligmamizda da esas kaynagimizi El-Cezeri’nin
kendi kitabinin Tiirk Tarih Kurumu tarafindan yayinlanan Tiirkge ¢evirisi olusturmaktadir [1].

2.1. El-Cezeri’nin Hayat1 ve Egitimi

El-Cezeri tahmini olarak 1136 yilinda Sirnak’in Cizre ilgesinin Tor Mahallesinde dogmus, adini
da dogdugu yerden alnustir. Asil ad1 ise Tiirkge olarak Bediiizzaman Eb{’l 1zz Ismail b. er-Rezzaz El-
Cezeri, Avrupa’da yaygin kullanilan Ingilizce haliyle de lbn Ismail ibn al-Rezzaz al-Jazari’dir. Egitimini
Cizre’deki Camia Medresesi’nde tamamladigi diistiniilen E1-Cezeri, baslangig yili bilinmemekle birlikte
Cizre’den Diyarbakir’a yerlesmis, burada yaklasik 25 yil Artuklu Sarayi’nin bag miihendisi olarak
calistiktan sonra Cizre’ye donmiis ve yine dogdugu topraklarda vefat etmistir [4, 7]. Kabri de Cizre’de
Nuh Camii avlusunda bulunmaktadir.

El-Cezeri’nin ¢aginin 6tesinde eserler meydana getirmesinde aldigi egitimin katkis1 biiyiiktiir.
Nitekim dogdugu topraklar donemin egitim ve ilim merkezi olarak degerlendirilmekte, kendini
yetistirmeye hevesli her insan i¢in uygun medreseler ve alaninda uzman egitimciler barindirmaktaydi
[8]. Medreseler yaninda ibadethanelerin de ilim merkezi olarak faaliyet gosterdiginin bilindigi bu
donemlerde, pek ¢ok ibadethanede talebelerin bilim insanlarinin etrafini sarmasit “ilim halkas1”
kavramina viicut vermis, aslinda bu toplanmalar da ibadethanelerin toplanma anlamina gelen cami
adiyla anilmasini saglamig, Kur’an 6grenmek kavrami da dini degil ilmi 6grenmek ve 6grenmenin
kutsalligini ifade etmek i¢in kullanilmistir. Medrese ve ilim halkasi egitim modelinde sanat, mantik,
fikih, hikmet, teknik ve fen alanlarinda tahsil yapmak isteyen talebeler diledikleri ulemanin yaninda
ilgili egitim grubuna dahil olabilmistir [8]. Egitim siirecinin ise olduk¢a yogun ilerledigi bu donemlerde
egitimin 0zl 6grenci ve egitimci arasinda teke tek yapilan derslere dayanmakta, dgrencinin tiim
anlatilanlar1 ezberlemesi ya da serh etmesi beklenmekteydi [8].

Egitim kalitesi yaninda donemin ekonomik, siyasi ve kiiltiirel yapisimin da bilimi besledigi ve
ilerlettigi gercegi gdzden kacirilmamalidir. Nitekim doneminin kosullart incelendiginde, Avrupa’da
Engizisyon Mahkemeleri kurulup donemin bilim insanlar1 dine karsi gelmekle yargilanirken,
Anadolu’da Artukogullar sarayinda diinyanin dort bir yanindan bilim insanlar saraya davet edilmekte
ve ¢aligsmalari i¢in gerekli tiim imkanlar onlara sunulmaktaydi [3, 5, 7]. Ayrica alaninda uzman alimler
saray hizmetlerinde degerlendirilmekte, kendilerine kadiliktan vezirlige kadar yiiksek gorevler ve
memuriyetler verilmekteydi [7]. Tiim bu imkanlara ek olarak, Diyarbakir, donemin egitim ve ilim
merkezi haline gelmis, bilimini ve teknigini gelistirmek isteyen her arastirmaci i¢in uygun medreseler
ve alaninda uzman egitimciler sunmasi sebebiyle cazibe merkezi halini almisti. Iste bu sebeplerle El-
Cezeri Diyarbakir’a yerlesmis, teknigini burada ilerletmis, robotikten otomasyona kadar insan ve
hayvan goriiniimlii figiirleri, hava ve su dengesini kullanarak otomatik bir sekilde hareket ettirmeyi
basarmistir. Mekanik ve otomasyon alanindaki bu basarili ¢aligmalarindan 6tiirli sarayin bagmiihendisi
olarak Artuklu sarayinda gorevlendirilmis ve 25 yili agkin siiredir saraya hizmet ederek hem sarayin
hem kentin makinelestirilmesini saglamistir.

El-Cezeri, egitimi boyunca kendinden dnceki bilim insanlarinin arastirmalarini incelemis, ¢aligsma
alaninda belirsiz ve slipheli gordiigii konularda yeni arastirmalar ve uygulamaya yonelik denemeler
yapmis, kendi yaraticilifini ortaya koyacagi, eskinin tekrari olmayan eserler lizerinde emek harcamaya

gayret etmistir [1]. Onu bir¢ok saygin arastirmacinin yetistigi boyle bir donemde 6zel ve ayricalikl
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kilan, kendinden oncekileri ve kendi ¢agini asarak bilim ve teknikte zirveye ulasmis olmasidir [4, 8, 9,
10]. Bu sebeple “Cagin Doruguna Erismis Biiyiik Miihendis ibni Rezzaz Cesari” adiyla saygiyla anilan
El-Cezeri’nin kitab1 birgok dile ¢evrilmis, liniversitelerde okutulmustur [8].

Teknik ve bilimde yeterli birikim ve olgunluk gergeklestiginde, ayn1 ya da benzer icatlarin
birbirinden habersiz kisilerce diinyanin farkli yerlerinde ve farkli zamanlarinda icat edilmesi olagandir.
Yeterli birikim ve olgunlugun en miikemmel {irinlerini Anadolu topraklarinda vermesinin en temel
sebebi ise bilimin ve sanatin bu topraklarda takdir gormesi, desteklenmesi, aragtirmacilara maddi ve
manevi olarak destek olunmasidir. El1-Cezeri bu sayede biliminde ve sanatinda donemin birikimini agmig
ve c¢agin en ileri irlinlerini ortaya ¢ikarmaya nail olmustur. Donemin diisliniirlerinden ve
hiikimdarindan destekler aldigin1 ve calismalarina deger verilmesinin arastirma tutkusunu
koriikledigini, bizzat El-Cezeri kendi kitabinda ifade etmekte, ¢caligmalarimi ortaya koydugu dénemin
kendisi i¢in ¢aligma imkan1 ve kendini gelistirme firsat1 sundugunu belirtmektedir [1]. Bunun yaninda
bu caligmalardan gelecek nesillerin faydalanabilmesi ve bu teknigin arastirmacinin 6mriiyle sinirl
kalmamasi adina, yazili bir eser haline getirilmesi de donemin hiikimdarinin emrine dayanmaktadir [1].
El-Cezeri donemin hiikiimdarmin isteklerine gore makineler ortaya koymakla birlikte su kaldiraglart,
pistonlar, regiilator, krank mili gibi mekanigin gelismesine katki saglayan; sehir kapisi, meydan saati
gibi topluma hizmet eden icatlar da gelistirmistir [11]. Tiim bunlarin elektrigin bile olmadig bir
donemde gergeklestirilmis olmasi, El-Cezeri’nin, kaynaklarin verimli kullanimi, yaraticilik, ¢6ziim
odakli olunmasi, bilgi ve yetenek yelpazeninin genisligi gibi pek ¢cok yonde kendini ¢ok iyi yetistirdigini
gostermektedir [7, 10, 11].

2.2. El-Cezeri’nin Olaganiistii Makinelerindeki Sofistike Yaklasim ve Estetik

El-Cezeri, Kitab fi ma'rifat al-hiyal al-handasiyya (Maharetli Mekanik Cihazlarin Bilgisini Igeren
Kitap /Book of Knowledge of Ingenious Mechanical Devices) olarak da bilinen Arapga eserinde tiim
mekanik icatlarina yer vermistir. Ayrica el yazmasi eserinde tiim tasarimlarim tarifler, sekiller ve
aciklamalarla detayli bir sekilde teknik ve islevsel yonleriyle kaleme almistir. Oyle ki bu eserde,
icatlarinin yapimini tarif ederken her bir parganin 6l¢iisiine ve bu pargalarin yapiminda hangi materyalin
daha uygun olacagina kadar teknik bilgi ve agiklamalarin yaninda, ayrica her bir parcanin ne sekilde
birlestirilecegine yonelik kapsamli talimatlar ve notlar da bulunmaktadir. Bu sekilde onlarca icadin yer
aldig1 bu eser temelde alti boliime ayrilmis ve bu boliimlerde sirasiyla saatlere, icki eglenceleri igin
sihirli kaplara ve insan goriinlimlii otomatlara, abdest almak ve el yiiz yikamada kullanilabilecek cesitli
siirahi, legen ve otomatlara, kan alma teknelerine, sekil degistirebilen havuz fiskiyelerine ve miizik
calabilen otomatlara, su kaldiraglarina ve benzersiz seylerin insasi {izerine gesitli makinelerin nasil
yapilabilecegine iligkin bilgilere yer verilmistir. Ayrica bu eserde sifreli kilitler, a¢1 dlger ve Amid
(Diyarbakir) kent kapisinin yapimina iligkin bilgi ve tarifler de yer almaktadir [1].

El-Cezeri, makinelerini olustururken mithendislik bilgisi yaninda, fen, matematik, robotik, estetik
hatta anatomi bilgisinden bile yararlanmustir [7, 10, 11, 12]. El-Cezeri’nin makinelerini olaganiistii kilan
da bu ¢ok yonliiliik ve derinlik sayesinde, makinelerinde islevsellik ve estetigi birlestirmesi, bilim ve
sanati bulusturmasidir. Oyle ki El-Cezeri, yalnizca mekanik bir diizenek kurmamis adeta bu
organizasyonlara ruh katmigtir. ElI-Cezeri’nin makinelerindeki tasarim ve estetik dikkate alindiginda
kendisinin sadece alaninda uzman bir mithendis degil ayn1 zamanda yetenekli bir sanat¢1 oldugu da
dikkat gekmektedir [13, 14, 15]. Oyle ki icatlarmin ¢ogu kolaylikla kinetik heykel sanatmin 13. yiizy1l
orneklerini olarak degerlendirilebilmektedir [16].
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El-Cezeri bir isi mekaniklestirirken yalnizca taklide degil asla da yogunlasmistir. Ornegin bir isi
yapay olarak gerceklestirirken, dogal olan1 hem siire¢ hem goriiniim olarak biitiinsel bir yaklagimla ele
almis ve dogadaki kusursuz basitlik ve gorsel zenginligi mekanige tagimigtir. Bu teorimizi
somutlastirmak adina El-Cezeri’nin onlarca makinesinden biri olan ve kendi kitabinda kdleli legen
olarak, cesitli kaynaklarda ise cocuklu g¢esme, el yiiz yikama makinesi seklinde tasvir edilen,
caligmamizda ise hem yaratim amaci hem de kullanim mantig1 dini bir ritiiele dayandigindan abdest
alma otomat1 demeyi tercih ettigimiz otomati kisaca incelemek faydali olacaktir.

Resim 1. Abdest alma otomati [17]

El-Cezeri nin tarifine uygun sekilde iiretilerek istanbul Cezeri Miizesinde sergilenen abdest alma
otomati incelendiginde, dikkati ¢eken en son sey bu otomatin islevidir. Bu otomatin ortaya ¢ikis sebebi
hizmetlilerin temizliginden siiphe eden padisahin bu siiphelerden arinarak elini yiiziinii yikamak ve
abdest almak istemesidir. EI-Cezeri bu siire¢ten insan1 ¢ikarmayi hedeflemis ancak siirecin dogal
ilerleyisini korumay1 da saglamigtir. Tamamen su, hava ve basing dengesiyle ¢alisan bu otomatta, su
giinlimiizdeki gibi sensorlil bir metal borudan degil bir insanin elinde tuttugu ibrikten dokiilmektedir.
Tipki dogada oldugu gibi su kaynaginin oldugunu kuslar haber vermekte ve akan kirli suyun basinda da
yine bir kus beklemektedir [1]. Abdest almak i¢in gerekli zaman ve harcanmasi muhtemel su miktarinin
ustaca hesaplandigi bu diizenek son olarak kullanicisina havlu ve tarak da uzatmaktadir. Sag elinde ibrik,
sol elinde tarak ve havluyla padisaha hizmet etmeye hazir ve temizliginden siiphe duyulmayacak bir
hizmetli, hayvanlarin her bir siirecine eslik ettigi doganin iginde bir ¢esme seklinde tasarlanarak, asil
stirecin kusursuz bir basitlik ve gorsel zenginlikle ortaya koyulmasi saglanmustir.
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Otomatin c¢alismasinin arkasindaki teknik siire¢ ise tepede bulunan su deposunun vanasinin
cevrilmesiyle baslamaktadir. Boylelikle i¢ diizenekte depodan ibrige su akmakta, ibrikte sikisan hava
gizli bir didiigii calistirmaktadir. Bu ses tepedeki kugsla biitiinlestigi gibi ayni zamanda ibrigin
dolmasiyla kesildiginden, kullaniciya ibrikten su akmaya baslayacagini da bildirmektedir. Boylelikle
suyun ibrikten dokiilmeye basladig1 ikinci bir siire¢ baglamaktadir. Bu siire¢ abdest alinmasi i¢in gereken
siire ve dokiilmesi gereken su miktarina gore ayarlanmistir. Akan su icinde o6rdek olan legene
dolmaktadir. Su belli bir ylikseklige gelince devreye giren sifon, dista suyun 6rdek tarafindan emildigi
izlenimini vermektedir. Suyun emilmesiyle birlikte ¢ekilen su ylizeyindeki samandiranin yiikselmesi,
samandiraya bagl olan robotik kol yayini gevseterek one dogru egilmesini, disarida ise hizmetli
cocugun havlu uzatiyor gibi goriinmesini saglamaktadir. Baslangigtaki vananin kapali konuma
getirilmesi ve kirli suyun bosaltilmasi neticesinde tekrar algalan samandiranin robotik kolu germesiyle
birlikte siire¢ yeni kullanima hazir halde tekrar isletilebilmektedir [1].

3. El-Cezeri’nin Yaklasiminin Giiniimiize Yansitilmasi

3.1. Egitim Alaninda

El-Cezeri’nin aldig1 egitimin, makinelerinin giiniimiizde bile olaganiistii olarak goriilmesine olan
katkis1 diigiiniildiiglinde, disiplinler arasi, biitiinsel, verimli ve saglikli bir egitim siirecinin
arastirmacilarin  kalitesini de belirledigi ortadadir. Her ne kadar tek bir alana yogunlasarak
uzmanlagsmanin saglanmasina yonelik egitim sistemleri gilinlimiizde daha yaygin olsa da birkag
disiplinin sentezlenmesiyle karma egitimler verilmesinin daha faydali olup olmadigi konusunda mevcut
sistem elestirilmeye baslanmistir. STEM olarak kisaltilan ve agilimi Science, Technology, Engineering
and Mathematics olan, Tiirk¢e ye de FETEMM (fen, teknoloji, miihendislik, matematik) olarak ¢evrilen
kavram da bu yaklasimin bir sonucudur. Son yillarda 6zellikle egitim alaninda tizerine durulan bu ¢ok
disiplinli egitim modeli El-Cezeri’nin aldig1 egitim modelini akla getirmektedir [15].

Yapay zeka caginda ve bilisimin her alam dijitallestirdigi bir donemde salt bir disipline bagl
kalinarak sistemler olusturulmasi pek miimkiin degildir [18]. Kald1 ki bilimin disiplinlere béliinmesi de
yapay bir ayirmadir ve her ne kadar diger alanlardan soyutlanarak bir alanda uzmanlagsmanin saglanacagi
diistiniilse de pratikte bu 6grenim modeli hatali sonuglar vermekte ve biitiinsel evrende yapay ayrimlar
kisa vadede islevsel goriilse de uzun vadede sorunlara yol agmaktadir. Ayn1 olumsuzluk tip alaninin
boliimlere ayrilmasi ve her alanda dar bakis agisiyla uzmanlasan kisilerin insan bedeninin bir boliimiinde
iyilesmeyi hedeflerken bilgisizlik ve daha dogrusu genelde bu bilgi hi¢ verilmedigi i¢in bedenin bagka
bir boliimiinde tahribata yol agmasinda da goriilmektedir. Ayni sekilde hukuk uygulamasindaki yapay
boliinmeler hayatin olagan akisinda kamu ve 6zel hukukun i¢ i¢e gectigi hem sozlesmenin hem haksiz
fiilin oldugu ve her diizenlemenin birbiriyle ¢elistigi uyusmazliklarin da temel nedenidir. Nitekim
hukukta da bu kurali diizenleyen birimler mevcut alanin iligkili oldugu diger alanlara dair ¢ogunlukla
bilgi sahibi olmadiklarindan, kurallar arasinda celiskiler ve catismalar dogmasi olaganlasmus, yiiriirliige
girmeden onlarca degisiklige ugrayan kanun sayilar1 artmistir. Tek bir disiplin altinda durum boyleyken
bir de hukukun psikolojiyle, tipla, kiiltiirle, egitimle, siyasetle ve en nihayetinde yapay zekayla bile
etkilesim icinde olmasi goz Oniline alindifinda, mevcut egitim sistemi daha da sorgulanir hale
gelmektedir.

Sofistike bir egitim sistemi, bilim ve teknik egitimi kadar bilim insanlarinin bilime katkilarina
yonelik tarih bilincinin olusturulmasini da amaclamalidir. Nitekim insan yasamim etkileyen biiyiik
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buluslar, bir insan Omriiniin yeterli olmayacag: kiiltiirel ve bilimsel birikimler neticesinde hayata
gecirilmis ve gegmisteki bilimsel birikimler, gelecek igin insanligin ortak mirasi olarak kabul edilmistir.
Her bir ilerlemenin ge¢cmisteki ¢aligmalardan beslendigi bilim alaninda, 6nceki ¢alismalar ve 6nemli
bilim insanlarinin tecriibeleri daima yol gosterici olacaktir. Bu sebeple egitim alaninda El-Cezeri gibi
ikonlagsmis bilim insanlarmin adinin yasatilmasi, teknik bilimle ilgili alanlarda hizmet veren cesitli
kurum ve kuruluslarin unvaninda El-Cezeri adinin kullanilmasi, gezici miize seklinde El-Cezeri’nin
icatlarinin sergilenmesi ve bu sergilerin kisisel ¢abalarla degil devlet politikasi seklinde desteklenmesi,
cesitli konferans ve olimpiyatlar diizenlenerek Cezeri Giinleri seklinde teknikteki ilerlemelerin hem
takip edilmesi hem 6zendirilmesi, 6zetle gegmis ve gelecek arasinda saglam kopriiler kurulmasi, bilimde
kesintisiz ilerlemenin saglanmasina katki saglayacaktir. Nitekim yeni tarihli bir arastirma sonuglarina
gore de El-Cezeri ve icatlar1 konusunda bilgilendirilen 6grencilerin fen, teknoloji, miihendislik ve
matematik alanlarimi sentezleyen caligmalara yonelik tutumlarimin olumlu yonde etkilendigi ve El-
Cezeri’nin 6grencilere ilham kaynagi oldugu deneysel olarak da tespit edilmistir [13]. Bu sebeple EI-
Cezeri’nin icatlarinin tiim parca ve baglantilarii nasil yapilacagimi anlattigi 1206 tarihli el yazmasi
eserinin geng beyinler tarafindan tam anlamiyla i¢sellestirilmesi i¢in El-Cezeri’nin kitabinin animasyon,
belgesel ve konferanslarla bilimsel ve teori yoniiniin canli tutulmaya devam edilmesi kadar uygulama
yoniiniin de {izerinde durulmas1 gerekmektedir. Ozellikle El-Cezeri’nin filli su saati, birbirine serbet
ikram eden iki seyh, inekli serbet otomati, orkestrali meydan saati gibi ikonik icatlarinin bazilarinin,
uygulamali el kitabiyla kolaylastirilmis ve zenginlestirilmis bir kendin yap paketi olarak, maket ve ii¢
boyutlu yapboz seklinde seri iiretilmesi, ilk ve orta 6gretimdeki Ogrencilere sunulmasi bilyilik bir
farkindalik yaratacaktir. Ayrica bazi icatlarin da teknik boyutuyla bire bir 6rneklerinin yapilacagi sekilde
malzeme ve ekipman destegiyle lise ve dengi egitim kurumlarinda fen, teknoloji, matematik ve sanat
alanlarinda olusturulacak karma 6grenci ekipleri tarafindan déonem projesi ya da yarisma projesi olarak
El-Cezeri’nin mantigin1 tasiyan ayni ya da daha fistiin eserlerin hazirlanmasinin istenmesi ve
giiniimiiziin El-Cezeri’lerinin bu yolla kesfedilerek egitimlerinin ilk yillarindan itibaren desteklenmesi
ve etkili bir rehberlik hizmetinin sunulmasi bilimin gelismesini ve igsellestirilmesini daha da

hizlandiracaktir.

3.2. Tasarim ve Uretim Asamasinda

El- Cezeri, makinelerini tasarlarken makinenin yerine getirmesi gereken islevin dogal siirecinden
ilham almus ve estetik olarak siirecin kaynagina gore insan ya da hayvan formunda robot ve otomatlar
gelistirmek yoniinde teknigini ilerletmeyi tercih etmistir. Ornegin Japonya’da yash bakimi igin iiretilen
robotlarin dogal siirecin canlandirilmas1 ve ozellikle unutkanlik hastaligi olan yashlarin siireci
yadirgamamasi i¢in insan goriiniimiinde iiretilmesi tercih edilmektedir [19]. Makinenin formunun
tasarimi, gerceklestirmek istenen siirecin 6zelligi ve kullanicilarin asil ihtiyaci olanin ne oldugunu dogru
bir sekilde tespit etmekle baglamaktadir.

Yapay zeka alaninda makinelerdeki goriiniim ya da baska bir deyisle yapay zekanin insanla
etkilesimde bulunacagi formun nasil sekillenmesi gerektigi dahasi bir formun olmasi gerekip
gerekmedigi bile tartismalidir. Oncelikle zeki olmay1 ya da zeki goriinmeyi insan olamaya indirgeyen
ve bir makinenin ancak insana ayirt edilemeyecek kadar benzemesi ya da insan gibi davranislarda
bulunmasi halinde basarili kabul eden yaklagimlar hatalidir [20]. Giiniimiiz teknolojisinde gergeginden
ayirt edilemeyecek Olgiide sentetik deriler ve yapay dokular tiretilmesi miimkiin olmakla birlikte,
islevsel olarak taklit etmeyi hedefledigi varlikla aym fonksiyonu yerine getiren bir mekanizma igin
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estetik bir katki saglamadigi siirece bu sisteme yapay et giydirmeye ¢alismak anlamsizdir [21, 22, 23].
Nitekim El-Cezeri canli formlar estetik katki saglamasi igin kullanmis ancak 6rnegin abdest otomatinin
tepesindeki kusa tiiyler giydirmeyi ya da i¢i doldurulmus 6lii bir kus kullanmay: diisiinmemistir. Kald1
ki gerceklik ve yapaylik arasindaki simirlarin bulaniklagmasina yol acabilecek bdyle bir aynilik
yaklasimi deepface uygulamasinda oldugu gibi toplumda sorunlara sebebiyet verecektir. Ayrica
ozellikle is sektoriinde islevsel robotlar yerine androidlerin kullanilmasi, insanin rekabet duygusunu
besleyerek makine karsith@mna yol agabilecektir. Bunun yaninda sohbet robotlart gibi basit
uygulamalarin insana benzer ses ve goriintiilerle tasarlanmasi, bu uygulamalarla evlenme karar1 alacak
kadar insanlarin egya ile duygusal bag kurmasina ve psikolojik kirilmalarla birlikte gerceklik algisinin
yitirilmesine yol agabilmektedir [25]. Bu durumda makinelerin teknoloji imké&n verse bile ayirt
edilemeyecek kadar taklit ettigi sisteme benzetilmesi yerine yapay oldugunun vurgulanmasi, El1-Cezeri
gibi konuya sadece estetik yoniiyle yaklasiimasi daha faydali goriinmektedir. Insan mimiklerini
kusursuz taklit edebilen robot Sophia’nin kafasinin arkasmin agik olmasmin ve kablolarin goriiniir
kilinmasinin gerisinde de bu riskin farkinda olunmasi yatmaktadir. Ancak buna ragmen Yyine de robot
Sophia'nin vatandaslik hakki elde ederek, insanla esdeger kabul edilen ilk robot olarak tarihe gegmesine
engel olunamamustir.

4. Sonug¢

Zeka tim yonleriyle ¢oziilememis, felsefe, fizik, kimya, biyoloji, matematik, hukuk, psikoloji,
noroloji, bilisim, teknoloji, robotik, otomasyon ve daha birgok ¢aligma alanimin etkilesimde oldugu bir
iist catidir. Bu kadar belirsiz, genis, gizemli ve biiyiileyici bir fenomenin taklidini hedefleyen yapay zeka
alaninin da zekayla iliskili tiim alanlarla etkilesimde oldugu aciktir. Yapay zeka alanin disiplinler arasi
bir bilim olmasi, bu alanda faaliyet gosterecek kisi ve kurumlarin da ¢ok yonlii olmasini zorunlu
kilmaktadir. Glinimiiz kosullarinda boyle bir sofistike yaklagimda gecikilmis olmakla birlikte, El-
Cezeri, 13. yiizyilda zekiya ve otomasyona dair derinlik, uzmanlik ve farkindalik gelistirmis ve tek
basma elektrigin bile heniiz icat edilmedigi bir ¢agda otomat ve adroidler icat etmis ve bunlar
islevselligin Oniine estetik ve felsefeyi koyarak hayata gecirmistir.

Yapay zeka alaninda hem arastirmacilarin yetistirilmesinde hem de kaliteli arastirmacilar
tarafindan zekanm olaganiistiilligiinii hissettirecek sofistike sistemlerin ortaya c¢ikarilmasinin
saglanmasinda, El-Cezeri’nin aldigi egitim ve makinelere karsi ortaya koydugu yaklagimdan
Ogrenilecek cok sey vardir. Nitekim ufuk agici ve ¢ok yonlii ¢ézlimler, kendini her alanda gelistirmis ve
yapay ayrimlar yerine bir olguya biitlinsel yaklasabilen =zihinlere sahip kisiler tarafindan
gergeklestirilebilir. Dogada bir arada ve etkilesimli olarak var olan her bir varligin bazen incelemede
kolaylik bazen de biitiinsel yaklasimin zorlugundan kagilmasi sebepli yapay olarak ayrilmasi ve diger
alanlarin izole edilmesi ¢eligkili, tutarsiz, kisa vadede islevsel ancak uzun vadede sorunlara sebebiyet
veren organizasyonlara yol agmaktadir. Boliinmeler artik¢a hayatin olagan akigsindan uzaklagilmakta
teori ve pratik arasindaki ugurum da artmaktadir. Ancak El-Cezeri’nin de kitabinin basinda vurguladigi
gibi denenmemis bilgi, dogru ile yanlis arasinda asili kalacaktir.

Calismamiza daha ¢ok temenniler barindiran su ¢ikarimlarla son vermek yerinde olacaktir.
Gegmisten gliniimiize bir¢ok beylik ve imparatorluga ev sahipligi yapmis tam bir medeniyetler besigi
ve kiiltlir mozaigi olan Anadolu topraklarinda, bilimden edebiyata, sanattan mimariye kadar pek ¢ok
alandan yetenekli ve azimli sanatcilar ve bilim insanlar1 yetismistir. E1-Cezeri bu topraklarda yetismis
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bilim insanlarindan sadece bir tanesidir. Kimi hatirlanmis kimi unutulmus olmakla birlikte bu

topraklarda hala gegmisteki gibi yetenekli ve azimli arastirmaci ve bilim insanlar yetismeye devam

etmektedir. Yapay zeka teknolojileriyle birlikte sanayi devriminin baglattigina benzer bir doniisiim

slirecine girilmistir. Bu yeni gelecekte saglam ve gii¢lii bir konumda olmak isteyenler hem millet hem

devlet olarak ilimi ve bilimi, arastirmaci ve bilim insanlarini desteklemeli, gerekli imkanlar1 onlara

sunmali, ihtiyaci olanlar kadar ihtiyaci oldugunun farkinda olmadiklarini da temin etmeli, bilimi ve ilimi

erisilebilir ve anlasilir kilmaya ¢aba gostermelidir. Nitekim en nihayetinde yillar 6nce Mustafa Kemal
Atatiirk’iin de dedigi gibi “Hayattaki En Hakiki Miirsit limdir.”
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TURKIYE ELEKTRIKLI ARAC SARJ ALTYAPISI: SON DURUM
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Ozet:Bu Diinya iizerinde hizli bir sekilde artma egiliminde olan insan niifusu teknolojik gelismelere
paralel olarak biiyiik bir ulasim sektoriiniin olugmasimi saglamistir. Artan niifusla birlikte enerji,
endiistri, sanayi ve ulasim sektorlerindeki biiyiimeye paralel olarak bir takim sorunlarin bag
gostermesiyle insanhgin bu konularda bazi hayati tedbirler almasini zaruri kilmistir. Ozellikle enerji
tiiketiminde onii alinamayacak derecelerdeki artis ciddi kiiresel sikintilar meydana getirmigtir.
Giiniimiizde diinyadaki enerji tiiketiminin onemli bir kismi ulasim sektoriinde kullanilmaktadir. Bu
durum ulasim sektoriiniin enerjiye olan bagimliligimi gozler oniine sermektedir. Ulasim sektoriiniin
mevcut durumuna ve gelecek ongoriilerine bakildigi zaman ciddi miktarlarda hava kirliligine
sebebiyet verdigi goriilmektedir. Hava kirliliginin insan yasanminm tehdidi ancak kirliligin kaynaginin
bertaraf edilmesiyle son bulabilir. Bu yiizden ciddi miktarlarda hava kirliligine sebebiyet veren icten
yanmalr motorlu araglarin yerini sifir emisyon degerine sahip Elektrikli Ara¢lar(EA) almaktadur.
Gelismis iilkelerde bu konuda ciddi altyapr ¢alismalart yapimaktadir. Ulkemizde kendi milli
otomobilini bu hassasiyetler dogrultusunda iiretme karar:t almis ve yakin zamanda seri iiretime
gecmesi  beklenmektedir. FEA’ lar hareket kabiliyetini saglayacak elektrik enerjisini  garj
istasyonlarindan temin edecektir. EA sektoriiniin  biiytimesinin  6n  adimlarindan olan sarj
istasyonlarimin altyapisinin tamamlanmasi hayati onem arz etmektedir. Bu calismamizda, elektrikli
arag yapisiyla birlikte bu araglarin yakitlarini temin edecekleri yeni nesil sarj istasyon yapilari
incelenmistir. EA sektoriinde baglangi¢ seviyesinde yer alan iilkemiz igin sarj istasyonlarimin son

durumu incelenerek, EA gelisimi ile Sarj istasyonlarinin paralel biiyiimeleri analiz edilmistir.

Anabhtar sézciikler: Elektrikli Arac, Sarj Istasyonu, Sifir Emisyon
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Abstract: The human population, which tends to increase rapidly in the world, has led to the
formation of a large transportation sector in parallel with technological developments. In addition to
the growth in the energy, industry and transportation sectors with the increasing population, some
problems have arisen, which has made it necessary for humanity to take some vital measures on these
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issues. In particular, the unavoidable increase in energy consumption has led to serious global
problems. Considering the current situation and future projections of the transportation sector, it is
seen that it causes serious air pollution. The threat of air pollution to human life can end only if the
source of the pollution is eliminated. Therefore, the vehicles with internal combustion engines, which
cause serious air pollution, are replaced Electric Vehicles (EA) with zero emission value. In developed
countries, many infrastructure studies are carried out in this regard. In our country, it has decided to
produce its own national car in line with these sensitivities and is expected to start mass production in
the near future. EVs' electrical energy to provide their mobility will supply from charging stations. It
is vital to complete the infrastructure of charging stations, which is one of the preliminary steps in the
growth of the EV sector. In this study, the electric vehicle structure and the new generation charging
station structures that these vehicles will supply their fuel are examined. The latest situation of
charging stations of our country, which is at the beginning level in the EV sector, has been examined,
and the growth of the charging stations in parallel with the development of EVs has been analyzed.

Keywords: Electric Vehicle, Charging Station, Zero Emissions

1. Giris

Diinyadaki hizli niifus artigiyla birlikte ulagim aglarinin da ciddi anlamda biiyiimesini
beraberinde getirmektedir. Ulagim aglarindaki bilylime, bazi problemlerin meydana gelmesine neden
olmaktadir. CO2 salinimi ve enerji tiiketimindeki stirekli artis bunlardan birkagidir.

Diinya petrol tiikketiminin yaklagik %60°1 ulagtirma sektoriinde kullanilmaktadir. Buna bagl
olarak diinya CO2 salimiminin %25,5’1 ulasim sektoriindeki petrol kullanimindan kaynaklanmaktadir
[1]. Bu sorunlart minimize etmek i¢in bilim insanlar1 elektrikli araglar iizerinde ¢alismalarina devam
etmektedirler. Elektrikli araglardaki en dnemli etken ara¢ sarj cihazlaridir. Elektrikli araglarin enerji
taleplerini karsilamak {izere tasarlanan sarj istasyonlarinin sehir planlamalari, arag kullanim
aligkanliklari, sarj istasyonunun entegre edilecegi mevcut sebeke ve yapilmasi planlanan yatirimlar
g6z Oniine alinarak tesis edilmelidir. Tiirkiye Istatistik Kurumu’nun 2020 verilerine gére trafige kayith
ara¢ sayisi 22 milyonu ge¢mistir [2]. Motorlu arag¢ sayisinin yillara gore artan bir grafik seyretmesi
sera gazi salimmina biiyiikk oranda sebebiyet vereceginden elektrikli ara¢ sayisinin artmasinin
insanligin yararina olacagi agikar bir sekilde kendini gostermektedir.

Elektrikli ara¢ sayisinin artma egiliminde olmasi sarj siiresi ve menzil sorununu ortadan
kaldiracak caligmalarin yapilmasi bu araglarin gilinliilk hayatlarimmza girmesi kacinilmaz kilmustir.
Elektrikli arag¢ sayisindaki olumlu artis gostergelerinin devam etmesi ancak sarj istasyonlarmin da
olumlu bir artig egilimine girmesi ile miimkiin olacaktir. Elektrikli ara¢ sarj istasyonlar1 insanlarin
vakit gecirebildikleri toplu mekanlar, kendi evleri ve acil sarj ihtiyact duyabilecekleri stratejik
lokasyonlara kurulabilmektedir.
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2. Elektrikli Arag¢ Sistemleri

Batarya ve elektronik teknolojisindeki gelismelere paralel olarak elektrikle hareket kabiliyeti
olan ara¢ teknolojisinde ilerlemeler son yillarda ivme kazanmustir. Teknolojik ilerlemeler ve ¢evresel
kaygilar elektrikli ara¢ sektoriinde elektrikli araglar, hibrit araclar ve yakat pilli araglar olmak iizere 3
farkli arag tipine yogunlasmaktadir.

Icten yanmali motorlara sahip araglarin ¢evreye verdigi olumsuz etkiler ve bu motorlarin yakit
kaynag1 olarak kullanilan fosil kaynakli yakitlarin mevcut kapasitelerindeki azalis ile beraber elektrikli
araglarin kullanimi yildan yila artan bir grafik seyretmektedir. Nitekim bu gelismeler 1s18inda arag
iireticisi firmalarin {iretim kapasiteleri icinde elektrikli araglarin payr glinden giine artmakta ve
elektrikli araclar teknolojisinin daha da gelistirilmesi i¢in yogun ar-ge calismalar1 yapilmaktadir.
Ozellikle sarj siirelerinin igten yanmali motora sahip araglarn yakit dolum seviyelerine yakin bir
noktaya getirilmesi ve menzil sorununu ortadan kaldirmak i¢in batarya kapasitelerinin daha ¢ok enerji
daha az yer manti§ina gore dizayn edilmesi i¢in caligmalar arag iireticisi firmalar arasinda ciddi bir
rekabet sahasina doniismiis durumdadir.

Elektrikli araglar yap1 olarak iki kistmdan meydana gelmektedir. Sekil 1°de elektrik motoru ve
bataryadan olusan sistem goriilmektedir [3]. Elektrikli araglarda hareket kabiliyetini saglayacak
enerjinin temini biinyesindeki batarya paketinden aracin hareket tahrik sistemi ise elektrik motorundan
meydana gelmektedir.

Elektrik Motory

Sarj Soketi

Batarya Paketi

I Elekerik
(i Tahrik

Sekil 1. Elektrikli Aracin Genel Yapisi

Elektrikli araglar igten yanmali motorlara sahip araglara gore oldukga g¢evreci bir yapiya
sahiptirler. Bunun yan1 sira seyir esnasinda herhangi bir zararli gaz aciga ¢ikarmadiklar icgin sifir
emisyonlu araglar olarak kabul gormektedirler [4]. Elektrikli araglar i¢ten yanmali motora sahip
araglara oranla enerji verimi agisindan da yaklasik iki kat daha verimli bir yapidadirlar [5]. Diisiik
menzil sorunu, akii maliyetlerinin yiiksekligi ve akii sarj siiresinin uzun vakitler almasi elektrikli arag¢
teknolojisinin yayginlasmasindaki &nemli engellerdendir [6]. igten yanmali motorlarda yer alan
hareketli parca sayisinin elektrikli araglarda daha az olmasi elektrikli araglarin kilometre/bakim
zamanlamasinin daha uzun olmasia sebebiyet vermekte ve bu durum daha az bakim maliyetlerine
imkan vermektedir. EA’ lar sadece elektrik enerjisi kullanildigindan fosil yakit kullanan i¢ten yanmali
motorlara sahip araglara oranla siiriis maliyetleri 5nemli derecede daha az olmaktadir [7]. Ozellikle
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fosil yakit maliyetlerinin global diizeyde ciddi artislar yasadigi géz onilinde bulunduruldugu zaman ¢ok
farkli kaynaklardan elektrik enerjisi temini saglayabilme kapasitesi olan elektrikli araglar oldukca
cazip bir segenek olarak karsimiza ¢ikmaktadir.

Mevcut durumdaki EA’ 1n ortalama menzili 350 km civarindadir. EA’ larin kullanim ge¢misi
eskilere dayanmaktadir. EA’ larda, batarya kapasite sorunu, maliyet, sarj istasyonu alt yap1 eksikligi
ve menzil sorunlar1 6nemli dezavantajlardandir. Son zamanlarda, i¢ten yanmali motora ait emisyon
degerlerinin giderek sikilagsmasindan EA’ lar 6n plana ¢ikmustir [3].

Elektrikli araclarin enerji tiiketimi icten yanmali motorlarin tiiketiminden daha iyidir. ihtiyac
duyulan elektrik enerjisi ihtiyacinin yenilenebilir enerji kaynaklarindan karsilanmasi, ulasim
sektoriinde hem daha ¢evreci bir yapinin olusmasina hem de yenilenebilir enerji kaynaklarinin ulasim
sektoriindeki paymin artmasia imkan taniyacaktir. Bu durum kiiresel bir sorun haline gelen hava
kirliliginin de 6niine gegilmesine olanak taniyacaktir.

Ulasim sektoriindeki yerel kaynaklarin etkin kullanilmasi ve fosil yakitlara olan bagimliliginin
azaltilmasi sonucunda enerjide disa bagimli olan iilkemiz i¢in énemli bir konudur. Buna ek olarak
cevresel duyarliliklar, AB adaylig1 siireci ve Kyoto Anlagsmasinin diizenlemeleri géz 6niine alindiginda
iilkemizin ihtiyact olan elektrik enerjisinin biiyiik bir kismini yenilenebilir kaynaklardan elde etmeyi
hedeflemektedir. Siirdiiriilebilir bir kent yasamini gelistirmek ve emisyonlari kontrol etmek igin,
elektrikli araglarm kullanimi artirilmalidir [8].

Ulkemizde elektrikli araglarin ulasim sektoriinde paymin artirilmasi igin bir takim diizenlemeler
yapilmustir. Bu dogrultuda Subat 2018’de Cevre Sehircilik ve Iklim Degisikligi Bakanlig1 tarafindan
yayinlanan bir diizenlemeyle, kamusal ve aligveris merkezlerindeki park alanlarinda 50 arag park alani
icin en az bir sarj cihazinin kurulmasini gerektirmektedir (Resmi Gazete, 2018b).Tiirkiye’nin elektrikli
ara¢ piyasasi halihazirda emekleme donemini yasamaktadir. Yerli ara¢ seriivenine elektrikli arag ile
katilma hamlesinde bulunan {ilkemizde yakin donemde elektrikli ara¢ sayisinda ciddi bir artis olacagi

ongoriilmektedir.

3. Elektrikli Arag istasyonlar

Elektrikli ara¢ gelisiminin 6niindeki 6nemli engellerden biri sarj siiresidir. Sarj istasyonlari,
sebeke kaynakli elektrik enerjisini elektrikli araglarin kullanabilecegi forma doniistiirerek aracin
batarya paketine giivenli bir sekilde iletilmesini saglamaktadir. Sarj Istasyonlart bulunduklart
lokasyona, sarj gerilimine, kullanim tipine ve sarj hizina bagh olarak farkli sekillerde
isimlendirilmektedir.

Insanlarin zaman gegirme siirelerine bagli olarak siniflandirilnus sarj istasyon tipleri
bulunmaktadir. insanlar, evlerinde fazla vakitler gegirdiklerinden, sarj siiresinin fazla oldugu (yaklasik
6 saatten fazla) ve sebekeye anlik fazla yiik getirmeyen yavas sarj istasyon tipini tercih etmektedir. Bu
sarj istasyonlarinda akim degerleri 16A, giic degeri ise 1,4 - 3,5 kW araligindadir [9]. Insanlarin ev
veya ig ortamina gore daha az zaman gegcirdikleri genelde sosyal etkinlikler gibi ortak alanlarin
kullanildig1 yerlerde ise normal sarj istasyonlari tesis edilmektedir. Normal sarj istasyonlarinda, birim
vakitte transfer edilen gili¢ miktar1 daha yiiksek oldugu icin sarj siiresi, yavas sarj istasyonlarina gore
daha azdir. Bu sarj istasyonlarinda tek fazli veya ti¢ fazli bir sarj durumunda akim degerleri 32-80A
araliginda ve giic degerleri de 6-20 kW araliginda degismektedir. Insanlarin yogun yasadig1 yerlerde
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ve uzun yolculuklar gibi bekleme siirelerinin sinirli oldugu alanlarda sarj islemleri sarj siirelerinin
oldukea kisa oldugu hizli sarj istasyonlar: ile yapilmaktadir. Bu sarj istasyonlarinda, sarj gerilimine
bagl olarak sarj durumunda akim degerleri 250-400A araliginda ve gii¢ degerleri de 50-150 kW
araligindadir [10].

Elektrikli araglarin sarj istasyon tiplerini etkileyen bir diger husus ise sarj isleminin hangi akim
tipi ile yapildigidir. Genelde yavas ve normal sarj istasyonlar1 alternatif akim ile sarj islemini
gerceklestirirken hizli sarj istasyonlar1 sarj islemini dogru akim ile gergeklestirmektedir. Bir kisim
hizli sarj istasyonlar1 da sarj islemlerini alternatif akim ile gergeklestirmektedir.

Diinya genelinde elektrikli arac sarj istasyonlar1 ile ilgili farkli standartlar ortaya konulmustur.
Tirkiye’ nin de dahil oldugu IEC komisyonunun 61851 ve 62196 standartlari, SAE’ nin J1772
numarali standardi ve CHADEMO’ nun ise DC hizli sarj standartlart bulunmaktadir [11]. CHADEMO
standardi araclari dogru akim ile sarj eden tniteler icermektedir. Burada alternatif akimi dogrultma
islemi sarj istasyonunun igerisinde yapilarak dogru akimla sarj edilir. Bu standartta araclara yaklasik
62.5 kW’ a kadar enerji aktarimi yapabilmektedir [12]. IEC 62196 standardi ise alternatif akim sarj ile
3 faz 43.5 kW’a kadar enerji aktarimi yapabilmektedir. Bu standartta, alternatif akimin dogrultma
islemi elektrikli aracin i¢inde yapilmaktadir. Amerika’nin benimsemis oldugu SAE J1772 standardi ile
19.2 kW’a kadar sarj yapabilmektedir [13].

Elektrikli ara¢ sarj islemlerinde kullanilan sarj cihazlari alternatif gerilimden dogru gerilime
doniigiimii igyapilarinda bulunan giic elektronigi elemanlar1 ile yapmaktadir. Bu elemanlarin arag
icinde veya ara¢ diginda olmasi sarj siiresini etkilemektedir. Normal ve yavas sarj istasyonlarinda sarj
sistemleri genelde ara¢ i¢inde yer almaktadir. Bu tip sarj sistemlerinde elektrikli araglar dogrudan
sebeke ile ¢ift yonlil enerji aligverisi olacak sekilde baglanti kurmaktadir. Hizli sarj stirelerine sahip
sistemlerde ise sarj sistemleri aragtan bagimsiz bir sekilde sarj istasyonunun i¢inde bulunmakta ve
batarya paketlerine dogrudan dogru gerilim verilmektedir. Boylece yiiksek gii¢c aktarimi kisa siirelerde
yapilabilmektedir.

Elektrikli ara¢ sarj istasyonlari kullanim tipine gore de farkli sekilde siniflandirilmaktadir.
Insanlarin kendi evlerinin elektrik sistemine entegre ettigi sarj istasyonlar1 bireysel sarj istasyonu
olarak isimlendirilmektedir. Bu istasyon tiplerinde sarj esnasinda degil normal aylik periyotlarda
elektrik faturalarina dahil olacak sekilde bir iicretlendirme yapilmaktadir. Ayn1 ortami paylasan bir
kisim insanin; sadece o ortami paylasan kisilerin kullanimi igin tesis edilen sarj istasyonlarina ortak
kullanim sarj istasyonu denilmektedir. Halkin ortak kullaniminda olan alanlarda herkesin erisebilecegi
sekilde konumlanan ve 6deme yontemi herkese agik olan istasyonlara halka acgik sarj istasyonu
denilmektedir.

3.1. Elektrikli Ara¢/Sarj istasyonu Oranlar

Elektrikli ara¢ kullaniminin artmasi siiriiciilerin sarj problemi ile karsi karsiya kalmamasina
birebir bagimli bir durumdur. Elektrikli araglarin batarya paketlerini sarj etmek i¢in kurulmasi
planlanan sarj istasyonlar1 kurulmadan oOnce bazi hususlarin g6z Oniinde bulundurulmasi
gerekmektedir. Sarj istasyonlarinin entegre edilecegi sebeke altyapist g6z 6niine alinarak bir planlama
yapilmalidir. Plansiz bir sekilde yerlestirilen sarj istasyonlari plansiz bir sarj durumlarinda sebeke
giiciinii pik seviyelerine c¢ikardigi gibi sebeke elemanlarma zararlar verebilmektedir. Sisteme

eklenecek yeni sebeke icin tasarlanan yatirnm planlar1 mutlaka dikkate alinarak bir istasyon tesisi
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yapilmalidir. Sarj istasyonlarinin tesis edilecegi lokasyonlardaki niifus yogunlugu gbéz Oniinde
bulundurulmali, niifusun elektrik sarj profilleri ¢ikarilmalidir.

Avrupa Komisyonu’nun iiye llkeleri, elektrikli arag kamusal sarj altyapilarina rehberlik eden iki
ana kriteri bulunmaktadir. 2020 itibariyle 10 elektrikli ara¢ i¢in 1 sarj noktasi Onerilmektedir. Bu,
giiniimiizlin kiiresel ortalama degerine karsilik gelmektedir. Ancak Avrupa’daki mevcut oran 1 ila 5
arasindadir. Ayrica, ana otobanlarda her 60 km’de bir sarj cihazinin bulunmasi 6nerilmektedir [14].
Avrupa Otomobil Ureticileri Birligi (ACEA), Avrupa'daki kamuya acik elektrik sarj istasyonlarinin
sayisinin 2025 yilina kadar bir milyona, 2030'a kadar ise 3 milyona kadar ¢ikarilmasi gerektigini
belirtmektedir. Avrupa Alternatif Yakitlar Gozlemevi'ne (EAFO) goére, 2020 yilinda Avrupa'da
toplamda 3.11 milyon elektrikli ara¢ ve sarj edilebilir hibrit varken 286 bin halka acik sarj noktasi
vardi. Halka agik sarj istasyonlari Avrupa'da en ¢ok Hollanda, Fransa, Almanya, Birlesik Krallik,
Norveg ve ltalya'da bulunmaktadir. Hollanda, 100 km? basma 160,5 sarj istasyonu, sarj istasyonu
basima 4.4 elektrikli ara¢ ve sarj edilebilir hibrit ile bu konuda en yiiksek yogunluga sahip iilke
konumundadir.

Avrupa pazari Agustos ayr otomotiv satis rakamlarina gore 2017 yilindan itibaren ilk kez,
Elektrikli otomobil satis rakamlari dizel otomobil satis rakamlarini gegti. 26 Avrupa iilkesinden gelen
rakamlar, dizel satiglarinin artik ciddi oranda diistiigii, elektrikli araglarin istikrarli bir sekilde satig
rakamlarint artirdignt  Sekil 2> de gostermektedir [15]. Elektrikli araglardaki bu artis sarj
istasyonlarindaki artisla paralel bir sekilde seyretmektedir.

Yakit tipine gore aylik satis rakamlar 2017 - 2021

26 AB lilkesi

60
BENZIN MOTORLU
50%

40% DIZEL MOTORLU

ELEKTRIKLI ARAGLAR *
* BEV, HEV, PHEV

Sekil 2. 2017-2021 yillar arasinda Avrupa iilkelerindeki arag satig rakamlari

Elektrikli araclarin ¢ogunun sarji evde veya isyerinde yapilmaktadir. Elektrikli arag¢
yayginlagmasinda lider olan iilkeler elektrikli arac sahiplerinin daha basit bir asamaya geldiklerinden,
halka agik sarjin yayginlastirilmasi ¢ok 6nemli hale gelmistir. Diinya tizerinde halka agik sarj cihazlari
2020’de 1,3 milyona ulagsmistir [16].

Diinya genelinde elektrikli araglara olan bu yonelim iilkemizde de hissedilmeye baglanmistir.
Ozellikle yerli aragc TOGG un elektrikli bir ara¢ olacak olmasi, konunun iilkemiz giindeminde daha
cok kalmasini saglamistir. Boylece insanlarin bu konuya doniik talep ve sorularinda artiglar meydana
gelmistir. EA talepleri, 2021 satis rakamlarinda ge¢mis yillara nazaran kendini oldukca giiclii bir
sekilde hissettirmistir.

Tiirkiye Elektrikli ve Hibrit Araclar Derneginin yaymlamis oldugu verilere gore 2021 yilinda
Tiirkiye'deki toplam elektrikli otomobil satigi 2849 adet olarak gerceklesmistir. 2020 yilina oranla
yaklasik yilizde 237 lik bir biiyiime oram1 meydana gelmistir. Totalde iilkemizde 7 bin civarinda
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elektrikli ara¢ yollarda gezmektedir. Ozellikle 2023 yilinda TOGG yerli otomobilin seri iiretime
baslayacak olmas1 yollardaki elektrikli ara¢ sayisina ciddi bir ivme katacagi dngoriilmektedir.

2021
#2020

Sekil 3. 2021 yili Tirkiye elektrikli ara¢ satig rakamlari

Elektrikli araglara olan ilginin devam etmesinin ana nedenlerinden biri sarj istasyonlarina
erisilebilirliktir. Ulkemizde mevcut durumda 3 bin 457 sarj istasyonu bulunuyor. Bunlarm 818’ini 6zel
kullanim amagli sarj istasyonlari olustururken, 2 bin 639’u halka acik olarak yer almaktadir.
Tiirkiye'nin her ilinde en az bir sarj iinitesi yer almakta ve sarj istasyonu sayisi bakimindan en yiiksek
oran yaklasik 600 civarinda sarj istasyonu ile Istanbul’da bulunmaktadir. Ulkemizde bulunan sarj
istasyonlarinin arag sayisina oranina bakildigi zaman yaklagik 1 istasyon bagina 2 aracin distiigii
goriilmektedir. Sarj istasyon yatirimlar1 yapan firmalarin haritalarina bakildigi zaman istasyonlarin
sehir merkezlerinde veya civarinda kiimelendigi goriilmektedir. Tiirkiye 2021 verilerine bakildigi
zaman yaklagik 3523 km otoyol olmak iizere 26.646 km yol agma sahiptir [17]. Avrupa
Komisyonu’nun Onerisine gore otoyollarda 60 km de bir sarj istasyonuna erisimin saglanmasi
gerekmektedir. Dolayisiyla otoyollarda kesintisiz bir ulagim i¢in belirli noktalarda bu kriterlere gore
istasyonlarin planlanmasi gerekmektedir.

Ulkemizde sarj altyapismin tiim iilke genelinde diizenli bir sekilde tesis edilebilmesi i¢in Enerji
Piyasasi Diizenleme Kurumu (EPDK) gerekli diizenlemeleri yapmaktadir. Tiirkiye’ de G-Charge
(Gersan), Voltrun, Yesil Gii¢ (Greenway), Zorlu Energy Solutions (ZES) ve Sharzgibi firmalar 6rnek
olarak verilebilir [18].

4. Sonug

Cevresel kaygilar ve daha verimli bir siiriis maliyeti kaygilariyla giinden giine hayatimizdaki
etkisini artiran elektrikli arac teknolojisi gelisime agik bir yapiya sahiptir. Uretici firmalar dizel arag
iiretimini bitirerek elektrikli arag {iretimini hizlandirmis ve hemen hemen tiim firmalar her yil farkl
elektrikli model tiplerini tanitmaya baslamistir. Avrupa iilkeleri, Cin ve Amerika, elektrikli arag sayisi
bakimindan diinya iizerinde lider durumdadirlar. Ulkemizde gerek elektrikli arag sayis1 bakimimdan
gerekse de arag iiretimi bakimindan bir atilimin igine girmistir. Yerli arag TOGG ile beraber {ilkemiz

233



1Czo022
iie.hatman.cdu.tr,

International Informatics Congress (11C2022)
17-19 February 2022, Batman, Turkey

ara¢ piyasasina elektrikli ara¢ versiyonu ile girmeye karar vermistir. TOGG’ un 2023 yil itibari ile
yollardaki yerini almas1 ve seri iiretime gecmesi beklenmektedir. Uretime gecmeden alman 6n talep
miktarinin neredeyse bir yillik {iretim miktarina esdeger oldugu agiklanan TOGG’ un seri iretim ile
beraber iilkemizde elektrikli araglarin ciddi bir alana yayilacagi 6ngoriilmektedir. Bu durum iilkemizde
sayilar1 7 bin civarinda olan elektrikli ara¢ piyasasinin ciddi bir yiikselis gosterecegine isarettir.
Elektrikli arag gelisimine bakildigt zaman genellikle ara¢ gelisiminin oOniindeki engel; sarj
istasyonlarinin ihtiyaci duyulacak her yerde ulasilabilir olmasidir.

Ulkemizdeki elektrikli arag sarj istasyonlarinin elektrikli ara¢ sayisi oranina bakildii zaman
yaklasik 2 araca bir istasyon diistiigli gézlemlenmistir. Bu durum her ne kadar giiniimiiz kosullar1 igin
yeterli say1 olarak goziikse de unutulmamalidir ki elektrikli ara¢ sarj altyapisinin arag¢ satiglarindan
once devreye alimmasi, yeni elektrikli arag teknolojilerini benimseyen tiiketicilere giiven saglayacaktir.
Tiirkiye’de 2030 yili itibariyle 1 milyon ila 2,5 milyon arasinda elektrikli aracin yollarda olacag:
ongoriilmektedir. Sarj istasyon sayilarinin artmasi araglarin niifusun daha genis bir kesimine
yayllmasina da imkan saglayacaktir. Bu yiizden 6zellikle yerli aracin, seri iiretime gegmeden Once
tilkemizde sarj istasyon altyapisina gerekli yatirimlarin yapilmasi gerekmektedir. Muhtemel arag
sayisin1 karsilayabilecek oranlarda, miisterilerin elektrikli araclara olan giivenini tesis edecek istasyon
sayilarinin tesis edilmesi gerekmektedir. Sarj istasyon yerlesimi yapilirken iilkemizin ulagim ag1 goz
oniinde bulundurularak yatirimlar bu dogrultuda yapilmalidir. Sarj istasyon yatirimlari tlkede
kullanilan en diisiik menzilli arag yapisi géz 6niinde bulundurularak yapilmalidir
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Ozet: Son on yilda “blockchain” teknoloji alaminda hizla popiiler hale gelen kelimelerden biri haline
gelmigtir. Blockchain, merkezi bir otoritenin giiven mekanizmasina ihtiyag duymayan, kétii niyetli kisiler
tarafindan degistirilemeyen, seffaflik, izlenebilirlik ve verimlilik gibi ozellikleri sayesinde farkl sanayi
kollarinda deger yaratma potansiyeline sahip gayri merkezi bir veritabani teknolojisidir. Rekabet
paradigmasi, giintimiiz isletmelerini blockchain gibi yeni ve devrimsel teknolojileri yakindan takip
etmeye ve yatirum yapmaya zorlamaktadir. Gelecekte blockchain teknolojisinin ticarilesmesiyle birlikte
is uygulamalarin artacagi v